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1. Introduction.

1.1. Overview

G51-M5 industrial grade mobile 5G Router is an loT wireless communication router that adopts the internationally
recognized LTE/Sub6 5G mobile broadband network standard, providing customers with convenient and fast internet
access or dedicated network transmission. It can be equipped with embedded Wi Fi modules or multiple LAN ports,
providing customers with wired fixed network or wireless WLAN shared high-speed broadband connection for their
terminals; Simultaneously supporting VPN (Wireguard, Zerotier, GRE, OpenVPN, IPSec, L2TP, PPTP, DMVPN) functions to
build secure tunnels, widely used in industries such as finance, power, environmental protection, petroleum,
transportation, and security.

It provides users with a web-based configuration interface and CLI command line configuration, which can be configured
through a web browser or Telnet/SSL. It also provides users with an M2M terminal product management platform, which
remotely manages all Router terminals. Users can monitor the status of all successfully connected terminals through the
M2M platform, providing remote control, parameter configuration, and remote upgrade services.

This manual introduces the industrial grade Router series products to users, as well as how to install and configure the
products, quickly guiding users to correctly install and configure basic parameters.

1.2. Model

This series of products adopts high-performance MIPS dual-core professional network communication processor, with
embedded real-time operating system as the software support platform, to provide users with a safe, high-speed, stable
and reliable 5G wireless routing network, and supports 4 Gigabit Ethernet interfaces and communication serial ports.
There are a variety of models to choose from, and the following are the specific product model:

Model table 1-1:

HOMTECS G51-M5W2

Model Network Bands Wi-Fi GPS Ethernet port Serial

5G :N1/N2/N3/N5/N7/N8/N12/N20/N25

/N28/N40/N41/N66/N71/N77/N78/N79 . . 4*LAN RS232,
G51-M5W2 LTE FDD: B1/B3/B8 optional optional JT*WAN+3*LAN RS4S5
LTE TDD: B38/B39/B40/B41
Table 1- 1
1.3. Appearance
Appearance table 1-2:
Product series G51-M5W2

Appearance




Table 1- 2

4 Gigabit ports
RESET button

Antenna port

GPIO
power interface LED indicator light
R5232/485

serial port

Dual SIM:
Above card SIM2
Below card SIM1

Figure 1-1 Appearance Introduction

1.4. Accessories

Accessories Table 1-3:

ltem Quantity Remark
G51 router 1 According to the user's order situation
4G/5G antennas 3 Assigned according to the network
WLAN antennas 2 When equipped with WLAN function
GPS antenna 1 When equipped with GPS function
Cable 1 Standard
Certificate 1 Standard
12V power adapter 1 Standard
Table 1- 3

1.5. How it works
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Figure 1- 1

Based on mobile wireless public or private networks, this series product builds wireless data tunnels on mature
networks, which greatly reduces the cost of wireless data transmission in various industries.

1.6. Features
»  Support Sub6 5G/FDD/TDD/TD-CDMA/WCDMA/EDVO and other networks, backward compatible with

GPRS/EDGE/CDMA1x;
»  Supports IEEE802.11b/g/n Wi Fi AP functionality, with extended support for Wi Fi clients, WDS bridging, and
multiple authentication and encryption methods such as WEP, WPA/WPA2 Persistent/Enterprise, TKIP/AES, etc;
»  Support virtual data and private networks (APN/VPDN);
»  Support multiple on-demand dialing options, including scheduled up and down calls, voice or SMS controlled up
and down calls, data triggered online calls, and idle link offline calls;
»  Supports TCP/IP protocol stack and comprehensive network protocols such as Telnet, HTTP, SNMP, PPP, PPPoE,
etc,
» PPP:

® Support VPDN/APN function, which can easily and quickly access the virtual dial-up private network
provided by mobile operators to protect your data security.

® Supports PPPoE (Point to Point Protocol over Ethernet) protocol, which is a technology for forwarding
PPP frames over Ethernet, especially suitable for ADSL.

® Support CE and CCC certification.

® Support connection detection and automatic repair. After the device is disconnected, it can be
automatically reconnected to ensure stable online operation.
Provide user-friendly interface configuration management, support Telnet/SSH/CLI configuration mode;
Optional IPv6 protocol stack;
Optional support for M2M terminal management platform;
WDT watchdog design to maintain system stability;

Can be customized and developed according to customer needs;

YV V V V VYV V

Firewall function:

® Support firewall packet filtering to filter out junk data for you, making the device more efficient.

® Support Port Mapping, which enables access to specific port services from the Internet to machines
within the local area network.

® By holding virtual address mapping, the real IP can be hidden, making it convenient for your
application.

® The Demilitarized Zone (DMZ), also known as the "Demilitarized Zone" or "Isolation Zone".

o Effectively solving the problem of external network being unable to access internal network servers
after installing a firewall, while also effectively protecting the internal network.

® Support MAC address binding, restrict access of internal network hosts, and provide more security
guarantees.
» Management Platform:

® Equipment remote management platform, which enables remote management of G51-M5 devices,
supports remote parameter configuration, remote upgrade, remote log management, remote alarm management,

information statistics and display, batch configuration, batch upgrade and other remote operations through the



management platform;

» Network tools:

1.7. Technical indicators and specifications
Router Interface Description

Provide PING and trace route to detect the connection status of the router;

Interface Describe Remark
USIM Plug in SIM card slot
4G/5G 4G/5G antenna, SMA connector, 50 Q
WiFi Wi-Fi antenna, SMA connector, 50 Q optional
GPS GPS antenna, SMA connector, 50 Q optional
Ethernet downlink service interface, 1000Base TX, MDI/MDIX
LAN dapti Eth t interf P ti t itch d Default: 1 * Console +
adaptive, Ethernet interface for connecting computers, switches, an 4*LAN/T*WAN+3*LAN
hubs
WAN Ethernet upll.nk service interface, 1000Base TX, MDI/MDIX adaptive, WAN/LAN reuse
upstream switch or router
RST Reset button, used to restore factory default settings (press and hold
the button for 15 seconds after powering on)
PWR power interface 7.5~32V DC
Terminal block serial port, supporting RS-232 and RS-485 interfaces
RS232/RS485 for data transmission
Table 1- 4
Terminal block 1 (5PIN) Terminal block 2
1 DI1 input 1 V+ Positive pole of power input
DI2 input 2 V- Negative pole of power input
3 GND signal 3 GND Signally
ground
4 DO1 output 4 485A 485-A
5 D02 output 5 485B 485-B
6 GND Signally
7 X Serial port output
8 RX serial port input
Figure 1- 2
OTHERS:
Item Parameter
Casing Sheet metal shell
Weight Approximately 467.2g
Working -20~+70°C
temperature
Product 132x112x44mm
appearance
Storage -40~+85°C
temperature
relative humidity <95% (no condensation)
Power When dialing 12V, the current is 730mA, and the standby current is 610mA

consumption

Table 1- 5




1.8. Applications

This series product is widely used in industries such as telecommunications, finance, information media, power,
transportation, automotive and environmental protection, express cabinets, remote video surveillance, etc.

1.8.1. Financial Industry Application

G51 Router provides high security transmission protection for financial data through IPSec VPN and other methods, greatly
reducing the risk of communication interruption caused by operator network failures. Its typical networking is shown in

Figure 1-4:

— ' Bank Center

G51 —meeesssssssssssn-» Bank Database
IPSec Encryption

Figure 1-4 Schematic diagram of financial industry applications

1.8.2. Vehicle Communication Industry Application

G51 Router supports the transmission of in car videos. When in the parking lot, high-definition video data can be
transmitted to nearby WLAN hotspots through WLAN, and then transmitted to the Internet through WLAN hotspots.
During the driving process of the car, data can be transmitted to the video server through 4G/5G network communication.
Its typical networking is shown in Figure 1-5:

L <
~S8 4>,
hl

PN
N2z -
‘W R
W77 e |
3,! i =

N7

Firewall
’ + Parking Zone
II ..................
,
8 BEEEE, 0, BEOo )
T e I o
Moving Vehicle Vehicle in Parking Lot

Figure 1-5 Application of Vehicle Communication Industry



2. Hardware installation instructions

2.1. Installation Preparation

Please confirm that G51 Router is within 4G/5G network coverage and there is no blocking on site.
Please provide the following conditions on site before installation:
» OnePC
® System: Windows XP/WIN7/WIN8/WIN10
CPU: PIl 233 or higher
RAM: 32M or more
HDD: 6.4G or above

Ethernet port: : at least one (10M/100M/1000M)

IE version: 5.0 or later

® Resolution: 640*480 or more
» ASIM card

® Make sure that the card has data service enabled and is not down for arrears
»  Power supply

® 220V AC: Can be used with the DC power supply supplied with the product

® 7.5~32VDC: ripple <100 mV
»  Fixed

® Try to ensure that the router is placed on a horizontal plane and installed in an environment with low vibration
frequency. When using industrial rails, the router can be attached to a chassis or rails equipped with rails
(when installed on a moving vehicle or vibrating machine, it must be secured with an industrial rail).

2.2. Schematic representation of the product panel
G51 series products panel illustration

HOMTECS Gb51 series

_ : Foantl \

‘I N 25 -HTe
Front : § § P —— f g/ ? ? s
panel - . e voE 3

2 IR TN T @ N @ g

- 3102102102 102102 10,
Side
panels

Table 2-1 Panel diagram



INSTRUCTIONS

The antenna interfaces of the extended Wi-Fi and GPS function series products are different.

2.3. Product Indicator Description

Router Indicator Description

PWR WLAN ERR Signall Signal2 | Signal3 Light indication instructions
When it is a 4G/5G program, the 4G/5G
is online and CSQ value is showed

Solid light Solid light|Solid light|“CSQ >=18"
When it is a 4G/5G program, the 4G/5G
is online and CSQ value is showed
Solid light Solid light| Off |“10<CSQ<18”
When it is a 4G/5G program,
the 4G/5G online CSQ value
Solid light Off Off  |is showed “CSQ< = 10"
The 2S flashing
cycle flashes When it is a 4G/5G program, the 3G is
slowly, 1.5S is on, online and CSQ value is showed
and 0.5S is off Solid light|Solid light|“ CSQ>=18"
The 2S flashing
cycle flashes When it is a 4G/5G program, the 3G is
slowly, 1.5S is on, online and CSQ value is showed
and 0.5S is off Solid light| Off |“10<CSQ<18”
The 2S flashing
cycle flashes When it is a 4G/5G program, the 3G is
slowly, 1.5S is on, online and CSQ value is showed “CSQ <=
and 0.5S is off Off off |10”
0.5S flashing cycle
flashes quickly, Registered in the network
0.25S on, 0.25S off
The Wi-Fi is enabled, but there is no data
Solid light transmission
The Wi-Fi is enabled, and there is data
Flash transmission
Off Wi-Fi is disabled
Off Check that the SIM is OK
Solid light Failed to check the SIM
Solid light The power supply is normal
Table 2-1

INSTRUCTIONS

There is a difference in the indicator display of the extended single-mode dual-SIM product.

2.4. Dimensional specification drawing




Figure 2-1 Dimensions of G51 series routers

INSTRUCTIONS

The device supports a variety of installation methods: embedded integration, desktop placement, wall mounting and rail installation.

2.5. SIM card installation

Step 1: Open the card cover with a screwdriver.
Step 2: Insert the SIM into the card holder correctly.

2.6. Cable connections

After installing and fixing the device, follow the steps below to connect the router series.

1. Connect the 4G/5G antenna to the 4G/5G interface of the router, connect the Wi-Fi antenna to the WI Fl interface
of the router, and adjust the best position or pointing of the antenna.

2. Use an Ethernet cable to connect the LAN interface of the converter with the network card interface of the
computer or the uplink interface of the switch or the uplink interface of the terminal equipment. The WAN interface
is connected in the same mode as the LAN interface.

3. Connect the PWR connector of the circuit driver (the input of the power adapter is 12V/2A DC) and the power
socket with the power adapter (or battery backup unit).

4. Press the switch of the power outlet.

A\

WARNING

Before connecting the cables, please disconnect the power of the router.

2.7. Installation checks

Before installing and preparing to power on, check if the SIM card is installed correctly.

Check the working status indicator light of the router after power on, and after power on the LAN port of the machine
which connect to the lower level will light up, and the PWR light will light up, indicating that the system has started

working normally.
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WARNING

Be sure to connect the antenna before powering on to avoid partial impedance mismatch of the RF part, resulting in poor
signal and inability to dial online.

Steps:

Step 1: Check if the antenna is installed correctly.

Step 2: Check if the SIM card is installed correctly and confirm that the SIM card is valid.

Step 3: G51 power supply

® After power is supplied, if the LAN port of the lower computer is connected to the G51,the Router has normal power
supply.

® After a period of power, the router indicator lights up, indicating that the router system has been started.
After the router indicator is on for a while, the .NET indicator lights up and flashes quickly, indicating that the router

has found the module and started dialing.The router will have a .NET light on during dialing.

INSTRUCTIONS

For different modules, the router finds the module at different times, and the dial-up time is different due to different networks.
So for different modules, the router dial-up and the time to get the IP address may be inconsistent, but the router dial-up
process is strictly as described above.

3. Prepare for the configuration

3.1. Local connection configuration
Prerequisites

® The G51 Router has been powered.

® The G51 Router port has been connected via an Ethernet cable.
Specify the IP address mode
Step 1 Click "Start> Control Panel" in the window that opens, double-click "Network Connections", double-click
"Network Connections" to open the "Local Connection Status" window, click "Properties", double-click Internet The
protocol (TCP/IP) is shown in Figure 3-1

e

Internet Pratocol Version 4 (TCP/1Pwd) Properties x
General

You can get IP settings assigned automatically if vour netwerk supports
thes capability. Otherwise, you nead to ask your netwark administrator
for the appropriate IP settings.

) Obtain an IP address automaticaly
O Use the following IP address:

IF address: 192 . 168 . 1 . 2

Subnet mask: 255,255 255, 0

Default gateway: | 192 . 188, 1 . 1l|.
Obtain DNS server address automatically

O Use the following DNS server addresses:
Preferred DNS server: B8 .8 .8
Alternate DMS server:

|_| Validate settings upon exit

Advanced...

. (814 . Cancel



Figure 3-1 Internet Protocol (TCP/IP Properties Window).

Note: The IP address can be 192.168.1.x (where * represents any integer of 2~254).

Step 2: Click OK to complete the configuration.
DHCP automatically obtains IP addresses
The G51 Router has a built-in DHCP service that automatically assigns IP addresses to terminals connected to it based
on pre-set parameters.
Step 1: Click "Start> Control Panel" in the window that opens, double-click "Network Connections" to open the "Local
Connection Status" window, click "Properties", double click Internet Protocol (TCP/IP) as shown in Figure 3-2:

{ Intemet Protocol Version 4 (TCP/IPwd) Properties x

General  Alternate Configuration
i You can get IP settings assigned automatically if vour network supperts

thes capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

© Cbtain an IP address automaticaly
() Use the following IP address:

) Obtain DS server address automatically
Q) Use the following DNS server addresses:
Freferred DS server: 8 .8 .8 .8

Alternate DMS server:

|_| Validate settings upon exit Bidvaricei .

| OK | Cancel
Figure 3-2 Internet Protocol (TCP/IP) Properties

Step 2: Click "OK" to complete the configuration.

INSTRUCTIONS

The built-in DHCP service of the G51 Router is enabled at the factory, and the DHCP service is enabled until this function is configured.

3.2. Configuration checks

Step 1: Click "Start > Run" on your computer, enter the "cmd" command in the input box and press Enter. Open the Run
window.

Step 2: Enter the command "ipconfig" in the "Run" window to configure the above two connections for the method
"ipconfig".The IP address displayed in the window is different: the IP address displayed in Figure 3-3 is the IP address in
Figure 3-3, as shown in Figure 3-4 shown; The IP address displayed in the configuration method of automatic IP acquisition
by DHCP of the router is displayed as "2~51".'s random address.

@ =Es asETA el 51

h:5a0f:7c11:7758
3.1.2

255.0

Figure 3-3 Specifies the result of ‘ipconfigin’ IP address
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Figure 3-4 DHPC automatically obtains the result of ‘ipconfig’ IP address

Step 3: Enter the following command in the CLI window to check whether the connectivity is normal.
Ping 192.168.1.1

If the interface shown in Figure 3-5 is displayed, the local computer is properly connected to the G51 router.
m EES S4ETs =N

(1N

ft Corporation.

dministrator=ping 192.

Figure 3-5 Connectivity Verification Results

4. Configuration introduction

4.1. Establish a web configuration environment

The Router can be configured through a local Ethernet interface. The default IP address set for the local Ethernet interface
is 192.1681.1, the subnet mask is 255.255.255.0. Perform the following steps to set up a web configuration environment:

1. Connect the LAN interface of the Router and the Ethernet interface of the computer with an Ethernet cable, the default
computer can automatically obtain the IP address, and the IP address of the computer can also be fixed The format
i5:192.168.1.xxx (Where xxx represents any number between 2~254) and the subnet mask is 255.255.255.0.

2. Open the browser and enter "HTTP:192.168.1.1" in the address bar. In the login dialog box that appears, enter the
username and password that you want to log in. The default username/password is admin/admin, as shown in Figure 4-1



192.168.1.1 x + = X
& C ® 192.168.1.1 - % O
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httpi//192.

B5R

BrE

admin| ‘

Figure 4-1 Web Configuration Management User Authentication Page

4.2. System Status

You can query the status of the mobile network to learn about the "mobile network status" and "mobile network
device information". In this way, the network and devices are healthy according to the relevant status.
LOG IN TO THE WEB CONFIGURATION PAGE OF THE ROUTER AND CLICK SYSTEM INFORMATION, AS SHOWN IN FIGURE 4-2

-

”OM"—_y = Tools ¢ Bandwidth # 1P Traffic st System €3
o a
& Status Y 2
You haven't changed the default password for this router. To change router password_click here.
Overview
Traffic Stats. System v Cellular o v
GPS Status
Router Name Router Connection Type PPP
Device List
Hardware Version Modem IMEI
: > . .
@ Basic Network Firmware Version Gm.0.2.7 Modem Status Searching..
2 WLAN > Router Sn Cellular ISP
Router Time Wed, 01 Jan 2020 08:00:17 +0800 Cellular Network
>
@ Advanced Network Uptime 00:00:29 USIM Status Unknown
B3 Firewall > csQ O
1P Address 0.0.0.0
> Ethernet Ports Status v
Q)i el Subnet Mask 0000
I ministation > WAN/LAN1 LAN2 LAN3 LAN4 Gateway 0.0.0.0
” ” o} ” DNS 0000
IPv6 Address
Unplugged Unplugged up Unplugged
Connection Status Disconnected
Connection Uptime
VPN Status o A
LAN a v
Internet v
Router MAC Address 34:0A:4C:24:10:36
@ More Info
L Connection Tvoe Cellular Rauiter IP Addraceas b0 (1 ANY - 102 1R8 1 1/24 %

Figure 4-2 Screenshot of the Router status Table 4-1 of

the parameters on the Mobile Network Status page:

Parameter Meaning

The name of the router The current router name can be set in System

Administration - System Identity

Hardware version The current router hardware version
Firmware version The version of the current router program
Router time After networking, NTP actively aligns with the network time

server, see Time Setting Parameters for details

Boot time Displays the duration of the router when it is powered on

Total/Remaining Memory The total memory of the router, and the remaining available memory

Connection type The name of the current mobile network dial-up rule

Modem type Mobile module model

IMEI International Mobile Equipment Identification




Modem status Check whether the module connection is normal

USIM status Displays SIM card status
The signal strength of the wireless network, the value range: 1~31,
Signal strength if there is no signal, it will not be able to dial successfully.
The IP address assigned by the carrier obtained when the Router
IP address dial
ials up.

The carrier assignment that the Router gets when dialing up.
255.255.255.x

Subnet mask

The address of the carrier-assigned gateway obtained when the
gateway

Router dials the number.

Connection status There are two states: connected and disconneted

Displays the online duration of the Router after the dial-up is
launched

Connection time

Table 4-1

5. Basic network configuration

INSTRUCTIONS

The web configuration interface is subject to change depending on the software version.

After entering the web configuration page, you can view the status of the router or change the router settings
through the web configuration page. The following describes the common configurations.

5.1. WAN network configuration

In the navigation bar, select "Basic Configuration >SWAN Network". On the page that opens, you can modify the parameters
of configuring the WAN network. As shown in Figure 5-1:

- - - - e
" »

You haven't changed the default password for this router. To change router password
WAN 7 Intennet

Tipe Dizabled -

i mm s
DONS

Figure 5-1 WAN connection type selection

According to the networking situation of the field application, select the Internet connection type provided by
your ISP from the drop-down menu, including the following WAN connection types: PPPOE, static IP, dynamic
address acquisition, and other WAN port access methods. As shown in Figure 5-2:



uomrfy

© Sstatus

Cellular
= LAN
= 1PV
VLAN
Schedule
DDNsS
= Routing

7 WLAN

@ Advanced Network
B Firewall

€ VPN Tunnel

R Administration

@® More Info

Tools 5¢ Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

WAN / Internet

Type

Savev’ Cancel X

Disabled v
Disabled

DHCP
PPPOE
Static Address

Figure 5-2 WAN Static Address Selection

Table 5-1 describes the WAN port connection type.

Parameter
Meaning How to configure
The drop-down box contains:
Static IP address: Manually configure IP addresses, gateways,
and DNS information.
Connection The type of connection
type for the WAN. DHCP :D the HCP client automatically obtains an IP address
and accesses the Internet through WA.
PPPoE: PPPoE dial-up to obtain IP addresses (dial- up to the
Internet through ADSL).
Displayed when Connection Type is set to Static IP
If Connection Type is set
P to Static IP, you need to If Connection Type is set to Static IP, you need to set this

set this parameter to
Connection Type.

parameter to Connection Type

Displayed when PPPoE is selected for Connection Type in the basic settings

The name of the

service

The PPPoE service name is
usually used for
identification and judgment
between the client and the
server, and is usually
provided by the server, and
is provided by the ISP when
dialing up the ADSL number.

The general WORD type, up to 64 bytes, cannot be empty

Username/pa

ssword

The username/password
used for PPPoE dial-up is
usually provided by the
server, and by the ISP when

In general, the maximum length of each WORD type and CODE
type is 64 bytes, and none of them are empty

dialing up ADSL.

After the configuration is complete, click the Save Settings button for the configuration to take effect.

Table 5-1



5.2. Mobile network configuration

JiN

WARNING

1.The card authentication mode of most domestic operators is PAP, so the custom dialing option is
configured as (separated by spaces) refuse-chap refuse-mschap refuse- mschap-v2; If it is a CHAP or other
certification, you can adjust the corresponding parameters.

2.VPDN private network APN access point, user name and password need to be provided by the operator

3.Note that the APN private networks of China Unicom and China Mobile have dedicated APN access points,
while China Telecom does not have APN access, only the user name and password are required
4.4G/5G LTE networks, whether TDD or FDD, the three major operators have a tendency to uniformly set APN as

empty
5.1f it is a public network card, the default authentication user name and password of China Telecom 3G are

card, and the user name of a small number of cards needs to be configured to ctnet@mycdma.cn and the

password to vnet.mobi

6.1f it is a public network card, the APN of the mobile 3G network is CMNET, and some are CMWAP
7.1f it is a public network card, the APN of China Unicom's 3G network is 3GNET, and some of it is 3GWAP

In the navigation bar, select Basic configuration > mobile networks. You can modify the relevant parameters
of the mobile network, as shown in the following figure:

Tools & Bandwidth # 1P Traffic a8 System £¢

m)mrsy

1]

© Sstaty 2 5
e You haven't changed the default password for this router. To change router password_click here.

Cellular Settings

Enable Modem
LAN
= IPvé
VLAN
Schedule
IMS
i~ DDNS

= {Rotlting ICMP Check

% WLAN >
Cellular Traffic Check .

& Advanced Network >
B Firewall > MU
€ VPN Tunnel > CIMI Send to

R Administration >
SMS Code

Operator Lock

@ More Info DualSim Mode

Figure 5-3



mailto:ctnet@mycdma.cn

lidmrfy

Tools 5¢ Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

Cellular Settings

Enable Modem

SIM 1 Mode Auto v
SIM 1 5G Mode SA&NSA v
SIM 1 Network Operator Others v
SIM 1PIN Code

SIM 1 APN

SIM 1 User

SIM 1 Password

SIM 1 Dial Number *99%

Figure 5-4

© Sstatus >
WAN
LAN
IPV6
VLAN
Schedule
DDNS
Routing
2 WLAN >
@ Advanced Network >
B Firewall ?
€ VPN Tunnel >
R Administration >
@® More Info
L
»omrsy
© status >
WAN
LAN
IPvé
VLAN
Schedule
DDNS
Routing
72 WLAN >
& Advanced Network >
B Firewall >
€ VPN Tunnel >
R Administration >
@ More Info
L

= Tools & Bandwidth # 1P Traffic &t System £¢

You haven't changed the default password for this router. To change router password_click here.

Cellular Settings

Enable Modem

SIM 2 Mode Auto v
SIM 2 5G Mode SA&NSA v
SIM 2 Network Operator Others v
SIM 2 PIN Code

SIM 2 APN

SIM 2 User

SIM 2 Password

SIM 2 Dial Number *99%#

Figure 5-5 Screenshot of mobile network configuration

For details about the mobile network configuration parameters, see Table 5-2:

parameter illustrate
Enable means enabling or deactivating a wireless module; It is enabled by default
the module
IMS refers to the way the core network is accessed; It is off by default
Enable . . .
PPP dial-up mode is enabled and disabled by default
PPP mode
ICMP The ICMP link detection mechanism is enabled and disabled by default

link detection

Detect
IP addresses

Refers to the IP address that needs to be detected by the link, and checks whether the
host is reachable and whether the route
is available

interval

The interval between the time interval at which the IP address was detected




parameter illustrate

retr After the detection fails, the exception handling action is performed after the number

¥ of consecutive failures is reached
ICMP RTT . s
enabled RTT (round-trip delay); It is off by default
The default value is 50ms, and exception handling operations are performed if the

RTT network delay exceeds 50ms.
Threshold Range 50-2000ms
(Threshold)
Exception There are two actions that are performed when the number of retries is reached:
handling reboot the system or redial

Traffic checks

Detect whether the Internet interface generates data traffic, if no traffic is generated
within the detection time, perform exception handling and restart name redialing, which
is disabled by default

Check

the pattern

Rx, Tx, and Rx&Tx, that is, upstream and downstream data detection methods

Detection The detection interval is used to determine whether the traffic rate increases compared

interval with the previous time

Exception Detect traffic and perform exception handling if there are no

handling two changes to the previous comparison: reboot the system or redial

The TCP client sends two parameters, CCID and IMEI, to the service address and port,
CIMI sent to .
which are empty by default
SMS SMS verification code; For example, if the verification code is

verification code

1234, edit the SMS 1234 * reboot to send the routing SIM card, which is empty by
default

Carrierlock- in

Lock your carrier's network number

There are four modes: automatic switching, card 1 only, card 2 only, backup mode

Automatic switching: If card 1 fails to find the card, card 2 is switched, and card 2 fails to

Dual-SIM mode switch card 1
Automatic switching by default
SIM1 Auto, 5GNR, 4G LTE (FDD/TDD), 3G (WCDMA/TD-SCDMA/HSPA), and 3G

network mode

(CDMA 2000/CDMA 1x) are the default Auto

SIM 1 5G
network
standard

SIM 2 5G
network
standard

SA&NSA, NSA, and SA are SA&NSA by default, and take effect only for 5GNR networks

SIM1
network operator
SIM 2

network operator

Others. Verizon; The default is Others, other carriers except Vanizon




parameter illustrate

SIM 1 Enable the Forced 5GNR, forced 4G LTE (FDD/TDD) will enable this function, and will be disabled by
lock band function default.
SIM 2 enables the If this function is enabled, you can lock the band function

lock band function

SIM 1 SA
Band/NSA/LTE Band Force 5GNR, open SIM 1/SIM 2 SA lock band setting;
SIM 2 SA Force 4G LTE (FDD/TDD), open SIM 1/ SIM 2 LTE lock band setting;
Band/NSA/LTE
SIM 1 PIN Set a PIN for your SIM card
SIM1

The carrier's network access number
dialing number

SIM 1 APN

. Parameters of the service type provided by the carrier
Access Point

SIM 1 username PPP authentication username
SIM 1 password PPP Authentication Password
SIM 1
authentication Default Auto, PAP, CHAP, MS-CHAP, MS-CHAPV2
method
To obtain an IP address, the SIM service must be bound to the specified IP address
SIM 1 Local IP

Table 5-2 Mobile Network configuration parameters

5.3. ICMP detection

The G51 Router not only supports this detection method, but also provides more reliable ICMP for abnormal phenomena
such as false links in wireless networks, which are usually maintained by LCP and other methods Link detection function.
ICMP detection mainly detects communication links through ping packet detection, and performs user-set actions when
the link is abnormal to achieve rapid recovery of links and systems.

STEP 1: OPEN THE MOBILE NETWORK UNDER BASIC NETWORK ON THE WEB CONFIGURATION PAGE, AS SHOWN IN FIGURE
5-6.

ﬂ;’"rfy = Tools 4¢ Bandwidth # 1P Traffic & System €2
© Sstatus 2/ . 3 §
You haven't changed the default password for this router. To change router password_click here.
Cellular Settings
= WAN
Enable Modem
- LAN
= 1PV
VLAN
Schedule
IMS
DDNsS
- Routing ICMP Check
% WLAN >
Check IP
@ Advanced Network >
B Firewall > Check IP (Optional)
€ VPN Tunnel > Interval
R Administration > .
Retries
ICMP RTT Enable
® More Info Fail Action Reboot System ¥
L

Figure 5-6 Mobile Network Configuration

Step 2: Configure ICMP detection service parameters



Parameter Meaning How to configure

ICMP Detection Rule: enabled or
Internet ICMP check Defaultparameter: Disabled
disabled

TWO IP ADDRESSES ARE DETECTED,
FIRST USE IP1 TO DETECT IF IT IS
SUCCESSFUL, WAIT FOR THE NEXT
THE DEFAULT IP ADDRESS FOR
TIME, AND IF THE TWO IP ADDRESSES
DetectIP address EFFECTIVE PINGING IS 8.8.8.8
FAIL TO PING ALTERNATELY, THE
EXCEPTION HANDLING ACTION IS

CARRIED OUT IF BOTH FAIL.

The detection interval and the
maximum number of failures when
the link is normal. When the

o . ) . Value range: 1~65535 (seconds).
Detection interval maximum number of failures is
Default: 60 seconds
reached, the ICMP rule executes the
corresponding action tasks, such as

modem redialing

Value range: 1~1440 (times).

retry Frequency setting
Default: 3 (times)

The RTT (Round-Trip Delay) feature is | |t s off by default
enabled

ICMP RTT enabled

The default value is 50ms, and
exception handling operations are

RTT Threshold ‘
The highest value of network latency performed if the network delay
(Threshold) exceeds 50ms.
Range 50-2000ms
There are two ways to detect that
Exception handling the IP address is unreachable: Default: Reboot the system

reboot the system and redial

Table 5-3 ICMP detection parameters

Step 3: Click Save to complete the addition of ICMP detection.

INSTRUCTIONS

If an ICMP packet is abnormal, the ICMP packet is sent continuously according to the ICMP detection system, and if
the destination address is unreachable, the backup address is detected. If the number of times the backup address is
unreachable also reaches the number of retries, the exception handling operation is executed.

5.4. LAN configuration

In the navigation bar, select "Basic Configuration > Local Area Network". On the page that opens, you can modify
the parameters of configuring the local area network, as shown in Figure 5-7
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5-7 Screenshot of LAN configuration

Table 5-4 describes the parameters of LAN configuration

parameter illustrate

Bridging The default brO parameter range of the interface is 0-4; LAN1-LAN4 network
ports are used with VLANs

The IP address of the router, the default IP address is 192.1681.1
Router IP address

The mask address of the router, the default mask is 255.255.255.0
Subnet mask

DHCP services Dynamically assign IP services. Once the DHCP service is selected, the IP address range
and lease options will appear below.

IP address ranges IP addresses within the LAN range 2-254

lease By default, the IP address automatically assigned by DHCP is valid at 1440

Added BR1-BR3 For details about how to use a VLAN with a VLAN, see VLAN Description

DHCP trunk Enabled or disabled, disabled by default;

DHCPserver address The default is empty, format: A.B.C.D

Table 5-4 "Local Area Network" Configuration Parameters
After the configuration is completed, click the "Save Settings" button. After saving the configuration, the device will

automatically restart for the corresponding configuration to take effect.

5.5. IPv6

IP is the abbreviation of Internet Protocol, while ipv6 is the sixth version of the Internet Protocol. It is a globally recognized
next-generation Internet business application solution and the next-generation Internet protocol version formulated by the
international standardization organization IETF to address the depletion of IPv4 addresses. It can provide massive network
address resources and broad innovation space. Its number of addresses claims to be able to write an address for every
grain of sand in the world.

The address length of IPv4 is 32 bits, and the number of addresses is 2 » 32, which is 4294967296; The length of ipv6
addresses is 128 bits, the number of addresses is 2 » 128, and there are about 3.4 * 10 A 38 addresses. Because the
number of ipv6 addresses is huge, it also greatly solves the problem of insufficient number of ipv6 network address
resources. With the development of the Internet, IPv6 is needed as a support in emerging fields such as 5G, the Internet of
Things, cloud computing, and driverless driving. The popularization of ipv6 is a general trend.



Step 1: Configure as follows, enable IPv6 penetration (default not enabled, device cannot obtain IPv6 address):

MOMTEy
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IPvé
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)
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VPN Tunnel
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Step2: Afterthe module goes online, you can obtain the IPv 4 and IPv6 addresses, and the LAN will assign a RouterlPv6 address,
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Bandwidth #
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Figure 5-8
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Figure 5-9
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Figure 5-9
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Figure 5-11

Step 3: Disconnect from other networks, use only the router to provide network to the PC, ping www.baidu.com and ping

baidu.com respectively, the result is as follows:



[~ /home/mobaxterm JNdEE{olllsE-R¥s (i) ]

-7E Ping baidu.com ' BAy 32 Frpy s :
Sk H 0 BymEE ~T1=32 [If[E]=56ms TTL=47
R H o = 7=32 K [a]=77ms TTL=47
RkH 156.66.10 [ - 11=32 Hf[a]=91ms TTL=47
ZE 156.6 0 HyEl] T 1=32 HJ[a]=445ms TTL=47

=0 (0% £EK),

[~ /home/mobaxterm JNeEu[sRRYW Vo sT-Ris [VIels]) ]

1E7fE Ping www.a.shifen.com [240e:ff:e020:9ae:0:ff:b014:8e8b] EH 32 =Ry E:
SERH 240e:ff:e020:9ae:0:ff:b014:8e8b HyEI& : Hf[Aa]=48ms
SkH 240e:ff:e020:9ae:0:ff:b014:8e8b HY[H A [a]=47ms
SkH 240e:ff:e020:9ae:0:ff:b014:8e8b HJln] A [a]=50ms
SRH 240e:ff:e020:9ae:0:ff:b014:8e8b AJ[EIE : Hf[a]=34ms

240e:ff:e020: 9ae 0 ff b014:

R H*J%.é.ﬁﬁ
34ms.,

Figure 5-12

5.6. VLAN

Virtual Local Area Network (VLAN) is a communication technology that logically divides a physical LAN into multiple
broadcast domains. Compared with traditional LAN technology, VLAN technology is more flexible, and it has the following
advantages: Reduced management overhead for moving, adding, and modifying network devices; It is possible to control
broadcasting activities; It can improve the security of the network.

In the navigation bar, select “Basic Network >VLAN”. On the page, you can modify the parameters related to configuring a
dynamic domain name. As shown in Figure 5-13

You haven't changed the default password for this router. To change router password_cick here.

VLAN v
VID ~ WAN/LAN1 Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
1 2 X < X 7 x v X bro
2 x s x X x 4 x X WAN

Figure 5-13
Table 5-5 VLAN parameter description
Parameter Description
VID Each VLAN switch port needs to be bound with a VID (VID range
0-15).
LAN1 . LAN2 . Corresponding to the physical interface of the routing device: 4 x LAN and 1 x

LAN3. LAN4. WAN WAN




Parameter Description

The data frames received from the trunk port (taéged and tagged) are tagged, and the
%ENi)"rames sent from the trunk port need to be tagged (regardless of the default

Tagged

Table 5-2

VLAN setting method
1. Each VLAN switch port needs to be bound with a VID. (VID range 0-15).
2. Each VLAN switch port falls into one of three categories: access and trunk

2.1. Access port (equal to unchecked tagged - marked unchecked): the data frames received from such ports are not
tagged, and the data frames sent from such ports are not tagged;

2.2. Trunk port (equivalent to checking tagged-marked): the data frames received from such ports are tagged, and the
data frames sent from such ports need to be tagged (regardless of the default VLAN);

2.3. By default, the LAN port is br0 192.168.1.1, and three address segments can be added for different interfaces
3. By default, the LAN port is br0 192.168.1.1, and three address segments can be added for different interfaces.

You haven't changed the default password for this router. To change router password_click here.

LAN v
; % DHCP Server +
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay — Primary DNS  Secondary DNS
bro 192.168.1.1 255.255.255.0 v 192.168.1.2 - 51 1440 x
Internet DNS v

Use Custom DNS

Figure 5-14

4. Set up 3 LANs, one WAN is set as shown in the following figure, assign the WAN to VID 2, that is, bridge the WAN, and
assign the other interfaces to the br0 interface

You haven't changed the default password for this router. To change router password_click here.

VLAN v
VID ~ WAN/LAN1 Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
1 X X = X v x v X bro
2 v 5 3 X X X x * X WAN
none ¥

Figure 5-15
5. After brl, br2, and br3 are added to the LAN, two LAN ports can be connected to VLANs with different IP segments,

and the WAN ports are used independently as WAN ports, as shown in the following figure.



© Sstatus >
@ Basic Network ~

WAN

Cellular

LAN

IPv6

VLAN

Schedule

DDNS

Routing
2 WLAN >
@ Advanced Network >
B Firewall >
€ VPN Tunnel 4
R Administration >

@® More Info
L

<
Tools ¢

Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

LAN
Bridge ~ IP Address
bro 192.168.1.1
br1 192.168.2.1
br2 192.168.3.1
br3 192.168.4.1

Internet DNS

Use Custom DNS

Subnet Mask

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

DHCP Server IP Pool Lease(minutes)
v 192.168.1.2-51 1440
g 192.'\;;21.2.2 = 1440
» 192.12653.3.2 = 1440
- 192.125521.4.2 = 1440
Figure 5-16

6. The 3 LAN ports and WAN ports are configured independently:

VLAN

The settings changed, some settings will take effect after the router reboots.

VID ~

WAN/LANT1

x

Tagged LAN2 Tagged
® v ¥
X X ¥
% x x
% * x
Figure 5-17

DHCP Relay

LAN3

x

DHCP Server

Address

Tagged

x

Reboot Now

LAN4 Tagged
>4 X
x X
3 X
v X

7. Tolabel VLAN as trunk mode, the connected devices need to be set to the same VID of 1

VLAN

VID ~

WAN/LAN1

5.7. Link Schedule

In the navigation bar, choose Basic Network > Link Schedule. On the page that opens, you can configure the link
scheduling WAN and 4G/5G backup mode, or both.

Tagged LAN2 Tagged
% o %
X X %
Figure 5-18
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LAN4 Tagged
7 %
X X
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Bridge
br0
WAN
br1

br2

Bridge
bro

WAN

none




AN\

WARNING Only the version of 4G/5G and wired network backup has this function, which is subject to the version of the

actual product.

Features:

1. ICMP link detection determines whether the link exists normally by IP address, and triggers the switching
mechanism if the IP is not available if the IP is not available in the PING check.

2. The link scheduling strategy can be selected in BACKUP mode: if "WAN" is in link 1, the WAN network is the
mainstay, and "modem" in link 2 is in standby. In BACKUP mode,when link 1 is online, link 1 is the main for
4G/5G networks, and link 2 is set in "WAN" for standby, and in BACKUP mode, when link 1 is online, link 1 is
primary; When Link 1 fails after ICMP detection, it switches to Link 2. When Link 1 is restored after ICMP
detection, it switches back to Link 1.

3. The link scheduling policy can be selected in FAILOVER mode, which means that link 1 and link 2 are backup
mode for each other, and when link 1 is online, link 1 is the main link. After link 1 fails, it switches to link 2 after
ICMP detection, and link 2 is the primary link. When link 1 takes effect again, link 2 remains the primary link and
will not be switched back to link 1. After Link 2 fails, it switches to Link 1 after ICMP detection, and Link 1 is the
primary link.

4. The WAN port supports DHCP automatic acquisition, static address, and PPPoE fixed network access, and
the WAN needs to be enabled by default.

"OMTEy = Tools 4¢ Bandwidth # 1P Traffic ot System €2
a
@ status > . : i
You haven't changed the default password for this router. To change router password_click here.
Enabled Links ¥,
i WAN
Cellular Link Name Link Type Description
i~ LAN
modem ECM/QMI
i~ IPv6
VLAN
ICMP Check v
DDNS
“ Routing On Link Destination Interval Retries Description
SR > modem v
@ Advanced Network >
B Firewall ?
€ VPN Tunnel >
Schedule v )
R Administration >
On Link 1 Link 2 Policy Virtual Link Description
modem ¥ modem ¥ FAILOVER 4 none v
@® More Info .
L 1
Figure 5-6

After the configuration is complete, click the Save Settings button for the configuration to take effect.

Parameter Description
ICMP Link Detection - Links The default link name is modem, wan, sta, and sta2
Refers to the IP address or domain name that needs to be detected by
ICMP Link Detection - Destination | the link, and whether the host is reachable and whether the route is
Address available
ICMP Link Detection - Spacing The interval between the time interval at which the IP address was
detected
After the detection fails, the number of consecutive failures is toggled
ICMP Link Detection - Retry after the retry is reached
Link Scheduling - Link 1 The default link name is modem, wan, sta, and sta2
Link Scheduling - Link 2 The default link name is modem, wan, sta, and sta2




The link scheduling policy can be selected in the BACKUP mode: link 1
is WAN primary, link 2 is4G/5G standby, or link 1 is 4G/5G primary, and
link 2 is WAN.

In the FAILOVER mode, link 1 and link 2 are backed up to each other

Link Scheduling - Policy

virtual links;

If there are less than two links, the default value is none.

If there are more than two links, you need to combine the two links
into a virtual link, vlink1 and vlink2, and then select the policy of vlink
1 and vlink2 as one link and the third link

Virtual Link

Table 5-3

Link Schedule example:

Step 1:

In the navigation bar, select “Basic Network >WAN?”. In the page that opens, select a static address from the drop-down box,
set the parameters of the static address, and click Save Settings. As shown in the following figure (Note: The parameter
configuration is an example, and the actual configuration needs to be configured according to the site situation):

~
HOM'TEy = Tools & Bandwidth # 1P Traffic & System ¥

© Sstatus 4 2
You haven't changed the default password for this router. To change router password_ciick here.
WAN / Internet
Cellular Type Static Address v
LAN
. IPv6 1P Address 192.168.10.94
VLAN
Schedule Subnet Mask 255.255.255.0
h DDNS
N Rtiing Gateway 192.168.10.1
2 WLAN >
MTU
@ Advanced Network >
B Firewall > Primary DNS 192.168.10.1
>
€ VPN Tunnel Secondary DNS 8884
AR Administration >
® More Info
L
Figure 5-20 Static address settings
Step 2:

(1) In the navigation bar, select “Basic Network > VLAN”. On the page, remove the WAN with VID1 checked, and click
OK, as shown in the following figure:

TUU GV L LT3Ny cu UIc USIGUIL Passwulu 1Vl LIS TUULTT. 1V LHAHYT 1UULST PA33VWUIU_LILK [ETE,

VLAN v
VID ~ WAN/LAN1 Tagged LANZ Tagged LAN3 Tagged LAN4 Tagged Bridge
1 x X o x " x v X bro
2 X ® -4 b X % ¥ X WAN

Figure 5-21

(2) In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are complete, as
shown in the following figure



You haven't changed the default password for this router. To change router password_dick here.

VLAN v
VID ~ WAN/LAN1 Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
1 X x = "% N X v x bro
2 v x X x 3% x x X WAN
none 2.

Figure 5-22 VLAN Settings
Step 3:
In the navigation bar, select “Status > Overview”. On the page, view the WAN network status and access the Internet, as
shown in the following figure:

m:,wrry =

Tools 5 Bandwidth ~ 1P Traffic & System
@ Status v . :
You haven't changed the default password for this router. To change router password_click here.
Overview
- Traffic Stats. System v LAN o v
GPS Status
Router Name Router Router MAC Address 34:0A:4C:24:10:36
Device List
Hardware Version Router IP Addresses br0 (LAN) - 192.168.1.1/24
i >
® Basic Network Firmware Version Gm.0.27 IP6 Link-local Address fe80:360a:4cff-fe24:1036
2 WLAN > Router Sn DHCP br0 (LAN) - 192.168.1.2 - 192.168.1.51
Router Time Sun, 06 Feb 2028 11:36:49 +0800
>
@ Advanced Network Uptime GG
Wireless (5 GHz) o M
B3 Firewall >
MAC Address 34:0A:4C:24:10:39
& VPN Tunnel ’ EthieffietPoTts Statiis v Wireless Mode Access Point
B Adtiristration > WAN/LANT LAN2 LAN3 LANA Wireless Network Mode Auto
“ w " ” Interface Status Up
Radio Enabled v
Unpl d up Unpl d Unpl d
nplugge nplugge nplugge SsID router_wifi_5.8G
Broadcast Enabled v
VPN Status a o Security disabled
Channel 149
No Active VPN o
Channel Width Auto
Rate 867 Mbps
@ More Info
L lbmcmns
Figure 5-23 WAN network status
Step 4:

Turn on link scheduling in the basic network and configure ICMP link detection and link scheduling (Note: Link 1 is WAN;
link 2 is modem), and the policy is backup; After the configuration is complete, click Save and wait for the device to restart.

IleTfy

© Sstatus >
@ Basic Network v
WAN
Cellular
LAN
IPv6
VLAN
Schedule
DDNS
Routing
2 WLAN >
@ Advanced Network >
B Firewall >
€ VPN Tunnel 4
R Administration >
@® More Info
L
Step 5:

Click System Information in Status page to view the WAN connection status (static Internet access is displayed if WAN is the

ICMP Check

On Link Destination Interval Retries
v wan 8888 5 1
modem v

Schedule

On Link 1 Link 2 Policy Virtual Link
v wan modem BACKUP none
modem v modem ~  FAILOVER v none

L]

Figure 5-24 Link Schedule settings
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main), as shown in the following figure:

m;,mrry

© status 57

Overview

Traffic Stats. System
GPS Status

Router Name
Device List

Hardware Version

; 5 )
@ Basic Network Firmware Version
2 WLAN > Router Sn
Router Time
>
& Advanced Network Uptime
@ Firewall ’
€D VPN Tunnel > Ethernet Ports Status
AR Administration > WAN/LAN1
up
VPN Status
No Active VPN
® More Info
L [

Step 6:

Disconnect the network cable of the WAN port and check the connection status of the WAN again (the card is online), as

shown in the following figure:

You haven't changed the default password for this router. To change router password_click here.

LAN2

up

v WAN
Router Connection Type
IP Address
Gm.027 Subnet Mask
Gateway
Wed, 01 Jan 2020 08:00:27 +0800 DNS
00:00:38 IPv6 Address

Connection Status

Connection Uptime

LAN3 LAN4
I I I I LAN
Router MAC Address
Unpl d Unpl d
nplugge nplgge Router IP Addresses
IPv6 Link-local Address
o o DHCP

Wireless (5 GHz)

MAC Address

Figure 5-25 WAN Network Status

Tools &

Bandwidth # 1P Traffic a8 System £¢

Static
192.168.10.94
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192.168.10.1

8888

Connected

00:00:17

34:0A4C:24:10:36

br0 (LAN) - 192.168.1.1/24
fe80:360a:4cff:fe24:1036
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34:0A4C:24:10:39 v

m;,mrry

© status 57

Overview

Traffic Stats. System
GPS Status

Router Name
Device List

Hardware Version

; 5 )
@ Basic Network Firmware Version
2 WLAN > Router Sn
Router Time
>
& Advanced Network Uptime
@ Firewall ’
€ VPN Tunnel > Ethernet Ports Status
AR Administration > WAN/LANT
Unplugged
VPN Status
Internet
® More Info
L Connection Tvbe

Step 7:

When you plug the network cable into the WAN port of the router again, check the WAN connection status (in this case, it

The settings changed, some settings will take effect after the router reboots._reboot Now

LAN2

up

Router

Gm.0.2.7

Mon, 26 May 2025 10:42:06 +0800

00:02:10

Cellular

v Cellular

Connection Type
Modem IMEI
Modem Status
Cellular ISP
Cellular Network
USIM Selected
USIM Status
¢sa

IP Address

LAN3 LAN4 Subnet Mask

X =

Unplugged Unplugged

Gateway

DNsS

IPv6 Address
Connection Status

Connection Uptime

v WAN

Connectinn Tuna

Figure 5-26 WAN network status

is static Internet access), as shown in the following figure:

Tools &

Bandwidth # 1P Traffic a8 System £¢

ECv/QMI
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"CHN-TELECOM"

4G

USIM Card 1 Running...

Ready

27 w
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202.96.128.86 202.96.134.133

Connected

00:00:12

Statie gl



HOMTEy = Tools %¢ Bandwidth » 1P Traffic o System £
- a
VPN Status o A Connection Uptime 00:00:30
Traffic Stats.
retie stats Internet v WAN - I
GPS Status
Devica Lkt Connection Type WAN Connection Type Static
IP Address 192.168.10.94 IP Address 192.168.10.94
@ Basic Network >
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
% WLAN > Gateway 192.168.10.1 Gateway 192.168.10.1
@ Advanced Network > DS E5E S ONS 8888
vanced Networl
Connection Status Connected I1Pv6 Address
B Firewall > Connection Uptime 00:01:34 Connection Status Connected
& VPN Tunnel > Connection Uptime 00:01:35
AR Administration >
LAN a v
Router MAC Address 34:0A:4C:24:10:36
Router IP Addresses bro0 (LAN) - 192.168.1.1/24 )
DHCP br0 (LAN) - 192.168.1.2 - 192.168.1.51
Wireless (5 GHz) 2 ~
@® More Info

Figure 5-27 WAN net;}\'/-drki,h‘gm ‘

5.8. DDNS

DDNS is the abbreviation of Dynamic Domain Name System, and the DDNS protocol provides the corresponding query
function between dynamic IP addresses and domain names. DDNS allows users to access the router's page from any PC
that can connect to the public network through a domain name. Of course, the network corresponding to the SIM card
used by the router must be a public network accessible address, so as to ensure that you can access the router by entering
the domain name.

In the navigation bar, select “Basic Network > DDNS”. On the page, modify the parameters for configuring dynamic domain
names. As shown in Figure 5-23, see Figure 5-23

MOM'TEy = Tools & Bandwidth # 1P Traffic & System ¥
© status > . = .
You haven't changed the default password for this router. To change router password_ciick here.
sic Net
Dynamic DNS v
WAN
Cellular 1P Addrass fed) v
LAN
Pvé Auto refresh every 28
VLAN
Schedule
e Dynamic DNS1 v
Routing
. Service None ¥
7 WLAN >
@ Advanced Network >
Fi Il > .
B Dynamic DNS2 v
& VPN Tunnel >
Service None v
AR Administration >
@ More Info
L i

Figure 5-28 DDNS settings

Select the corresponding DDNS domain service provider from the drop-down list, such as 3322, and enter the state shown
in Figure 5-29. Fill in the corresponding parameters and save.
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Tools 5¢ Bandwidth # IP Traffic o System 2

a
@ status > :
You haven't changed the default password for this router. To change router password_click here.
Dynamic DNS v
= WAN
Cellular 1P Address Use WAN IP Address 107.17.168 (recommended)
= LAN
i IPv6 Auto refresh every
VLAN
Schedule
Dynamic DNS1 v
= Routing
= Service 3322 v
2 WLAN >
@ Advanced Network > URL hitp://www.3322.0rg/
B Firewall ? Username
€ VPN Tunnel >
Password
R Administration >
Hostname
Wildcard
| @® More Info MX v,

Figure 5-29 DDNS settings

Description of the parameters for dynamic domain names

parameter illustrate How to configure

The dynamic DNS service can change a
dynamic IP address to any static Hostname, | The default value is the current interface
making it easily accessible from different | address

locations on the Internet

IP Address

The domain name applied for
corresponds to the domain name
provider option, and our company

does not currently support the DDNS
service of domain name providers
outside the list

Service Providers Drop-down options: 3322, miniDNS, etc

The address provided by the domain name

Service URL . .
service provider

Click on the URL to enter the web page

The username and password used to
Username/password | register the DDNS service provider domain
name

General WORD type/CODE type, up to 64
bytes

A domain name provided by a DDNS

. service provider, which corresponds to the . .
The user's domain P P The domain name obtained by
IP of the router and usually accesses the IP

name . .| following the steps
of the router by accessing the domain g P

name

Table 5-7 Parameters for Dynamic Domain Names

After the configuration is complete, click the Save Settings button for the configuration to take effect

INSTRUCTIONS
Domestic DDNS service provider: NO-IP.com (https://www.NO-IP.com/).

Foreign DDNS service providers: DNSEXIT (www.dnsexit.com), ZONEEDIT (www.zoneedti.com), DYNDNS

( www.members.dyndns.org)

The IP address obtained from the SIM/UIM card service provider changes every time the router restarts. If you use the
DDNS domain name you apply for when you remotely log in to the router, you can log in to the router page no matter how
the modemlP address of the router changes.

Dynamic domain name configuration example:

Preparations: 1. The telecom card must have a public network card IP, otherwise it must use the WAN wired
public network IP mode
2. Username: 5nre6hv@ddnskey.com Password: stone123
3. Host name: all.ddnskey.com.net



http://www.3322.org/
mailto:5nre6hv@ddnskey.com

Two links: before and after the power failure
Step 1:
To force 3G, turn on the mobile network of the basic network, select 3G (CDMA 2000/CDMA 1x) as the network mode
of SIM1, and then click Save Settings to wait for restart. As shown in Figure 5-30

Criom

= Tools & Bandwidth ¢ IP Traffic &t System £¢
a
© Sstatus 4 & 5 A
The settings changed, some settings will take effect after the router reboots._reboot Now
Cellular Settings
WAN
talluiar Enable Modem
LAN
1Pv6
Schedule )
SIM 1 Mode Auto v
DDNS
Routing SIM 15G Mode SABNSA v
% WLAN >
SIM 1 Network Operator Others v
@ Advanced Network >
@ Firewall 5 SIM 1 PIN Code
& VPN Tunnel :d SIM 1APN 3GNET
— 5
AR Administration SIM 1 User SR
SIM 1 Password
SIM 1 Dial Number *99#
@ More Info v
. 4
Figure 5-30 Mobile Network Configuration
Step 2:

Click the system information in the system status to view the status of the WAN network, at this time, China Telecom
3G is online, the public network address is obtained, and the Internet can be accessed, as shown in the following figure

riom

Tools 5¢ Bandwidth # 1P Traffic System 2

a
© Status V. B
You haven't changed the default password for this router. To change router password_click here.
verview
Traffic Stats. System v Cellular - I
GPS Status
Router Name Router Connection Type ECM/QMI
Device List
Hardware Version Modem IMEI 868227050074483
@ Basic Network 5 Firmware Version Gm.0.2.7 Modem Status Ready
2 WLAN > Router Sn Cellular ISP "CHN-TELECOM"
Router Time Mon, 26 May 2025 10:57:05 +0800 Cellular Network 4G
>
@ Advanced Network Uptime 00:03:58 USIM Selected USIM Card 1 Running...
B Firewall > USIM Status Ready
csa 21 .
> Ethernet Ports Status v
<l U 1P Address 104.109.249
2 Administration > WAN/LANT LAN2 LAN3 LAN4 Subnet Mask 255.255.255.0
w w ” “ Gateway 104.109.1
DNS 202.96.128.86 202.96.134.133
up up Unplugged Unplugged
IPv6 Address
Connection Status Connected
VPN Status & A Connection Uptime 00:02:17
Internet v WAN o v
@® More Info
L Connection Tvoe WAN Connection Tune Static L]

Figure 5-31 WAN network status
Step 3:
Click on the dynamic domain name in the basic network, and the automatic refresh setting will take 1 minute; Select
dynamic domain name 1, select NO-IP.com as service provider, username:5nre6hv@ddnskey.com, password: stonel23,
host name: all.ddnskey.com.net, and click Save Settings after the settings are complete.
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a
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- VLAN v
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Schedule
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= WLAN > Email Address
@ Advanced Network > password  eeeessseees
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@ VPN Tunnel ¥
Force next update
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@® More Info Update successful. |

Figure 5-32 Dynamic domain name settings
Step 4:
Click the DDNS in the Basic Network to view the latest IP update status and open the administrator page to ping the
host domain name, as shown in the following figure

Momrfy = Tools ¢ Bandwidth & 1P Traffic & System %2
a
© Sstatus >
IP Address ed) v
Auto refresh every 28
WAN
Cellular
LAN
1PV6 Dynamic DNS1 o
VLAN . o
Service No-IP.com ~
Schedule
URL
Routing
2 WLAN N Email Address
@ Advanced Network > Password  eesssseeees
Fi Il >
) Hostname / Group all.ddnskey.com
€ VPN Tunnel >
Force next update
R Administration >
2025/5/26 11:10:02
Last IP Address 104709949
: 2025/5/26 11:1002
Last Result
@ More Info Update successful.
L v,

~ /home/mobaxterm UL

o o o Ior

A7 Pin

Figure 5-33 Ping the domain name
Step 5:
Result after power failure: The IP address resolved by the ping domain name will be automatically updated after each
power failure



lidmrfy

= Tools % Bandwidth » 1P Traffic o System %t
o] ] ” “ Gateway 106.193.1 &
. DNsS 202.96.128.86 202.96.134.133
ervie up up Unplugged Unplugged
) 1Pv6 Address
Traffic Stats.
e Connection Status Connected
Deuica tist VPN Status e N Connection Uptime 00:03:23
@ Basic Network 4
Internet v WAN ] v
7 WLAN >
Connection Type WAN Connection Type Static
>
o TS IP Address 192.168.10.94 1P Address 192.168.10.94
B Firewall > Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
Gateway 192.168.10.1 Gateway 192.168.10.1
€ VPN Tunnel >
DNs 8.8.8.8:53 DNS 8888
2 Administration > Connection Status Connected 1Pv6 Address
Connection Uptime 00:04:21 Connection Status Connected
Connection Uptime 00:04:22
)
LAN o v '
Router MAC Address 34:0A:4C:24:10:36
Router IP Addresses br0 (LAN) - 192.168.1.1/24
DHCP br0 (LAN) - 192.168.1.2 - 192.168.1.51
| @® More Info v,

Figure 5-34 WAN Network Status

~
HOM'TEy = Tools & Bandwidth # 1P Traffic & System ¥

a
© status >
IP Address ~
Auto refresh every 28
WAN
Cellular
LAN
1Pvé Dynamic DNS1 .
VLAN N s e
Service No-IP.com .
Schedule
URL
Routing
S o 5 Email Address
@ Advanced Network > Password  eessssseen
Firewall >
e e Hostname / Group all.ddnskey.com
€ VPN Tunnel >
Force next update
R Administration >
2025/5/26 11:17:51
Last IP Add
o ress 192.168.10.94
Last Result 2025/5/26 111751
@ More Info e Update successful.
L .

Figure 5-35 Domain name update status

= /home/mobaxterm JEEND]

TTL=64
TTL=64

Figure 5-36 WAN Network Status

5.9. Routing
5.9.1. IPv4 Static Routing Table

The static route provides a specific forwarding path for the router to forward packets, which must be manually configured
by the user. A static route is a route that uses the destination address as the basis for selection.

Step 1: select Routing in the Basic Network page, you can modify the IPv4 Static Routing Table parameters:



Tools 5¢ Bandwidth # 1P Traffic System 2

ucwrry

© Sstatus >

>

You haven't changed the default password for this router. To change router password_click here.

Current Routing Table v
WAN
Cellular Destination Gateway / Next Hop Subnet Mask Metric Interface
LAN
default 192.168.10.1 0.0.0.0 0 wan
IPv6
VLAN 10.6.193.0 * 255.255.255.0 0 modem
Schiedile 127000 ¥ 25500.0 0 lo
DDNS
Routlng 192.168.1.0 * 255.255.255.0 0 lan
uting
2 WLAN > 192.168.10.0 * 255.255.255.0 0 wan
@ Advanced Network > 192.168.10.1 * 255.255.255.255 0 wan
B Firewall ?
& VPN Tunnel 2 IPv4 Static Routing Table v
R Administration 2 Destination Gateway Subnet Mask Metric Interface Description
0.0.00 0 lan S
@® More Info .
L /)

Figure 5-37 Routing settings

Step 2: Static routing parameter description

Parameter Meaning How to configure

Enter the destination address and
Destination address Set the destination address and the number of | the number of bits of the subnet
subnet mask digits for a static route mask.

Format: A.B.C.D/M

Specify the next-hop IP address of a static
Gateway route, that is, the port address of the | Setitup asappropriate
neighboring router

Table 5-8 Static Routing settings

Step 3: Click Save to complete the static route settings.

Example configuration of a static route table:

Step 1:

Click Routing in Basic Network, configure the static route table settings, set the destination address to 192.168.10.0, set
the subnet mask to 255.255.255.0, select LAN for the network interface, click Add, and click Save after the configuration is
complete.

MOMTEy = Tools & Bandwidth #¢ 1P Traffic a8 System £¢
a
© status > . . i
You haven't changed the default password for this router. To change router password_click here.
twe ~
Current Routing Table v

WAN

Cellular Destination Gateway / Next Hop Subnet Mask Metric Interface

LAN

default 192.168.10.1 0.0.0.0 0 wan

IPvé

VLAN 10.6.193.0 * 255.255.255.0 Qo modem

Schedule 127.000 * 255000 0 lo

DDNS

192.168.1.0 * 255.255.255.0 0 lan

Routing
2 WIAN > 192.168.10.0 & 255255.255.0 0 wan
@ Advinced Network > 192.168.10.1 * 255.255.255.255 0 wan
B Firewall >
& VPN Tunnel 2 IPv4 Static Routing Table v
AR Administration 2 Destination Gateway Subnet Mask Metric Interface Description

192.168.2.0 0.0.0.0 255.255.255.0 0 lan
0 0 lan ~
@ More Info
L [ ] 4]

Figure 5-38 Static Route Configuration

Step 2:



After the save is complete, you can view the static route table in the current route table, and the static route table has
taken effect.

ucwrrfy

Tools 5¢ Bandwidth # 1P Traffic System 2

>

© Sstatus > 3
You haven't changed the default password for this router. To change router password_click here.
Current Routing Table v
WAN
Cellular Destination Gateway / Next Hop Subnet Mask Metric Interface
LAN
default 192.168.10.1 0.0.0.0 0 wan
IPV6
VLAN 10.6.193.0 * 255.255.255.0 0 modem
Schiedile 127000 ¥ 25500.0 0 lo
DDNS
o, 192.168.1.0 * 255.255.255.0 0 lan
Routing
2 WIAN > 192.168.2.0 : 255.255.255.0 ] lan
@ Advanced Network > 192.168.10.0 * 255.255.255.0 0 wan
@ Firewall > 192.168.10.1 * 255.255.255.255 0o wan
€ VPN Tunnel 4
R Administration > IPv4 Static Routing Table e
Destination Gateway Subnet Mask Metric Interface Description
192.168.2.0 0.0.0.0 255.255.255.0 0 lan
More Inf
L 8 e 0.0.00 0 an v v,

Figure 5-39 Static Routing Table

5.9.2. IPV6 Static Routing Table

Static route provides a specific forwarding path for the router to forward packets, which must be manually configured by
the user. A static route is a route that uses the destination address as the basis for selection.

Step 1: select Routing in the Basic Network page, you can modify the IPv6 Static Routing Table parameters:

ucwrrfy = Tools 4¢ Bandwidth # 1P Traffic System &t
e g 192.168.2.0 . 255.255.255.0 0 lan -
@ - 192.168.10.0 * 255.255.255.0 0 wan
WAN
192.168.10.1 * 255.255.255.255 o wan
Cellular
LAN
IPv6
VLAN IPv4 Static Routing Table v
Schedile Destination Gateway Subnet Mask Metric Interface Description
DDNS
Routing 192.168.2.0 0.0.0.0 255.255.255.0 1] lan
% WLAN > 0.0.00 0 lan ~
@ Advanced Network >
B Firewall b4
@ VPN Tunnel >
IPv6 Static Routing Table v
R Administration >
Destination Gateway Subnet Mask Metric Interface Description
64 0 an v
@® More Info .
Figure 5-40
Step 2: Description of IPv6 Static Routing Parameters
Parameter i i
Meaning How to configure
Enter the destination address and the
number of bits of the subnet mask.
Destination Set the destination address and the number of Format:
subnet mask digits for a static route '
address & AAAA:BBBB:CCCC:DDDD:EEEE:
FFFF:GGGG:HHHH/64
Specify the next-hop IP address of a static route, Set it up as appropriate. The
gateway that is, the port address of the neighboring
router format is as follows:




Table 5-9 IPv6 Static Route Table
Step 3: Click Save to complete the static route settings.

IPv6 Static Route Table Configuration Example:
Step 1: Click Route in the Basic Network, configure the static route table settings, fill in the destination address, fill in the
subnet mask, select LAN for the network interface, click Add, and click Save Settings after the configuration is complete.

IPv6 Static Routing Table v
Destination Gateway Subnet Mask Metric Interface Description

v 1

Figure 5-41
Step 2: After the IPV6 address is added, you need to restart the router for the configuration to take effect.

root@Router:/tmp/home/root#
root@Router:/tmp/home/root#
root@Router:/tmp/home/root#
root@louter:/tmp/home/root# ip -6 route show
f v eth2 proto kernel metric 256
dev proto kernel metric 256

ev

dev br@ proto kernel metric

dev ra@ proto kernel metric 256

dev ral@ proto kernel metric 256

dev proto kernel metric 256

dev usb®@ proto kernel metric 256
root@Router:/tmp/home/root#

Figure 5-42

5.9.3. Policy Routing Table

Policy Routing is a packet routing and forwarding mechanism that is more flexible than routing based on the destination
network. The router will decide what to do with the packets that need to be routed through the route map, which
determines the next- hop forwarding router for a packet.

Step 1: select Routing in the Basic Network page, you can modify the Policy Routing Table parameters, as shown in figure
5-43:

MOM'TEy = Tools & Bandwidth # 1P Traffic af System ¥
a
© status >
: IPv6 Static Routing Table v
i WAN
Destination Gateway Subnet Mask Metric Interface Description
Cellular
LAN 64 0 lan N

IPvé
VLAN

Schedule

DDNS

Policy Routing Table v

= >
AL Lan modem wan sta sta2
& Advanced Network >
v v Autc v v A v
B Firewall >
€ VPN Tunnel >
R Administration >
OSPF v
Enable OSPF
® More Info RFC1583

Figure 5-43 Policy Routing Table page
Step 2: Policy Routing Table parameter description

Parameter Meaning




Lan Select the virtual network ports of PBR: VLAN1-VLAN16, AP, and AP2
modem Module policy selection, such as Auto/Only/Primary/Secondary
wan Select the policy of the WAN port, such as Auto/Only/Primary/Secondary
Sta Sta (2.4GWiFi client) strategy selection, e.g. Auto/Only/Primary/Secondary
sta2 Sta2 (5.8GWiFi client) strategy selection, such as Auto/Only/Primary/Secondary

Table 5-10 Policy Routing Parameter Table
Note: Priority description of policy-based routing:
(D Auto mode: the default value
@Priority size: Only>Primary>Secondary
@When only mode is selected for one interface, only mode can be selected for other interfaces
@When an interface selects the primary mode, other interfaces can only select the interface with a lower priority, and
cannot select the primary mode at the same time
@When an interface selects the secondary mode, one of the other interfaces can select the primary mode, while the
others can only select the Auto mode

Step 3: Click Save Settings to save the PBR configuration

Example Policy Routing Table configuration:

Step 1: Click the route table settings of the Basic Network, configure the information of the policy route table, select vlanl
for lan, select only mode for modem, click Add, and save the setting:

-

MOM'TEy = Tools & Bandwidth # 1P Traffic af System ¥

© Sstatus >y Destination Gateway Subnet Mask Metric Interface Description

- WAN
Cellular

LAN

= IPvé
Policy Routing Table 4
VLAN

Schedule Lan modem wan sta sta2

i~ DDNS
vian1 Only

v Auto v Auto v Auto v Auto

72 WLAN >

& Advanced Network >

B Firewall 2
& VPN Tunnel > OSPF N
— >
A Administration Enable OSPF
RFC1583
@® More Info Router 1D S -
f

Figure 5-44 Policy Routing Table settings

Step 2: Enable modem and WAN online at the same time, and when the modem is switched to online modem, the routing
device can access the public network normally. When switching to WAN online, the WAN cannot access the WAN because
the PBR configuration only modem is used to access the Internet. Similarly, if STA and STA2 are also configured, you will not
be able to access the Internet normally when switching to these two modes.

5.9.4. OSPF

OSPF (Open Shortest Path First): is an interior gateway protocol (IGP) used between routers in a single autonomous system
(AS). OSPF uses link-state technology, where routers send each other directly connected link information and link
information it has to other routers. Each OSPF router maintains a database with the same AS topology, from which the
shortest path is constructed to calculate the routing table, and when the topology changes, the OSPF protocol can quickly
recalculate the path and only generate a small amount of routing protocol traffic. In addition, all OSPF routing packet



switching is validated.

Step 1: Open Basic Network and select Routing, as shown in figure 5-45

& Advanced Network >

B Firewall >

BGP
€ VPN Tunnel >
Enable BGP
R Administration >
Custom Configuration
BGP Instance
@ More Info

L ~ ac

Step 2: OSPF parameter description

© status >
IOSPF I
® Basic Network >
Enable OSPF

WAN

Cellular RFC1583

LAN

IPvé Router ID 192.168.1.1

VLAN

Hehadiie on Network Address Area

DDNS
| Routing | %
72 WLAN >

Figurem'_'-;;:élth OSPF page

Tools & Bandwidth #¢ 1P Traffic a8 System £¢

RFC1583 The preferred method of external | Enable or disable this feature
routing
Router ID The unique ID or ID of a route in a | IP address or ID value
link
Network Address Choice of network port, such as
LAN/WAN
Assign a zone to the LAN/WAN The zone values for LAN and WAN
Area are configured to be different values

Table 5-11 OSPF parameters

OSPF configuration example:

Step 1: Enable OSPF, set the router ID to 192.168.1.1, the network address LAN, region 1, the network address WAN,

region 0, and the wan port IP to 192.168.3.11, and save the settings

>
B vlan2 Auto v Auto ~  Auto
@ Basic Network =
g WAN
Cellular
h LAN
OSPF
i IPv6
VLAN Enable OSPF
Schedule
DDNs RFC1583
= Routing
Router ID 192.168.1.1
% WLAN >
@ Advanced Network = on Network Address Area
B Firewall > 7 LAN y
€ VPN Tunnel > v WAN 0
R Administration >
Add+
® More Info
L RAD

-

Tools 5¢ Bandwidth # 1P Traffic System 2

v Auto &

Figure 5-46 Screenshot of OSPF parameter configuration




Miscellaneous

Mode Gateway v
RIPV1 &v2 Disabled
DHCP Routes

Spanning-Tree Protocol

Figure 5-47 Other parameter configurations

Step 2: Configure the OSPF parameters of the other router, the router ID is 192.168.2.1, the network address is LAN, the
region is 2, the network address is WAN, the region is 0, the WAN port IP is 192.168.3.12, and the two routers are
interconnected through the WAN port

ucmrry = Tools ¢ Bandwidth » 1P Traffic o System £
i ——

© Sstatus >

-

vlan2 g Auto v Auto ~ Auto v Auto v

|”3 Basic Network ~ |

WAN
Cellular

LAN

E

VLAN
Enable OSPF
Schedule
DDNS
RFC1583
% WLAN > Router ID 192.168.2.1

@ Advanced Network >

On Network Address Area

B Firewall ? u
v LAN 2

€ VPN Tunnel 4
v WAN 0

R Administration >
-

@® More Info v,

Figure 5-48 OSPF parameter configuration

Miscellaneous

Mode Gateway
RIPV1 &v2 Disabled ~
DHCP Routes

Spanning-Tree Protocol

Figure 5-49 Other parameter configurations
Step 3: Route topology diagram

192.168.2.11 192.168.32.12
RO S
192,168.1.1 A area 0 192,168.2.1
area 1 area 2
PC1 PC2
152.168.1.2 152.168.2.2

Figure 5-50 Routing topology diagram
Step 4: View the routing tables of the two devices and ping the IP addresses of the peer subnets



Routel: (LAN ip address 192.168.1.1)

Current Routing Table ~
Destination Gateway / Next Hop Subnet Mask Metric Interface

192.168.3.1 -3 255.255.255.255 4] WAN

192.168.3.0 3 255.255.255.0 Q WAN

192,168.2.0 192.168.3.12 255.255.255.0 20 WAN

192.168.1.0 * 255.255.255.0 4] LAN

127.000 * 255,000 Q lo

default 192.168.3.1 0000 Q WAN

Figure 5-51 shows the routing table

rsdninistrator>ping 192.168.2.2 -t

Ping 192.168.
192.168.2.2 [
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192.168.2.
192_168.2.
192.168.2.

D2 B3 B2 B D3 R RO DD DI RO D3 D3 DA B BB D

g
g
f
g
g
g
f
g
g
g
f
g
g
g
5
g
g

=
=
B
E
=
E
E
E
=
E
B
B
8
E
=
E
=

Figure 5-52 IP detection
Route2: (LAN ip address 192.168.2.1)

Current Routing Table

Destination Gateway / Next Hop Subnet Mask Metric Interface
162.168.3.1 A 255255255255 (i} WAN
192.168.3.0 e 255.255.255.0 [} VAN
192.168.2.0 * 235.255.255.0 0 LAN
192.168.1.0 192.168.3.11 255.255.255.0 20 WAN
127.000 * 253.0.00 [} lo
default 192.168.3.1 0.0.0.0 [i] WAN

Figure 5-53 shows the routing table

C:slsers™dmninistrator?ping 192.168.1.2 —t

2 f
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Figure 5-54 IP detection

5.9.5. BGP

Border Gateway Protocol (BGP) is an enhanced path vector routing protocol, and BGP is an external gateway protocol with
rich policy control technologies, which mostly runs between ASs. Dynamic routing protocols can be divided into IGP and
Interior Gateway Protocol (EGP) according to the scope of work. IGPs work within the same AS and are mainly used to



discover and compute routes, and to exchange routing information within the AS. EGP works between AS and provides
loop-free routing information exchange between ASs, while BGP is a type of EGP. One of the main tasks of BGP is to publish
the network reachability information of the AS to other ASPs. The focus of BGP is not on the automatic discovery of
network topology, but on selecting the best routes between ASs and controlling the propagation of routes. BGP uses TCP as
its transport layer protocol (listening port number 179), which improves the reliability of the protocol and does not require

a special mechanism to ensure the controllability of the connection.

An AS is an IP network with the same routing policy under the jurisdiction of an entity, and each AS has a unique

Autonomous System Number, which is assigned by IANA.

Step 1: Open the Basic Network, select Routing, and drop down the parameters to BGP Parameter Configuration

© Sstatus >
BGP

i WAN
Enable BGP

Cellular

- LAN Custom Configuration

i IPv6

VLAN

Schedule BGP Instance

DDNS On AS Router ID

7 WLAN >
@ Advanced Network >

B Firewall ?

BGP Network
€ VPN Tunnel >

On AS Network
R Administration 2/

@® More Info

Figure 5-55

~

Tools 5¢ Bandwidth # IP Traffic o System 2

Description

Description

m))ursy

1]

© status >

BGP Redistribute

i WAN on AS Redistribute
Cellular
LAN
= IPvé
VLAN
Schedule
i~ DDNS BGP Peer

72 WLAN >
& Advanced Network >
B Firewall >
€ VPN Tunnel >

BGP Custom Configuration
AR Administration 2

Tools & Bandwidth # 1P Traffic a8 System £¢

Description

On AS Peer Remote AS Description

on AS Custom Configuration Description
| © Wore info g
Figure 5-56
Step 2: BGP parameters
Parameter Meaning How to configure
Not enabled by default; Check to enable;
Enable BGP BGP enabled/disabled
Disabled by default;
Customization User-configurable After  enabled, the configuration
options information can be customized;
AS Autonomous system number, unique Range: 1-65535
The router ID of a BGP device, which is
The router ID of the | unique, is usually in the form of an IPv4 | Format: A. B.C.D
BGP instance address, which is the IP of the BGP
gateway




Parameter

Meaning

How to configure

BGP network

The network address inside the B GP, which is
distinguished from

the router ID, is the network that will be
broadcast by BGP

Format: A. B.C.D

The default value is Connected; Optional

BGP BGP redistribution Connected/Kernel/OSPF/RIP/Static
Redistribute
BGP Peer Peer/peer BGP router ID Format: A. B.C.D
Remote AS The autonomous system number of the peer | Range: 1-65535
router, which is unique
BGP Custom options for the corresponding
customization autonomous system number Self-configurable
options

The configuration is as follows:

m)mrsy
© status >

WAN

Cellular

LAN

IPvé

VLAN

Schedule

DDNS
72 WLAN >
& Advanced Network >
B Firewall >
€ VPN Tunnel >
R Administration 2

@ More Info
L

BGP Network

On AS

65000

BGP Redistribute

On AS

Table 5-12
~
= Tools & Bandwidth # 1P Traffic a8 System £¢
a
BGP v
Enable BGP
Custom Configuration
BGP Instance v
on AS Router ID Description
v 65000 172.16.1.1
BGP Network v
On AS Network Description
v
Figure 5-57
v
Network Description

192.168.3.0/24

Redistribute

Figure 5-58

Description




WA BGP Peer v

Cellular

LAN On AS Peer Remote AS Description

1Pu6 & 65000 192.168.1.2 65000

VLAN
v 65000 192.168.1.8 65000
Schedule

DDNS

Z WLAN >

@ Advanced Network >
BGP Custom Configuration

63 Firewall >
On AS Custom Configuration Description
g F
&) VPN Tunnel >
B Administration >
Figure 5-59

telnet enters the background and can ping the network address inside the peer BGP

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use
192.168.10.1 0.0.0.0 UG Q

255 . 285 25K . 25D [¢]

255.0.0.0 %]

2552585 25K 255 UH 20

25h.2h5_ 28K _ 285 20

25h.2h5. 25K 205 20

2551 2552550 20

25h.2b5 2550 20

-255.8 [¢]

.255.0 U [¢]

.255.255 UH [¢]

[cNolololoNololNolololo]
(< I <> B <> I < B < i <> B <o N <> B o o o

bytes
: time=1.365
seg=1 ttl=64 time=1.082
seq=2 tt1=64 time=1.285
: seq=3 ttl=64 time=1.133
seg=4 ttl=64 time=1.229

192 .1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.082/1.218/1.365 ms

root@Router:/# [J

Figure 5-60

6. WLAN

6.1. Basic Settings

Select “WLAN>Basic Settings” in the navigation bar, you can modify and configure the basic parameters of Wi-Fi.

JiN

WARNING The default WiFi password is set by the factory, and users can set or not set the WiFi password according to their

own needs. The way to set the WiFi password is the last item in the “Basic Settings>Security Options”. Select the required

encryption method from the drop-down list, and fill in the custom WiFi password, and save it.



ﬁ)ﬁrrfy

© Sstatus >

@ Basic Network >

Enable WLAN

MultisSID MAC Address 34:0A:4C:2410:39

"~ Wireless Survey

Wireless Mode Access Point v
& Advanced Network >
B Firewall > Wireless Network Mode Auto v
€ VPN Tunnel 2 551D
R Administration >
Broadcast SSID
Channel 49-5745GHz v
Country / Region United States v
Channel Width 80MHz ~
Security option Disabled ~

@® More Info

You haven't changed the default password for this router. To change router password_click here.

Bandwidth # IP Traffic o System 2

Tools ¢

Figure 6-1 Screenshot of basic Wi-Fi parameters

Basic Settings parameters

Parameter Meaning How to configure
Turn on the wireless mode and the relevant | button selection Enable Disable
Enable WLAN Wi-Fi parameters can be set

Select the networking mode of the wireless

The default AP working mode can also

Wireless Mode network support clients

Wireless Network The router supports multiple protocols such | Default Auto Only; or manually modify

Mode as 11b/g/n. only 802.11g;
B/G mix

SSID The ID of the wireless network Maximum 32 Bytes

service set, which is the Router by default

Channel Channels used by Wi-Fi It is recommended to use the default
value

Bandwidth The bandwidth used by the wireless network Support 20MHz, 40MHz, 80MHz

Configure the WLAN encryption mode so that
it can be disable when encryption
authentication is not required. WEP
encryption is relatively easy to crack, so it is
recommended to use WPA encryption

Security options

Drop-down box options: WEP . WPA .
WPA-PSK .  WPA2- PSK . WPA2 .
WPAPSK/WPA2PSK

Table 6-1 Basic Parameter Settings Configuration

6.1.1. Wireless Client Mode

Example of Wireless Client Mode settings:

Step 1: Open the WLAN settings, select the basic parameter settings, select the wireless client for wireless mode, the SSID
name is consistent with the WiFi SSID name of the connected router, the security method and password must also be the
same, then save the configuration and restart the router. The configuration is shown in the image:



Tools 4¢ Bandwidth # 1P Traffic System

© Sstatus > 3
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
less(5 GHz)
WLAN e
Enable WLAN
Basic Settings
MultiSSID MAC Address 32:0A:4C:24:10:39
Wireless Survey
Wireless Mode ireless Client v
& Advanced Network ?
B Firewall > Wireless Network Mode Auto v
@ VPN Tunnel > 551D DetranLtd
R Administration > .
Country / Region United States v
Security option WPA / WPA2 Personal v
Encryption AES v
Shared Key Random
Type DHCP ki
® More Info
L MTU 0

Figure 6-2 Wi-Fi Wireless Client Parameter Configuration

Step 2: Connect the WiFi antenna normally, and then check the connection status of the WiFi client on the status page, as
shown in the figure:

romrecs

= Tools & Bandwidth #¢ 1P Traffic a8 System £¢
. " Wireless (5 GHz) g -~ a
© status >t Uptime 00:04:25
Overview
Srattic Sints Wireless (2.4 GHz) o v
Ethernet Ports Status v
GPS Status MAC Address 36:0A:4C:04:10:38
Device List WAN/LAN LANZ LANZ Lang, IW\reIess Mode Wireless Client I
® Basic Network > “ w n “ Wireless Network Mode Auto
= viian « Unplugged up Unplugged Unplugged Radio Enabled v
) ssID Detranltd
& Advanced Network > Security WPA / WPA2 Personal + AES
VPN Status e - Channel 1
B Firewall > P
Channel Width Auto
€ VPN Tunnel > Internet o RsSI -51 d8m
AR Administration > Connection Type STA "
Connection Type DHCP
IP Address 192.168.31.194
IP Address 192.168.31.194
Subnet Mask 255.255.255.0
Subnet Mask 255.255.255.0
Gateway 192.168.31.1 )
Gateway 192.168.31.1
DNsS 192.168.31.1:53
DNS 192.168.31.1
Connection Status Connected
Connection Status Connected
Connection Uptime 00:00:09 . )
Connection Uptime 00:00:09
@ More Info
L ¥i
Figure 6-3 Wi-Fi Wireless Client Connection
-
= Tools 4 Bandwidth » 1P Traffic o System %t
X . Wireless (5 GHz) -3 ~ a
© Status v Uptime 00:04:25
Overview
e Wireless (2.4 GHz) o v
Ethernet Ports Status v
GPS Status MAC Address 36:0A:4C:04:10:38
Device List WAN/LANT LAND LoN3 Lo Wireless Mode Wireless Client
@ Basic Network > “ w n “ Wireless Network Mode Auto
e N Unplugged up Unplugged Unplugged Radio Erabled-w
: 55ID DetranLtd
@ Advanced Network > Security WPA / WPA2 Personal + AES
VPN Status a A Channel 11
B Firewall > P
Channel Width Auto
€D VPN Tunnel > Internet o RSSI 51 dem
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Connection Type DHCP
IP Address 192.168.31.194
IP Address 192.168.31.194
Subnet Mask 255.255.255.0
Subnet Mask 255.255.255.0
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DNS 192.168.31.1
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@® More Info
L L]

Figure 6-4 Wi-Fi Wireless Client Connection



Step 3: Check whether the device can access the Internet normally when the WiFi connected to the wireless client device
can access the Internet normally

— /home/mobaxterm ZJEENL]

) e fby

32 FiEl=42ms TTL=114

0 (0% £,

Figure 6-5 Internet access test

6.1.2. Wireless bridge mode

Wireless Bridging (WDS) Technology in the simplest network architecture, the Ethernet port of the bridge is connected to a
hub or switch in the local area network, and the signal transmitting port is connected by a cable and antenna; In this way,
the network system can be expanded.

Example wireless bridge mode configuration:

Step 1: Change the IP address of the LAN to 192.168.31.100 (which belongs to the same network segment as the bridged

device), save the parameter configuration, and restart the router.

”"Mrfy = Tools & Bandwidth 1P Traffic & System &
© Sstatus > = & =
The settings changed, some settings will take effect after the router reboots._reboot Now
LAN v
g WAN
Cellular DHCP Server

Bridge ~ 1P Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay

i bro 192.168.1.1 255.255.255.0 v 192.168.12-51 1440 x

VLAN

Address Primary DNS  Secondary DNS

Schedule
i~ DDNS

I Routing
2 WLAN >

& Advanced Network >

@ Fi I 5 Internet DNS v
irewal

Use Custom DNS

Savev’ Cancel X

€ VPN Tunnel >

R Administration >

@ More Info

Figure 6-6 Screenshot of LAN parameter configuration

Step 2: Open the WLAN settings, configure the basic parameter settings, configure the wireless mode to the wireless
bridge, the SSID and security mode and other configurations need to be consistent with the bridged device, and then save
the parameters and restart the router
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® Status > . 5
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Enable WLAN
MultiSSID MAC Address 36:0A:4C:04:10:38
Wireless Survey
Wireless Mode Wireless Ethernet Bridge v
@ Advanced Network >
B Firewall > ICMP Address 192.168.1.50
@ VPN Tunnel 2 Wireless Network Mode Auto b
R Administration >
SSID
Country / Region ¥
’ )
Security option )
Encryption AES
SharedKey —  seeeeseeseses
o
v,
Figure 6-7 Screenshot of Wi-Fi wireless bridge parameter configuration
Step 3: Check the WLAN connection status on the web status home page of the router
5
»omrsy = Tools & Bandwidth 1P Traffic at System &
VPN Status -1 Connection Uptime - &
Ove
Traffic Stats. Internet LAN g v
G s Connection Type Cellular Router MAC Address 34.0A4C24:10:36
Device List 1P Address 0000 Router IP Addresses brO (LAN) - 192.168.1.1/24
@® Basic Network > Subnet Mask 0000 DHCP bro (LAN) - 192.168.1.2 - 192.168.1.51
Gateway 0.0.0.0
2 WLAN >
DNS
. . Wireless (5 GHz) o ~
& Advanced Network > Connection Status Disconnected
Connection Uptime -
B Firewall ? "
Wireless (2.4 GHz) - B
>
SN MAC Address 360A4C:04:10:38
AR Administration > IW\reless Mode Wireless Ethemet Bridge I
‘Wireless Network Mode Auto
I Radio Enabled v
SsID DetranLtd )
Security WPA / WPA2 Personal + AES
Channel 6
Channel Width Auto
| ® More Info =

Figure 6-8 Wi-Fi wireless bridge connection

Step 4: Ping 192.168.31.1 (the gateway of the bridge device) and 114.114.114.114 (the accessible address of the Internet)

respectively to check whether they can be pinged normally.

= /home/mobaxterm VAT

Ping
g TTL=64
ms TTL=64
TTL=64

Ping




6.2. Multiple SSID

Figure 6-9 Screenshot of the Internet test

Multi-SSID is mainly used to allocate multiple WLANSs, not just 2 WLANS, providing more connectivity options

Example for configuring multiple SSIDs:

Step 1: Open the WLAN settings, configure the multi-SSID, save the parameter settings, and restart the router after the

configuration is complete

m)MTEy

© status >

@ Basic Network >

Basic Settings

ultissID

Wireless Survey

& Advanced Network >

B3 Firewall >

€ VPN Tunnel >

AR Administration >
@ More Info

Step 2: Click on the web status home page of the router to check whether the information of the new Wi-Fi is normal

MultisSID

Interface

ra0 (wl0)

rai0 (i)

ral

ra2

ra3

rail

rai2

Save Cancel

Enabled SsID
Yes router_wifi_24G
Ves router_wifi_5.8G
Yes homtecs_1
Yes homtecs 2
Yes homtecs 3
Ves homtecs_4
Yes homtecs_5

Tools & Bandwidth # 1P Traffic a8
Bridge
Access Point LAN (br0)
Access Point LAN (br0)
Access Point LAN (br0)
Access Point LAN (br0)
Access Point LAN (br0)
Access Point LAN (br0)
Access Point LAN (br0)
¥ LAN (br0)

Figure 6-10 Configuring Wi-Fi parameters for multiple SSIDs is added

(including the SSID name, MAC address, etc.), and other devices can be connected to WiFi normally.

System €%

m)MTEy

Overviev

Traffic Stats.

GPS Status

Device List
@® Basic Network >
2 WLAN >
& Advanced Network >
2 Firewall ?
€ VPN Tunnel ?
AR Administration >

@ More Info

ROUTET VIACATATESS
Router IP Addresses

DHCP

Wireless (5 GHz)

MAC Address
Wireless Mode
Interface Status
SSID

Broadcast

Security

Wireless (2.4 GHz)

MAC Address
Wireless Mode
Interface Status
SSID

Broadcast

Security

6.3. Wireless Survey

In the navigation bar, select WLAN Configuration > Wireless Network Hunting. On the displayed page (Figure 6-13), you can

SHURHCZHTUSO
br0 (LAN) - 192.168.1.1/24
br0 (LAN) - 192.168.1.2 - 192.168.1.51

36:0A:4C:14:10:39
Access Point

Up

homtecs_4
Enabled v

disabled

36:0A14C:34:10:38
Access Point

Up

homtecs_3
Enabled v

disabled

Figure 6-11 Screenshot of multiple SSIDs
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Interface Status
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search for information about the surrounding APs on a wireless network.
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34:0A:4C:24:10:38
Access Point
Auto
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router wifi_2.4G
Enabled v
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1
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© Sstatus >

@ Basic Network >

Basic Settings

MultiSSID
& Advanced Network >
@ Firewall >
€ VPN Tunnel 2
R Administration >
(@ More Info

Wireless Site Survey

Last Seen ~
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NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Mon 15:29:57
NEW (Om)

Tools ¢

Bandwidth &

You haven't changed the default password for this router. To change router password_click here.

Radio Band SSID

24G
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router_wifi_24G

DT_CHATGPT
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Figure 6-13 Wireless network search

7. Advanced network configuration

7.1. IPv4 Port Forwarding

Channel

1

149

161

RssI

-58 dem

-55 dem

-56 dem

-58 dem

76 dem

-76 dem

-63 dem

-50 dem

IP Traffic o

Encryption

OPEN/NONE

WPAZPSK/AES

WPAZPSK/AES

WPAZPSK/AES

WPAZPSK/AES

WPAZPSK/AES

WPAZPSK/AES

WPAZPSK/AES

System 2

Port Forwarding is the act of forwarding a network port from one network node to another, allowing an external user to

pass through an activated NAT router to a port at a private internal IP address (inside the LAN).

Source IP (optional): Only forwards data from a set IP range. Example: "1.2.3.4", "1.2.3.4 - 2.3.4.5", "1.2.3.0/24".

"me.example.com".

External port : The port that should come in from WAN or 4G/5G VPN. Example: "2345", "200,300", "200-300,400"

Internal port (optional): If it is empty, it will automatically correspond to the external port. If the range of the inner port is

different from the outer port, the internal port must be filled

Internal IP : Corresponding to the IP address in the local area network

In the navigation bar, select Advanced Network >IPv4 Port Forwarding. On the page that appears, you can modify the

parameters for configuring port forwarding.
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Status >

o
@ Basic Network 2

)

WLAN 4

)

Advanced Network ™
1Pv4 Port Forwarding
1Pv6 Port Forwarding
Port Redirecting
bDMZ

Port Mirror

IP Passthrough
Triggered

Captive Portal

GPS

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

B Firewall 2

Tools ¢ Bandwidth ~

You haven't changed the default password for this router. To change router password_click here.

Port Forwarding

1P Traffic

On  Protocol Src Address Ext Ports Int Port Int Address Description ~

X upp 1000,2000 192.168.1.2 ex: 1000 and 2000

x Both 1000-2000,3000 192.168.1.2 ex: 1000 to 2000, and 3000
x Both 1.1.1.0/24 1000-2000 192.168.1.2 ex: 1000 to 2000, restricted
x TCP 1000 2000 192.168.1.2

Src Address (optional) - Forward only if from this address. ex: "1.2.3. 1.234-2345
Ext Ports - The ports to be forwarded, as seen from the WAN. ex: “2345", "200,300'

,"1.2.3.0/24", "me.example.com”.
', "200-300,400".

different internal port..
Int Address -The destination address inside the LAN.

Savev Cancel X

Figure 7-1 Port Forwarding

After the configuration is complete, click the Save Settings button for the configuration to take effect.

Port Forwarding example:

Step 1:

Open the Routing web page, select Port Forwarding in Advanced Network, and configure port forwarding with 5000 ports

on the external and internal ports. The internal IP address is 192.168.2.2, TCP protocol.

(<]

)

ex: different internal port

Int Port (optional) - -The destination port inside the LAN. If blank, the destination port is the same as Ext Ports. Only one port per entry is supported when forwarding to a

System 2

uéMtrty

© status >

Basic Network >

WLAN >

Advanced Network

IPv4 Port Forwarding
IPV6 Port Forwarding
Port Redirecting
DMZ

Port Mirror

IP Passthrough
Triggered

Captive Portal

GPS

Serial App2.

AT over IP

UPNP/NAT-PMP

Bandwidth Control
VRRP

Static DHCP

Firewall >

Step 2:

As the server, the local server uses the router to access the Internet and listens to the IP address and port 5000 of the local

Tools & Bandwidth #¢ 1P Traffic a8 System £¢
a
You haven't changed the default password for this router. To change router password_click here.
Port Forwarding
On  Protocol Src Address Ext Ports Int Port Int Address Description ~
x UupP 1000,2000 192.168.1.2 ex: 1000 and 2000
x Both 1000-2000,3000 192.168.1.2 ex: 1000 to 2000, and 3000
x Both 1.1.1.0/24 1000-2000 192.168.1.2 ex: 1000 to 2000, restricted
X ey 1000 2000 192.168.1.2 ex: different internal port
| v TCP 5000 5000 192.168.1.2
Add+
* Src Address (optional) - Forward only if from this address. ex: "1.2.3.4", "1.2.34 - 2.3.4.5", "1.2.3.0/24", "me.example.com". '
¢ Ext Ports - The ports to be forwarded, as seen from the WAN. ex: "2345", "200,300", "200-300,400".
 Int Port (optional) - .The destination port inside the LAN. If blank, the destination port is the same as Ext Ports. Only one port per entry is supported when forwarding to a
different internal port..
* Int Address -The destination address inside the LAN.
v

Figure 7-2 Port Forwarding Configuration

PC, and the client uses TCP to connect to the Internet IP address and port 5000 of the router.
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Connection Status Connected

Connection Uptime 00:12:27

Figure 7-3 PC Setup

Step 3:
The server and the client can communicate with each other and send packets to each other
< sokit - FIERETEER] — [z=f X

sk | o B | o | T e

FIRIRE
= e : ; — RERE LR
IRttt [92.168.10.94 -] &0:[s000 -] | TCcPEE  UDPi@#E
‘ TCP kb [192.168.1.50 -] #M:[5000 ][ TCP fomg [TCP] 192.168.10.5:59358 E=r
#0E0: ok, stone] BiE UDP i1 [10.10.4.13 -] #%00:[40001 -] UDP f50R BT
HE: | paes
sme: | P #21: [welcome homtecs @J
S = Hm2: [ ik
=1l s ||| =
< - : 3. i |
Wgias:  Bl15, &K [ BAEE ik | . _ -
— WrEids: B, BE15 I EXNBE _iER
16:19:40 MSG TCP socket error 7, Connection timed out
16:37:52 MSG TCP connection to 192.168.10.94:5000 opened! 16:18:49 MSG start TCP server successfully!
& 16:38:23 DAT —> <15> welcome homtecs B16:38:23 DAT <--- [TCP] 192.168.10.5:59358 <15> welcome homtecs
& 16:38:32 DAT <—-- <B> ok.stone #-16:38:32 DAT ---> [TCP] 192.168.10.5:59358 <8> ok,stone
16:38:32 DAT <--- <8> ok,stone
16:38:32 DAT ---> [TCP] 192.168.10.5:59358 <8> ok,stone

Figure 7-4 Data Transmission and Receiving

7.2. IPV6 Port Forwarding

Port Forwarding is the act of forwarding a network port from one network node to another, allowing an external user to
pass through an activated NAT router to a port at a private internal IP address (inside the LAN).

Protocols - Support TCP, UDP and TCP/UDP

Source IP (optional) - Only forwards data from the specified IP range. For example: "2001:4860:800b::/48",
"me.example.com".

Destination IP - The IP address within the corresponding local area network Destination Port - Open  forwarding  port
For example: "2345", "200,300", "200-300,400"

In the navigation bar, select Advanced Network >IPv6 Port Forwarding. On the page that appears, you can modify the
parameters for configuring port forwarding.
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= Tools 4 Bandwidth » 1P Traffic o System %t
a
@ status 27 . : .
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
IPv6 Port Forwarding
2 WILAN >
On Protocol Src Address Dest Address Dest Port Description ~
T L ork
1PV4 Port Forwarding IE ¥
IPv6 Port Forwarding
Add+
bDMZ
Port Mirror * Src Address (optional) - Forward only if from this address. ex: "2001:4860:800b::/48", "me.example.com".
* Dest Address -The destination address inside the LAN.
JEEasRroUG « Dest Ports - The ports to be opened for forwarding ex: "2345", "200,300", "200-300,400".
Triggered
Captive Portal
Serial App2.
AT over IP
UPnP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
B Firewall 2
v
L v

Figure 7-5

After the configuration is complete, click the Save Settings button for the configuration to take effect.

Port forwarding example:

Step 1: Routerl opens the routing web interface, selects port forwarding in the advanced network, sets Protocol to Both,
sets the source IP address to empty by default, sets the destination IP address to a temporary ipv 6 address automatically
obtained by the local PC, and sets the destination port to 5 000 to save the parameter configuration. (using a telecom SIM

card).

Mobile Network

Connection Type
Modem IMEI
Modem State
Mobile Network
USiM State
Signal Strength
IP Address

IP Gateway

DNS Servers

IPv6 Address

IPvG Address

Local Network
Ethernet MAC Address
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Connected
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Ready
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10.29.55.189
10.29.55.126
106.38.128.68

240e:e107:2d0:0668:1134.188
240e:e107:5:1

240e:e107:ed40:4668::
a109:f6b9:30f

34.01.74:A8:C8 EO
br0 (LAN) - 192.168.1.1/24
br0 (LAN) - 192.168.1.162

240e:e107:f602:aafe:rf82:e8:
2639

Figure 7-6
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Figure 7-7

= Tools % Bandwidth # 1P Traffic & System 2
You haven't changed the default password for this router. To change router password_click here.
IPv6 Port Forwarding
On Protocol Src Address Dest Address Dest Port Description ~
* Src Address (optional) - Forward only if from this address. ex: "2001:4860:800b::/48", "me.example.com".
* Dest Address -The destination address inside the LAN.
* Dest Ports - The ports to be opened for forwarding ex: "2345", "200,300", "200-300,400".
Figure 7-8
Step 2: The Router2 device uses the telecom SIM card to go online and enable IPv6 traversal
= Tools % Bandwidth # 1P Traffic & System 2

©
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» B 8 ®

K MTEy

Status

WAN
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LAN

VLAN
Schedule
DDNS

Routing

WLAN

Advanced Network
Firewall

VPN Tunnel

Administration

@® More Info

You haven't changed the default password for this router. To change router password_click here.

Basic IPv6 Configuration

IPv6 Service Type Passthrough v

Figure 7-9



Step 3: PC 1 connected to Routerl enables the tcp service, the server address is a temporary ipv6 address, and the port

number is destination port 5000
@ EAMITE

HHIEvallll: 2400 470:3060: aff2: Tdoa:Gefo: ofee: 634

wOS: 5000

[2402:470: 3020 afb: 2116: 3625 efafi:AThe] 38769 Connected
[240e:47c: 3020 6a5b: 2116: 3623 eBaf:67be] : 367691111222
[240e:47c:3020: 6afb: 2116: 3623 eBafb:67be] : 38769 22223
[240e 470:3020: Gafb: 2116 3623 efaf: 67he] (ZOPED . test ipvd

10 wd o=
T bl K

TCP/1PyE
RS

TCF/IFvé
L

ity

DE/IEv6
&R

ULF/IEvé
L
i

ik it
T T £

Figure 7-10
Step 4: On the PC 2 connected to Router 2, open the TCP client and use the temporary ipv 6 address of the server and the

destination port 5000 to connect6. Port forwarding is normal.
@ ERmIR [EELAl

ARFBIP(vd): |m.:m:m:.£&:nu:s.h: cfee: d534 ]

BfEK0: [ | Zk0: Sgem o [ BF |

40e:470:3060: af£2: 7doa:GeTo: cfae: d634] 5000  Weloome [240e 4Tc:
404 :6a6b:2116:3623: «8a6 67be ] 11111222

4064’ aff2: Tdoa:9eTc: cfee: d634]:

'40e 4 :6abb:2116:3623 eBab 67be ]!
40e:470:3060: af£2: Tdoa:GeTc: cfee: d634]:

40e:470:3020:6a6b: 2116:3623: eBab:67be | 30769 test ipvb
40e:47¢c:3060: aff2: Tdca:GeTc: cfee: d634] 15000 test ipvé

HENE]E

W

Figure 7-11
Step 5: PC1 and PC2 use the UDP protocol to communicate between the server and the client, and the data is sent and
received normally
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Figure 7-12
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Step 6: When PC1 and PC2 enable TCP for the server and client respectively, and the IPv6 address is the same, but the port
port is inconsistent, the following error will be displayed: the connection fails, and normal data interaction cannot be

@ EAasiTE | - = |

e B

performed.

MRBBIP(r4):  [2400:470;3060: 4£E2: Tdou:DaTc: chae: d634

s I e oo | swewn: seom | (SR ]

s
L e B SRR, BRSNS
e B, i
w
'
| [
Figure 7-13

7.3. Port Redirecting

@ ISR

R
MBI 2400 470:3060: af£2: Tdon Sec: cfee: 634 -

TR W08 6000

KT FiEE

Port Redirecting is a feature of many firewalls that allows external users to connect to a specific IP address/port and to

transport the firewall redirection to the appropriate internal server.
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Bandwidth Control
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B Firewall
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On Protocol

Description of Port Redirecting

Tools ¢

Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

Int Port Dst Address Ext Port

Figure 7-14

Description

Parameter

Description

enable

Tick/Unchecked

agreement

You can select three modes: TCP, UDP, TCP/UDP

Internal ports

If it is empty, it will automatically correspond to the external port. When the range of
the inner port is different from the external port, the inner port must be populated

External IP

Only redirect data from a set IP range

External port

The port that comes in from the WAN

Port Redirecting example:

Table 7-1 Port Redirecting

Open the routing web interface, select Port Redirection for Advanced Network, set internal port 5000, external IP
113.88.14.30 external port 80, internal HTTP access 192.168.1.1:5000 redirect to external IP 113.88.14.30:80 web service.
Click Add New to save the settings
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1Pv4 Port Forwarding
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IP Passthrough
Triggered

Captive Portal

GPS

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

B Firewall >

Port Redirecting
On Protocol

v TP

Tools &

Bandwidth # 1P Traffic a8 System £¢

You haven't changed the default password for this router. To change router password_ciick here.

Int Port Dst Address Ext Port

5000 113.88.14.30 80

Figure 7-15 Port Redirecting

Description
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Figure 7-16 Redirect Service

7.4. DMZ

DMZ is the abbreviation of "demilitarized zone" in English, and the Chinese name is "quarantine zone" also known as
"demilitarized zone". It is a buffer between the non- security system and the security system to solve the problem that the
access users of the external network cannot access the internal network server after the firewall is installed. The buffer is
located within a small network area between the internal and external networks of the enterprise.

In the navigation bar, select "Advanced Network >DMZ Settings". For example, if you need to map out the PC with the IP
address of 192.168.1.119, then fill in the internal IP address of 192.168.1.119 and check Enable DMZ.

;lémrrcy

= Tools & Bandwidth #¢ 1P Traffic a8 System £¢
a
© status > . = .
You haven't changed the default password for this router. To change router password_ciick here.
@ Basic Network >
DMZ
2 WLAN >
=2 Enable DMZ
& Advanced Network
1Pv4 Port Forwarding Internal Address
IPV6 Port Forwarding
Port Redirecting Source Address
Restriction
pmz
Port Mirror
IP Passthrough
Leave CLI Remote Access (Redirect remote access ports for CLI to router)
Triggered
Captive Portal
Leave WEB Remote Access (Redirect remote access ports for HTTP(s) to routen)
GPS
Serial App2.
UPnP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
B Firewall >
v
L i

Figure 7-17 DMZ settings

AN\

WARNING The DMZ feature allows a network terminal to be exposed to the Internet and thus use a specific service. The

DMZ host forwards all ports to a computer at the same time.After clicking Enable, the PC or other terminal with the
specified internal IP will be completely exposed to the public network. If you set up a DMZ host, all ports will be open to

the Internet, which will take a lot of security risks, so you should only use it when necessary. When the DMZ host is set up,



all port mappings will point to the DMZ host, and port mappings to other computers will not work.

After the configuration is complete, click the Save Settings button for the configuration to take effect.

DMZ configuration example:

Step 1:
Open the web interface of the router, click DMZ settings in Advanced Network, start DMZ, fill in 192.168.2.2 for internal IP,

and click Save settings

~
MOM'TEy = Tools & Bandwidth # 1P Traffic & System ¥

-

@ status ’ You haven't changed the default password for this router. To change router password_ciick here.
® Basic Network >
DMZ
2 WLAN >
Enable DMZ
IPv4 Port Forwarding Internal Address | 19216822
IPv6 Port Forwarding
Port Redirecting Source Address
Restriction

Port Mirror

IP Passthrough

Leave CLI Remote Access (Redirect remote access ports for CLI to router)

Triggered
Captive Portal -

Leave WEB Remote Access B4 Redirect remote access ports for HTTP(s) to router)
GPS -
Serial App2.

et

UPNP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

B Firewall >

Figure 7-18 DMZ configuration

Step 2:
After you enter the internal IP address, you can connect to any port and connect the external IP address to the IP address
of the router, and connect to the port that is the same as the internal IP address to connect to TCP or UDP and send

packets to each other

. sokit - F1EEIEE BEE | #%E | =rw | e |
wEE | me2 EAE | oEE | FgRE LA
EERE TCP itk | 192.168.2.2 iwll: 8888 [ mcp@mes | |mcpi1921681014061572 il
it | 192.168.10.132 #ll: [8se8 -~ ¥ i i
BRI | 19216520132 Janifesss o [ e uoemm | UDP it 169.254.242.143 » #C: 6000 ~ | UDP R i
EOE: | 34567990987654
IEEL: 7654487564565342 ™
HOEL | -
; R ™
smE2: |
3:
6B | R [
EEER i 32, B 28 BRIDR: 28, HiE 32 WESN=S
09:47:30 MSG TCP connection to 192.168.10.132:5000 opened! 09:47:36 MSG TCP socket error 1, The remote host closed the connection
+ 09:49:49 DAT <--- <1d> 34567990987654 © 09:49:56 DAT ---> [TCP] 192.168.10.140:54158 <14> 34567990987654
% 09:50:02 DAT ---> <16> 7654487564565342 © 09:50:09 DAT <--- [TCP] 192.168.10.140:54158 <16> 7654487564565342

13:45:21 MSG TCP socket error 1, The remote host closed the connection
v -45: 1

13:45:21 MSG TCP connection closed! d e opTe frsenic

13:45:56 MSG TCP connection to 192.168.10.132:8888 opened! 335 M3t start ICP-sarvar siiconsstlilvl

13:46:21 DAT <--- <14> 34567990987654 > 13:46:29 DAT ---> [TCP] 192.168.10.140:61572 <14> 34567990987654

13:46:27 DAT ---> <16> 7654487564565342 > 13:46:34 DAT <--- [TCP] 192.168.10.140:61572 <16> 7654487564565342

=

+

13:46:27 DAT ---> <16> 7654487564565342

| 13:46:34 DAT <--- [TCP] 192.168.10.140:61572 <16> 7654487564565342

Figure 7-19 Data Sending and Receiving

7.5. Port Mirror

Port Mirror, also known as port monitoring SPAN(Switched Port Analyzer), It is a network monitoring function of switches
or routers, which serves to copy data from one or more ports and send it to another designated monitoring port.



lidmrfy

© Sstatus
@ Basic Network

2 WLAN

1Pv4 Port Forwarding
IPv6 Port Forwarding
Port Redirecting

DMZ

IP Passthrough
Triggered

Captive Portal
Gps

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

B Firewall

Tools 5¢ Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

Port Mirror

Mirror Monitor WAN/LANT v
LAN2 off v

LAN3 off v

LAN4 off v

Savev’ Cancel X

7.6. IP Passthrough

When the computer is in the local area network, the computer nodes on the external network and the internal network
need to connect and communicate, and sometimes the intranet penetration is not supported. In other words, the port can
be mapped to allow computers on the external network to find computers on the internal network and improve the

download speed.

Whether it is intranet penetration or other types of network penetration, it is a unified method to study and solve network

penetration.

lidmrfy

© Sstatus
@ Basic Network

2 WLAN

1Pv4 Port Forwarding
IPv6 Port Forwarding
Port Redirecting
DMZ

Port Mirror

Triggered
Captive Portal

Gps

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

Tools 5¢ Bandwidth # 1P Traffic System 2

You haven't changed the default password for this router. To change router password_click here.

IP Passthrough

Enabled

MAC Address

Auto MTU v 1400

Ethernet Port

Gateway

B Firewall >
k Figure 7-20 ‘
Description of the IP Passthrough
Parameter Description
enable Tick/Unchecked
MAC address Enter the MAC address of the device to be penetrated
Auto MTU MTU value setting; Default 1400

Ethernet Port

Specify whether the penetrated network port can access the Internet; Default
WAN/LAN1

gateway

Specify the gateway address to be traversed

Table 7-2 IP Passthrough

Example of IP Passthrough:

Step 1:

Open the administrator: Command prompt (shortcut key win+R), enter cmd; Then enter ipconfig/all to find the MAC



address of the local connection

= /home/mobaxterm JERTTIERT

Software Loopback Interface 1
Link encap: Local loopback
inet addr:
MTU: 15680 Speed:1873.74 Mbps
Admin status:UP Oper status:OPERATIONAL
RX packets:08 dropped:8 0 unkown:0
TX packets:0 dropped:0 10 txgqueuelen:0

Realtek RTLB8852BE WiF1 6 8082.1lax PCIe Adapter
Link encap: IEEE 8082.11 Hwaddr:
inet addr: ! Mask:
MTU: 1500 Speed:866.76 Mbps
Admin status:UP Oper status:0PERATIONAL
RX packets:53241 dropped:0 10 unkown:0
TX packets:22584 dropped:0 10 txgqueuelen:0

. PCIe GbE Family Controller
Link encap: Ethernet HWaddr:
inet addr:
MTU: 1500 Speed: .06
Admin status:UP Oper status:0PERATIONAL
RX packets 2749 dropped:0 :0 unkow
TX packets:272863 dropped:0 :54 txqueuelen:0

Figure 7-21

Step 2:

Open the routing web interface, select IP penetration in the advanced network, enable the IP Passthrough function, fill in
step 1 to query the MAC address of the local connection, the router card is online, and click Save settings, as shown in the
figure

MOM'TEy

© status >

1]

Tools & Bandwidth # 1P Traffic a8 System £¢

You haven't changed the default password for this router. To change router password_ciick here.

@ Basic Network 4

IP Passthrough
2 WLAN >

Enabled

IPv4 Port Forwarding MAC Address C4:C6:E6:20:CC:E|
IPv6 Port Forwarding
Port Redirecting Auto MTU i 1400

DMZ

Port Mirror Etheret Port WAN/LAN1
Triggered Gateway

Captive Portal
GPS

AT over IP

UPNP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

B Firewall 4

Figure 7-22 IP Passthrough settings

Step 3:
If you choose to automatically obtain the IP address and DNS server for your PC network connection, the PC can get the
online IP of the card that has penetrated through and can access the Internet



Cellular a v

Connection Type ECM/QMI

Modem IME! 867493075694306
Modem Status Ready

Cellular ISP "CHN-CT"

Cellular Network LTE

USIM Status Ready

csa 31 il

IP Address 10.2.234.189
Subnet Mask 255.255.255.0
Gateway 10.2.234.1

DNS 202.96.128.86 202.96.134.133
Connection Status Connected
Connection Uptime 00:12:59

= /home/mobaxterm 1tcontig

Software Loopback Interface 1
Link encap: Local loopback
lnet addr € 1 Mask: 255.0.0.0

MTU: 1500 d:1073.74 Mb

Admin status:UP Oper status:0PERATIONAL

RX packets:0 dropped:0 0 unkown:0

TX packets:0 dropped:0 errors:@ txqueuelen:@

Realtek PCIe GbE Family Controller
Link encap: Ethernet Hwaddr: C -
net addr Mask: 255. .255.0
MTU: 1500 Speed:100.00 Mbps
Admin status:UP Oper status:0OPERATIONAL
RX packets:992004 dropped:2 unkown : 0
TX packets:1703201 dropped:0 352 txqueuelen:0

Figure 7-23 IP Passthrough

7.7. Triggered

The full name of Triggered is Port Triggering. In a computer network, when an application establishes an outward
connection using a specific port (trigger port), the router forwards the external connection to a port specified internally
(the forwarding port). Both the trigger port and the forwarding port can be a port range, such as 5000-6000. This is similar
to port forwarding, but unlike port forwarding, forwarding is established after a certain amount of traffic is generated on
the triggering port, that is, port forwarding occurs only after it is triggered. Once the trigger condition is not valid, the
forwarding will also end.

In the navigation bar, select “Advanced Network > Triggered”. On the page that opens, you can modify the parameters
related to the configuration port triggering function.

MOMTEy = Tools ¢ Bandwidth # IP Traffic System £x
© status > = =
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Triggered Port Forwarding
2 WLAN >
on  Protocol Trigger Ports Forwarded Ports Description ~
x TP 3000-4000 5000-6000 ex: open 5000-6000 if 3000-4000
1Pv4 Port Forwarding
IPV6 Port Forwarding X TcP o
Port Redirecting !
DMZ
Port Mirror
IP Passthrough v (200300).

* These ports are automatically closed after a few minutes of inactivity.
Captive Portal
GPS

Savev Cancelx
Serial App2.
AT over IP

UPnP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

Firewall %

192.168.1.1/#forward-portalasp v



Figure 7-24 Triggered
After the configuration is complete, click the Save Settings button for the configuration to take effect.

Port trigger configuration example:

Step 1:

[rrvvvw
TES
\ /
ST — S=rrCRER YR
PCL Router PC2
FTP (server:21) 192.168.10.94 192.168.10.95 FTP(client:8080)

Figure 7-25 Triggering networking

1) Figure 7-25 Triggering networking
2) TURN ON THE ROUTER WEB SERVER
(1) Turn on the port triggering feature in the router's advanced network Protocol: TCP
©) Trigger port: 8080
@ Map ports: 21
(4) Click Add New and save the settings

unMTry = Tools 4¢ Bandwidth 1P Traffic a8 System €2
@ status & A ‘
You haven't changed the default password for this rauter. To change router password_dick here.
@ Basic Network >
Triggered Port Forwarding
T WLAN L

On  Protocol Trigger Ports Forwarded Ports Description ~

TCP 3000-4000 5000-6000 ex: open 5000-6000 if 3000-4000
1Pvd Part Forwarding
IPv6 Port Forwarding v TP 8080 21
Port Redirecting
Mz

I~ IP Passthrough

Captive Portal
* (200-300).

GPs
 These ports are automatically closed after a few minutes of inactivity.

AT over IP

UPAP/NAT-PMP
Sencmic.thiContol
VRRP

Static DHCP

B Firewall »
& VPN Tunnel >
Figure 7-26 Triggered Configuration
Step 2:

In the navigation bar, select Basic Configuration >WAN Network. On the page that opens, select a static address from the
drop-down box, configure the parameters of the static address, and click Save Settings. As shown in the figure below (Note:
the configuration of measurement parameters is an example, and the actual configuration needs to be configured
according to the site conditions):



@ stat L4
e You haven't changed the default password for this rauter. To change router password_dick here.
WAN / Internet
Cellular Type
LAN
Pvé IP Address
VLAN
Schedule Subnet Mask
DDNS
Routing Gateway
F WLAN »
MU
@ Advanced Network >
B Firewall » Primary DNS
) VPN Tunnel » Secondary DNS
B Administration »
@ More info
Figure 7-27 Static address settings
Step 3:

In the navigation bar, select Basic configuration > mobile networks. On the page that opens, uncheck the Enable module
(Note: it is checked by default) and click Save Settings

@ Status > =
You haven't changed the default password for this router. To change router password_dick here,
Cellular Settings
WAN
= Enable Modem
LAN
— 1pve
Schedule
DDNS
Routing
F WLAN 2

@ Advanced Network ~ ?

@ Firewall »
& VPN Tunnel >
A Administration >
@ More Info
Figure 7-28 Mobile Network Settings
Step 4:

(1) In the navigation bar, select Basic Configuration > VLAN. In the page that opens, remove the WAN with VID1
checked, and click OK, as shown in the image:

UOMTFy = Tools & Bandwidth # 1P Traffic & System ¥

© status >

You haven't changed the default password for this router. To change router password_ciick here.

VLAN -

Cellular VID A WAN/LANT Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge

1 X x v x v X v X bro

2 v x X * x x x x WAN
Schedule

none
DDNS

Routing

)

WLAN >

>

Firewall >

8 ®

Figure 7-29 VLAN Settings

(2) In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as
shown in the figure



ucwrry

= Tools 5¢ Bandwidth & 1P Traffic System €2
@ status > X 2
You haven't changed the default password for this router. To change router password_click here.
E:\ 0 v
VLAN v
WAN
Cellular VID ~ WAN/LANT Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
LAN
1 o X v x & 3 v x bro
IPvé
VLAN 2 v X X X X X X X WAN
Schedule
none .
DDNS
Routing
2 WIAN >
>
& Advanced Network
B Firewall >
Figure 7-30 VLAN Settings
Step 5:

Configure a local connection gateway for PC1 (PC1 for PC1 with address 134).

e

Internet Pratocol Version 4 (TCP/1Pwd) Properties x
General

You can get IP settings assigned automatically if vour netwark supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(T Obtain an IP address automaticaly
© Use the following IP address:

IP address: 192,168, 1 , 2

Subnet mask: | 255 255 .255 . O

Default gateway: [12.168, 1 . o |
Obtain DNS server address automaticaly

© Use the following DNS server addresses:
Preferred DNS server: L8 e @l

Alternate DNS server: |

[[] validate settrgs upon exit Bavanced.

Figure 7-31 Local Connection Diagram

Step 6:

(1) Open the TCP-UDP tool as the client (PC2 as the server) choose TCP-UDP Client

(2) Host: 192.168.10.33 (PC2 host address)

(3) Port 8080 (Router Configuration Trigger Port) Protocol: TCP

(4) Click Connect

(5) If the server is PC2, enable the TCP-UDP tool, set port 8080, and enable listening Implement data transmission
between the server and the client through the trigger port

(6) Figure 7-32 Data is sent and received from each other
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e o .
B R o e e [
T ssEeE T 25HE O ERAEE RX: 44
HIERTE: [ 16#HET SR E IR R SAER TMlogtep. txt sy AR

182,168, 10, 136: 55171 1234567390-
182,168, 10. 136: 66171 1234567890-
192,168, 10, 136: 66171 1234567390-
182.168. 10, 136: 55171 1234567890-

2
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Figure 7-32 Data is sent and received from each other

Step 7:
PC1 Open FTP Easy Version Tool
(7) New User
(8) Configure user password and file path
(9) Click to save
(10) Click the start button _
2 FPE S =] O e
[sBs vim e
L =2
L -~
a ; e CgERE
P fip FRFEER : sopiokick 1
-f STESEIZ Dy 3
I user el
HARHRREE
E s =S
[Clrir
[l Fiiips:
(i tEEER
|
| | &
[ B V| osem | @ omeE | B omes | ||a S_-ﬁﬁi
||FTP EEEseHE D KB received 5KBsent Q) i
Figure 7-33 FTP Lite configuration
Step 8:

(1) Address: 192.168.10.136 (PC1 host address)



(2) Username: pd (added user in FTP Simple Tool in PC1)
(3) Password: 123123 (added user password in FTP Easy Tool in PC1)
(4)  Port: 21 (router port triggers the configured mapped port)

(5) Click Connect
(6) Get the file directory of PC1 (the directory in the file path of the FTP tool in PC1)

7.8. Captive Portal

A\

WARNING

Both R series and G series routers are available in versions with portal advertising push function. The following
settings are only valid for the version with the portal function.

Note: The pop-up page can be customized by the customer or we can customize the unique pop-up page according to the
customer's requirements. In addition to forcing pop- up web pages, the portal function can also limit traffic and filter ports
for access users. You can also set features such as login timeout, idle timeout, redirect homepage, whitelist, and more.

The Portal function will force a pre-configured function page to pop up when the user accesses the router and opens the
browser to access the web page.
The page is a simple pop-up page with an image ad, please see the renderings below. On this page, when users click the

"OK, I agree!” button and they can directly access the Internet normally.

14:45 - LK T Ll F G5B
o router-wifi_245107_5G 4
B [ @)

Welcome to Wi-Fi Hotspot

Welcome to our open community WiFi
network!

You are solely respensible for any illegal activities
once you click the "0K, | AGREE" button. We are not
responsible for faulty operation of your computer
or eguipment, You may be asked to stop using your
equipment. This banner will appear again
pericdically. Thank You, and Enjoy!

Figure 7-34

Here's how to set it up:

In the navigation bar, select "Advanced Network > Hotspot Push" to use the hotspot push function.

Redirect website http:// : After the user authentication is completed, they will automatically be redirected to the
configured web page.

Login service timeout: After the user authentication is passed, if the login time exceeds the time set here, the router will
pop up the portal page again and the user needs to re-authenticate.

Terminal Idle Timeout: After the user authentication, if there is no data traffic within the specified time, the router will
pop up the portal page again and require the user to re-authenticate.

Authentication-free MAC address: If the MAC address of the user's device is set here, the user will not pop up the portal
page and can surf the Internet normally without authentication.

Terminal flow control: This service is used to control the uplink and downlink rates of a user after the user is
authenticated.



[System Management] ----- > [Storage Management] This page is used to send video files to the router so that the video in
the router can be updated.

ucwrry

Status

B 0

Basic Network

)

WLAN

1Pv4 Port Forwarding
IPv6 Port Forwarding
Port Redirecting
DMZ

Port Mirror

IP Passthrough
Triggered

Captive Portal

GPs

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

dvanced Network

B Firewall 2

Captive Portal

Enabled

Auth Type

WEB Root

WEB Host

Portal Host

Login Timeout

Idle Timeout

Ignore LAN

Redirecting

MAC Address Whitelist

Tools ¢ Bandwidth ~

You haven't changed the default password for this router. To change router password_click here.

Default

www.google.com

Figure 7-35

1P Traffic

System 2

After the configuration is complete, click the Save Settings button, restart the configuration after the configuration is
complete, and the portal pops up when the phone connects to the AP after going online.

7.9. Serial App2.

In the navigation bar, select Advanced Network > Serial App2. On the page, you can modify the parameters related to
configuring the serial port application function.

The system defaults to the [Disabled] state, and you can select one of the working modes of [Server] and [Client] from the
drop-down list. According to the current statistics, the vast majority of applications use the [client] working mode.

The following uses the [Client] mode as an example to illustrate the settings.

ucwrry
@ status >
@ Basic Network >
2 WLAN 4

IPv4 Port Forwarding
IPv6 Port Forwarding
Port Redirecting
DMZ

Port Mirror

IP Passthrough
Triggered

Captive Portal

GPS

Serial App2

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

Static DHCP

B Firewall 2

dvanced Network v

Serial to TCP/IP

1PoC Mode

Serial to TCP/IPMode

Server IP/Port

Socket Type

Socket Timeout

Serial Timeout

Packet Payload

Heart-Beat Content

Heart-Beat Interval

Port Type

Serial

Client

~

Tools & Bandwidth & IP Traffic o

40002

Figure 7-36

System 2

Select [Client] from the drop-down list to set the parameters of the serial port application client as shown in the table.



Parameter Meaning How to configure

Enter the IP address of the monitoring server
Central host IP/port Connect to the host IP/port of the hub and the port on which it listens

Transmission Select TCP or UDP based on your application
Protocols TCP/UDP protocol is supported

It is used to monitor whether the device is
Link heartbeat | Heartbeat data that maintains the link online or not, and can be set by yourself
packet content

It can be adjusted according to your own

Link heartbeat tolerance and business needs, and the default is
packet interval Heartbeat packet interval every heartbeat every 2 seconds

Fill in the baud rate of the connection between
Serial baud rate Physical serial port communication | the lower computer and the serial port of the

settings router

None by default and can be adjusted according
Check digit None, odd, even to the field application

Default 8, can be adjusted according to field
Data bits 5. 6. 7. 8 application

Default 1, can be adjusted according to the field
Stop bits 1. 2 application

Table 7-3

Example of serial port application configuration:

Step 1:
Open the web interface of the router, click the serial port application in the advanced network, and set the serial port
application parameters

1. Serial application network mode: client

2. Central host or IP address, port: 192.168.1.2 40002

3. Baud rate: 115200

4. Click Save settings

ﬂ;ﬁrrfy

Tools 5¢ Bandwidth # IP Traffic o System 2

© stat 27 3
e You haven't changed the default password for this router. To change router password_click here.

@ Basic Network >
Serial to TCP/IP
2 WLAN 4

IPoC Mode Serial v

1Pv4 Port Forwarding

1Pv6 Port Forwarding )
Serial to TCP/IPMode Server v
Port Redirecting
omz Bind Port 40002
Port Mirror

IP Passthrough Socket Type —

Triggered
Captive Portal Socket Timeout
GPS
Serial Timeout

AT over IP

1024
TR Packet Payload

Bandwidth Control

Port Type

e ERE
VRRP
BSDHCP st =iind x v

@ ks >
@ VPNEEE >

R pmEE >

Use the external terminal cable to connect the USB to serial port cable, and then connect the device terminal port, as
shown in the following figure:



Figure 7-38

Terminal block 1(5PIN) Terminal block 2
1 DI1 INPUT 1 V+ Positive pole of power
input
2 DI2 INPUT 2 Negative pole of power
input
3 GND GND 3 GND GND
4 DO1 OUTPUT 4 485A 485-A
5 D02 OUTPUT 5 485B 485-B
6 GND GND
7 TX Serial port output
8 Serial port input
Table 7-4 Terminal Wiring Diagram
Step 3:

View the COM port information on the computer
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4 |8 MS-20170523RZXS
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- IDE ATA/ATAPI S#IS%
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b -y BB
g it
473 g0 (COM F LPT)
T2 USE Serial Port (COM1)
Y3 USE Serial Port (COM2)
T2 USB Serial Port (COM4)
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Figure 7-39 The COM port of a PC




Step 4:

Open the SSCOM tool and the TCP-UDP service management tool, select the TCP-UDP service management tool, select the

server, host 192.168.1.2, port 40002, and click listen.
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Figure 7-40 Data Transmission and Receiving

7.10. GPS settings

GPS (Global Positioning System) is used for the positioning of the geographical location of the device, which is generally
used in conjunction with electronic maps and can be used to monitor moving vehicles or prevent theft.

Select "Advanced Network >GPS" in the navigation bar. In the page that opens, you can modify the relevant parameters of

the configuration GPS setting function.

m)MrEy

© status >

@ Basic Network >
GPS

7 WIAN > ) )
GPS Mode Client ¥
dvanced Network

1Pv4 Port Forwarding Data Format NMEA %

IP6 Port Forwarding

Port Redirecting Server IP/Port

DMZ

uop v

Port Mirror Socket Type

IP Passthrough
Triggered
Captive Portal
GPS

Serial App2.
AT over IP

UPNP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

B Firewall >

Tools & Bandwidth #¢ 1P Traffic a8 System £¢

You haven't changed the default password for this router. To change router password_ciick here.

Figure 7-41

After the configuration is complete, click the Save Settings button for the configuration to take effect.
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You haven't changed the default password for this router. To change router password_click here.

Overview

Traffic Stats. GPS Status
Current N/A
Device List
System Type
@ Basic Network s Satellites Numbers
2 WIAN > Satellites Clock
Positioning
>
@ Advanced Network Google Map View
B Firewall 2
€ VPN Tunnel >
AR Administration >
@ More Info

Figure 7-42

After the configuration is completed, the number of captured satellites, satellite time, and longitude and latitude
information will be displayed in the GPS satellite status in the above figure. If the router is connected to the Internet, you
can click the [Google Maps View] button to view the current location from the map.

Example of GPS setup:

Step 1:
Open the routing web interface, select GPS settings in Advanced Network, select Client for GPS network mode, and then

click Save Settings.
YOU navenT cnanged tne detault passwora 1or tnis router, 10 cnange router passwora_click here.

GPS
GPS Mode Client v
Data Format NMEA v
Server IP/Port 192.168.1.2 40002
Socket Type UDP v

Figure 7-43 GPS configuration

Step 2:
Click GPS status in the system status to view the current GPS star search number and online status, as shown in the
following figure:

GPS Status

Current OK

System Type GPS

Satellites Numbers 06

Satellites Clock 240809 - 100115.00

Positioning 2234.490629N - 11355.274123E

Google Map View

Figure 7-45 GPS status display

Step 3:

Open the sokit tool, select the server, the UDP address is 192.168.1.2, the port is 40002, click UDP listening, and you can
receive the client data of GPS, as shown in the following figure.
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Figure 7-46 TCP-UDP receives GPS packets

Example of GPS tracks:

Step 1:

Click the router web interface, select the GPS settings in the advanced network, select the client for the GPS network mode,
select the M2M_FMT for the data format, set the central host address to 120.78.189.220, port 6001, and the link

heartbeat packet content is G51, click Save

You haven't changed the default password for this router. To change router passwordclick here.

GPS

GPS Mode Client v

Data Format M2M_FMT v

Server IP/Port detranxicp.net 6001
UDP v

Socket Type

666

Heart-Beat Content

Heart-Beat Interval

Save v/ Cancel X

Figure 7-47 GPS configuration

Step 2:

Click M2M platform management in the system, enable M2M platform management, configure the M2M platform server

to detran.xicp.net, set the port to 6000, and click Save settings

M2M Enabled
Fail Action Res

Device ID

M2M Server/Port detranxicp.net
Heartbeat Interval
Heartbeat Retry

Device List Report

Named-Pipe Enabled emote Connect v
Named-Pipe Server Port

Named-Pipe Status Offline

Named-Pipe Address 0000



Figure 7-48 M2M Platform Management Settings

Step 3:

Log in to the Dechuan 3.0 platform http://detran.xicp.net/m2m3.0, view the serial number of the device, then copy the
serial number, open the map information, paste the serial number in the search box, and click search to search for the
movement track of the device, as shown in the figure below

A Device cloud platform = & Device management > Device monitor ,", test v
@ Platform overview n " o
Total devices Online rates Day task Added devices...
0,
& Device management 0i/1 0% 2 2
> Device monitor
Device list
(& Device edit £ Parameter <] Remote control | Statistical report < Refresh 7482ab66 Q £ Configure Columns @ Task
O Status 5 SN Devicetype  Description Network  Network(Chani Network(Chant signal Current main li ™
& Data acquisition m] & offline C€M20 TD-LTE TD-LTE NONE - 19 Not reported 223.104.84.105
|5 Task management
£ System management
] »
Page |1 of 1 15 v View 1-10f 1
Copyright © 2025 All rights reserved. Version: Version 3.7.4
)
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Figure 7-50 Platform device trajectory display

7.11. UPnP/NAT-PMP

Universal Plug and Play (UPnP) is universal plug and play, and cannot be simply understood as UPnP = "automatic port
mapping". For an intranet computer, the UPnP function enables the NAT module of the gateway or router to do automatic
port mapping, and the listening port is mapped from the gateway or router to the intranet computer. The network firewall
module of the gateway or router starts opening this port to other computers on the Internet.

Step 1: Select "Advanced Network >UPnP/NAT-PMP" in the navigation bar. On the page that opens, you can modify the
parameters for configuring UPnP.
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Figure 7-51

In the navigation bar, select Advanced Network >UPnP Settings. On the page that opens, you can modify the parameters
related to configuring the UPnP setting function.

After the configuration is complete, click the Save Settings button for the configuration to take effect.

7.12. Bandwidth Control

Bandwidth Control can be used to provision network traffic, and some applications can bring convenience to users while
taking up a large amount of network bandwidth. In order to ensure that all users in the LAN can use the network normally,
you can use the bandwidth rate limiting function to limit the traffic of the specified host in the LAN.

Step 1: Select "Advanced Network > Bandwidth Control" in the navigation bar. On the page, you can modify the parameters
for configuring bandwidth rate limiting.

UOMTFy = Tools & Bandwidth # 1P Traffic & System ¥

You haven't changed the default password for this router. To change router password_ciick here.

IPv4 Port Forwarding
IPV6 Port Forwarding Bandwidihv.Control
Port Redirecting

Enable Control
DMZ

Port Mirror
IP Passthrough IP | IP Range | MAC Address DLRate DLCeil ULRate ULCeil Priority
Triggered
Captive Portal Normal

GPS

Serial App2.
AT over IP

UPnP/NAT-PMP
Default Class

VRRP
Enable Default Class

Static DHCP
B3 Firewall >
&) VPN Tunnel >
A Administration >

@ More Info i
L Y]

Figure 7-52

Bandwidth throttling example:

Step 1:

Open the web interface of the router, select Bandwidth Rate Limiting in Advanced Network, and enable Rate Limiting. The
total download and total upload speed is 20000; The IP address is set to 192.168.1.2, and the download rate, maximum
download rate, and upload rate are set to 8000. When you're done, click Save settings.
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IPv4 Port Forwarding
1Pv6 Port Forwarding Bandwidth Control
Port Redirectin

o Enable Control u
DMZ
ECEUMERDS Max Available Download Rate 20000
IP Passthrough
Triggered Max Available Upload Rate 20000
Captive Portal
GPS

Serial App2. IP | IP Range | MAC Address DLRate DLCeil ULRate ULCeil Priority

AT overIP 192.168.1.2 8000kbps 8000Kbps 8000kbps 8000kbps Normal
UPnP/NAT-PMP
Bandwidth Control Normal v

VRRP
Add+

Static DHCP

B2 Firewall >

) VPN Tunnel > Default Class

R Administration 2 Enable Default Class

@ More Info
v

Figure 7-53 Bandwidth rate limiting configuration

Step 2:
Set the local connection on the PC side, the IP address is 192.168.1.2, the subnet mask is 255.255.255.0, and the default
gateway is 192.168.1.1 (Note: The PC is supplied by the router, and the WiFi needs to be disconnected)
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Figure 7-54 PC Local Connection Configuration

Step 3:
After opening the speed test URL of the https://www.speedtest.net/zh-Hans on the computer, click GO, the result is as
follows, and the speed of the bandwidth is limited to less than 8000
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Figure 7-56 Speed test on the web interface

7.13. VRRP

Virtual Router Redundancy Protocol (VRRP) is a routing protocol proposed by the IETF to solve the phenomenon of single
point failure of static gateways configured in local area networks, and a formal RFC2338 protocol standard has been
launched in 1998. VRRP is widely used in edge networks, and its design goals are to support the transfer of IP data traffic
failures without confusion in certain situations, to allow hosts to use a single router, and to maintain connectivity between
routers in the event of a failure of the actual first-hop router.

Step 1: Select "Advanced Network > VRRP" in the navigation bar. On the page that appears, you can modify the parameters
for configuring VRRP.
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Figure 7-57

Example VRRP configuration:

1. The MAC addresses of the primary router and the standby router cannot be the same

2.  Priority: The priority of the primary router is higher than that of the secondary

3. router Virtual IP address and virtual router ID: The two devices are set to be the same

4, Script type, detection interval, and weight: At present, ICMP detection is the detection of ICMP, which is to
periodically ping an address to check whether the network is normal

L WRAN

RISR2 LANC#EE

Router 1 Router 2

LAM: 192 168.1.1 LAR:192 168.1.254

J
—
éu
PC
FA%; 102, 168, 1. 111

Figure 7-58 VRRP networking diagram

Primary Route Configuration (Routerl).
Step 1:
LAN Configuration (Primary Routing Gateway is still 192.168.1.1)
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LAN
Cellular Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address
brd 192.168.1.1 2552552650 v 19216812 - 51 1440 x
1Pu6
VLAN
Schedule
DDNS

Routing

T WLAN >

Advanced Network >

Use Custom DNS
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@
A Administration > 7

Savew Cancel X

& More inic

Figure 7-59 Local Area Network

Step 2:

In the navigation bar, select “Basic Network >WAN”. On the page, select a static address from the drop-down box,
configure the parameters of the static address, and click Save Settings. As shown in the figure below (Note: the
configuration of measurement parameters is an example, and the actual configuration needs to be configured according to

the site conditions):

@ Status >
You haven't changed the default password for this router. To change router password _cick here
WAN / Internet
Cellular Toe
LAN
v 1P Address
vLaN
Schedule Subnet Mask
DONS
Routing Gateway
T WLAN >
MTU
@ Advanced Network
B Firewall > Primary DNS
PN Tunnel >
@ VPNT Secondary DNS
A Administration >

Savew Cancel x

@ More Info

Figure 7-60 Static address settings

Step 3:
In the navigation bar, select Basic configuration > mobile networks. On the page that opens, uncheck the Enable module

(Note: it is checked by default) and click Save Setting

_ = o e frms oo e
@ status >
You haven't changed the default password for this router. To change router password _ciick here.
Cellular Settings
WAN
e Enable Modem
LAN
L Ipve
Schedule
Figure 7-61 Mobile Network Settings
Step 4:

@In the navigation bar, select Basic Configuration > VLAN. In the page that opens, remove the WAN with VID1 checked,
and click OK, as shown in the image:



_ = 10015 X banawian " A e System ax

© stat > 9
o You haven't changed the default password for this router. To change router password_click here,

VLAN v
= wAN

Cellular VID ~ WAN/LAN Tagged LAN1T Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
LAN
1 x X v X v x v x v X bro
s 1Pv6
VIAN 2 = * x % x x x x x % WAN
Schedule
DDNS

I~ Routing =
Add+

WLAN >

)

@
&3 Firewall >

)

Figure 7-62 VLAN Setting

@In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as shown in
the figure

D Statu >

You haven't changed the default password for this router. To change router password_dlick here.

VLAN v

Cellular VID ~ WAN/LAN Tagged LAN1 Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge

LAN
1 X x v x v X v % v X bro
1Pv6

VLAN 2 v x * x x x x x x x WAN
Schedule

DDNS

Routing .
Add+

2 WLAN >

>

Figure 7-63 VLAN Settings

Step 5:
Configure VRRP and set the virtual IP address to 192.168.1.111 and set the same as the primary and standby
THE ADDRESS IS: THE ADDRESS TO BE PINGED BY ICMP

_ = Tos % Gndwdh e BTofics Sptem @

a
© status >
VRRP
® Basic Network >
Enable VRRP
% WLAN ’
Mode master v
@ Advanced Network ¥
IPv4 Port Forwarding Virtual IP 192.168.1.111
IPv6 Port Forwarding
Port Redirecting Virtual Router ID 10
bpmz
IP Passthrough Priority 100
Triggered
Captive Portal Authentication
Serial App.
At over 1P Password 1234
over
UPnP/NAT-PMP -
Script Type ICMP v
Bandwidth Control
VRRP -
IP Address 192.168.10.1
Static DHCP
& Firewall > Check Interval
VPN Tunnel 2) i
Weight

Figure 7-64 VRRP settings for the primary route

Step 6:

Select one of the active and standby computers to connect to the PC, and manually configure the address

The following figure shows the configuration when the PC connects to the "main route", note: the gateway cannot write
192.168.1.1, but the virtual gateway address 192.168.1.111
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Figure 7-65 PC Local Connection Settings
Standby route configuration (Router2).

Step 1:
LAN Configuration (Changed to 192.168.1.254 for Standby Route Gateway)

o s > :
et Already changed login password successfully.

@ Basic Network v
LAN v
WAN
Cellular Bridge ~ IP Address Subnet Mask DHCP Server 1P Pool Lease(minutes) DHCP Relay DHCP Server Address
Cellular 2
bro 192.168.1.254 255.255.255.0 v 192.168.1.1 - 253 1440 %
LAN
VLAN
Schedule v
DDNS
@ Advanced Network >
8 Firewall >
DNS v
& VPN Tunnel >
Use Custom DNS.
R Administration >
Figure 7-66 Standby LAN

In the navigation bar, select “Basic Network >WAN”. On the page, select a static address from the drop-down box,
configure the parameters of the static address, and click Save Settings. As shown in the figure below (Note: the
configuration of measurement parameters is an example, and the actual configuration needs to be configured according to
the site conditions):
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@ Advanced Network >
MTU 0
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Figure 7-67 Static address settings

Step 3:
In the navigation bar, select “Basic Network > Cellular”. On the page, uncheck the Enable module (Note: it is checked by

default) and click Save Settings

Already changed login password successfully.

Cellular Settings

Enable Modem

Figure 7-68 Mobile Network Setup

Step 4:

@In the navigation bar, select “Basic Network > VLAN”. On the page, remove the WAN with VID1 checked, and click OK, as
shown in the image:
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Figure 7-69 VLAN Settings

@In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as shown in
the figure

@ status > .
Already changed login password successfully.
VLAN v
WAN
Cellular VID ~ WAN/LAN Tagged  LAN1  Tagged LAN2  Tagged LAN3  Tagged LAN4  Tagged Bridge
Cellular 2
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LAN
AN 2 v x x x x x x x x x WAN
Schedule
DDNS
Routing

@ Advanced Network >

,
E el

€ VPN Tunnel >

R Administration >

Figure 7-70 VLAN Setup

Step 5:
Configure the VRRP function for the standby route, as shown in the following figure
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Figure 7-71 VRRP configuration of the standby route (R2).

s outcome
Instruction 1: arp -d;
Instruction 2: arp -a----- to see which MAC address 192.168.1.111 matches with indicates which device provides the
network

Phase 1: When both the active and standby WAN ports are present, the primary device (entering MASTER start) provides
the network by default.

Phase 2: After the WAN port of the primary device is unplugged, the WAN port of the primary device will be switched to
the secondary device (entering backup start) to provide the network.

Phase 3: After the WAN port of the master device is re-inserted, it switches to the main device (entering MASTER start) to
provide the network.

[Time Message

14-hug 17:453.37 <1425 Aug 14 17:45:04 Keepaiived vrrp[2095}: Netiink: error: Cannot assign requested address, typ
18-Aug 17:45:3.38 <1425Auq 14 17:45:04 Keepalived vrrp[2095}: Netlink reflector reports IP 192.168.1.111 removed
14-Aug 17:455.72 <11>Aug 14 17:45:06 modem watchdog[691]: vian2 iemp check 8888 nk(2/5)

14-Aug 1745873 <112 Aug 14 17,8500 modem watchdog(631]: vian2 icmp check 8888 k(3/5)

14-Aug 17:45:11.76 <11 Aug 14 174512 modem watchdog[691}: wan2 icmp check 88,83 nki4/5)

14-Aug 17:45:1387 <112Aug 14 174515 igmpproxyl1674): setsockopt IP_MULTICAST IF 192.168.1.111; Errmo(126): Cannat a5
14-Aug 17451478 <11>Aug 14 174515 modem watchdog(91): vian2 icmp check 8.8.8.8 nk(3/5)

14-hug 17:45:14.78 <142»Aug 14 17:4515 Keepaiived_vrrp[2096]: Netlink reflector reports IP 182.168.10.134 remaved
14-Aug 17:45:14.78 <142»Aug 14 17:4515 Keepaived vrrp{2095]: Netlink reflector reports 1P 182.168.10.124 remeved
14-Aug 17:4516.37 <142>Aug 14 174517 Keepalived vrrp(2096]; VRRP Instance(V1 1] forcing a new MASTER election
18-Aug 17:4516.37 <1425 Aug 14 17:4517 Keepafived vrrp[2095]: VRRP Instance(V]_1) forcing a new MASTER election
V4-hug 17:45:16.37 <1425Aug 14 17:45:17 Keepaiived vrrp[2095]: VRRP Instance(V1 1} forcing a new MASTER election
18-Aug 17:45:16.38 <1425 Aug 14 17:4517 Ksepafived vrrp[2096): VRRP Instance(V1 1) forcing 8 new MASTER slection
T-hug 1745159 142> Aug 14 172520 Keepalwed vrrp[2096] VRRP Instance(V1 1) Transibon to MASTER STATE
4-Aug 17:45:18.99 <1425 Aug 14 17:4520 Keepaiived vrrp[2096): VARP Instance(Vl_1) Entering MASTER STATE

4-hug 17:451899 <1425 Aug 14 17:4520 Keepalived vrrp[2096]: VRRP Instance(V1_1) setting protocel ViPs.
4-Aug 17:45:18.99 <1423 Aug 14 17:45:20 Keepalived vrrp[2096]: VRRP Instance(V1_1} Sending gratuitous ARPs en brd) for 19
4-Aug 17:45:18.99 <1425 Aug 14 17:4520 Keepalived vrrp[2095]: VRRP Instance(V1_1) Transition ta MASTER STATE

4-Aug 17:45:18.99 <142~ Aug 14 17:45.20 Keepalived_vrrp[2095} VRRP Instance(V1_1) Entering MASTER STATE

4-Aug 17:45:10.0 <142-Aug 14 d_vrrp[2095% VRR! e(V]_1) setting protacal ViPs.

4-Aug 17:45:15¢ <142-Aug 14 d_vrrpl2095% VRRP_Instance(VI_1) Sending gratuitous ARPs on brd for 19
4-hug 1745190 <142>Aug 14 17,4520 Keepalived vrrp[2095]: Netlink reflector reports IP 182.168.1.111 added

4-Aug 17:45:2054 <4>Aug 14 17:45:21 kemel: mtk esw: Link Status Changed - Port WAN Link Up
T T T TSI T A
14-hug 17:45:2150 <11>Aug 14 17:45:22 modem waichdog|586]: stop wan

wg 17:45:21 54 <30»Aug 14 17:85:22 drmasql2025): reading fetc/rescly dnimasq
18-Aug 17:45:2158 <30»Aug 14 174522 dnemasq[2029); using nameserver 192.168,10.1253
14-Aug 17:45:2155 <30>Aug 14 17:45:22 dnsmasq[2029): using nameserver 114.114.114.114853
18-Aug 17:45:2155 <30=Aug 14 1714522 dnsmosq(2029): using nemeserver BAABES3

14-Aug 17:45:21.55 <11>Aug 14 17145:22 modem watchdoy
d-dun 17:4591 55 1432 B 14 17:8593 €

86]: start wan
1 Neslinke

r rannrts 1B 182 1AR 1 134 adrnd

Figure 7-72: Both the primary and standby WAN ports are present

e wpuens nep

Time Message

14-Aug 17:56:46.69 <15»Jan 108:00:06 init{1]; starting rstats.

14-Aug 17:56:46.78 «15>Jan 108:00:06 init{1]: starting cstats.

14-Aug 17:56:47.3 <30>Jan 108:00:06 Keepalived[977]: Starting Keepalived v1.2.17 (06/27,2024)

14-Aug 17:56:47.3 <30>Jan 108:00:06 Keepalived[980}: Starting VRRP child process, pid=081

12-Aug 17:56:47.3 <142>Jan 1 08:00:06 Keepalived virp|981]: Netlink reflector reports IP 192.168.1.1 added

14-Aug 17:56:47.3 <142>Jan 1 08:00:06 Keepalived_vrrp(981): Netlink reflector reports IP feB0:1e58:741ffe82:2936 added
14-Aug 17:56:47.3 <142>Jan 1 08:00:06 Keepalived vrrpl981]: Registering Kernel netlink reflector

14-Aug 17:56:47.3 <1425 Jan 1 0B.00:06 Keepalived vrrp[981]: Registering Kernel netlink command channel

14-Aug 17: <1425 Jan 1 08:00:06 Keepalived_vrrp|981]: Registering gratuitous ARP shared channel

14-Aug 17 <142>Jan 1 08:00:06 Keepalived_vrrp[981]: Opening file ‘fetc/keepalived.conf.

14-Aug 17:56:47.4 <142>Jan 1 08:00:06 Keepalived_vrrp|981): Configuration is using : 40827 Bytes

14-Aug 1 <142>Jan 1 08:00:06 Keepalived vrrp(981): Using LinkWatch kernel netlink refiectar

14-Aug 17:56:47.4 <142 Jan 1 08:00:06 Keepalived vrrp{981]: XBRP socknool: findex() ocotalll upicasti $410,11))
14-Aug 17:56:47.51 «142>Jan 1 08:00:06 Keepalived vrrp[981]] VRRP Instance{Vl_1) Transition to MASTER STATE

«142>Jan 1 08:00:06 Keepalived vrrp{981]| VRRP Instance(V1_1) Received higher prio advert
<142>Jan 1 08:00:06 Keepalived_vrrp{981]|VRRP Instance(V1 1) Entering BACKUP STATE

14-Aug 17:56:47.75 <30>Jan 108:00:07 dnsmasq[959]: exiting on receipt of SIGTERM

14-Aug 17:56:47.86 <30>Jan 108:00:07 dnsmasql1007): started, version (HEAD -> master) cachesize 1500

14-Aug 17:56:47.86 <30>Jan 1 08:00:07 dnsmasq[1007): compile time options: 1Pv§ GNU-getopt no-RTC no-DBus no-UBus no-i18n |
14-Aug 17:56:47.87 <30>Jan 1 08:00:07 dnsmasq[1007}: asynchronous logging enabled, queue limit is 5 messages

14-Aug 17:56:47.87 <30>Jan 108:00:07 dnsmasq-dhcpl1007): DHCP, IP range 192.168.12 - 192.168.1.51, lease time 1d

14-Aug 17:56:47.91 <28>Jan 108:00:07 dnsmasq[1007): no servers found in fetc/resolv.dnsmasgq, wil retry

14-Aug 17:56:47.91 <30>Jan 1 08:00:07 dnsmasq[1007]: read fetc/hosts - 3 names

14-Aug 17:56:47.92 <30»Jan 1 08:00:07 dnsmasq[1007): read /etc/dnsmasq/hosts/hosts - 5 names

14-Aug 17:56:47.92 <30»Jan 1 08:00:07 dnsmasq-dhcp[1007): read /etc/dnsmasa/dhep/dhcp-hosts

12-Aug 17:56:48.9 <11>Jan 1 08:00:07 xtp[1015]: Total 0 XTPs

14-Aug 17:56:48.22 <14>Jan 108:00:07 decfg(1018]: json_string is “2020/01/01-08:00:07°

<6>Jan 1 08:00:07 kernel: ush 1-1: new high-speed USB device number 3 using ehci-platiorm

«142Jan 1 08:00:07 decig[1018]: [truncated] (*Basic WAN"{"wan_proto™"static”,'ppp_username""""ppp_passwd
<142Jan 1 08:00:07 decig[1018]: exports cfg finish

12-80m 17554 AR <Rulan 1 NRANMNT bacnak irch 11 Now 1SR divica fnind idiandne=2¢7r idDrndict=6005

/home /mabaxterm

Figure 7-73: Unplug the WAN port of the primary device



14-Aug 17:58:9.45 <11>Jan 1 08:02:28 modem_watchdog(686: stop wan

14-Aug 17:59:9.52 <11>Jan 1 08:02:28 modem_watchdog(686]: start wan
14-Aug 17:59:9.52 <1425 Jan 1 08:02:28 Keepalived vrrpl981): Netiink reflector reports IP 192.168.10,134 added
14-Aug 17:58:11.97 <115Jan 1 08:02:31 modem watchdog[691}: vian2 icmp check 8888 nk(1/5)
e 14-hug 17:59:1364 <142»Jan 1 08:02:32 Keepalived vrp[981): VRRP Instance(¥] 1) forcing a new MASTER election
14-Aug 17:59:12.64 <142»Jan 1 08:02:32 Keepalived vrrp[981): VRRP_Instance(¥]_1) forcing a new MASTER election
14-Aug 17:59:15.0 11alao 1 080234 cond 1 L adan2 back BARA OL/S)
14-Aug 17:5%:16.24 <142 Jan 1 08:02:35 Keepalived vrrp[981]; VRRP Instance(V 1) Transition to MASTER STATE
14-hug 17:59:1624 <142>Jan 108:02:35 Keepalived vrrp[981): VRRP_Instance(V1_1) Entering MASTER STATE
14-hug 17:58:16.24 <142>Jan 1 08:02:35 Keepalived_vrrp[981]: VRRP_Instance(V]_1) setting protocel VIPs.
14-Aug 24 <142»Jan 1 08:02:35 Keepalived vrrp{981): VRRP_Instance(¥i_1) Sending gratuitous ARPs on br0 for 192.168.1.1
14-Aug 786 TE—rU e G o
14-Aug 17:59:18.1 <112Jan 1 08:02:37 modem watchdog[691}: vian2 icmp check B.8.8.8 nk(3/5)
14-Aug 17:58:19.6 <112Jan 1 08:02:38 modem _watchdog[691}: vian2 icmp check B.8.8.8 ok
14-Aug 17:59:20.63 <30>Jan 1 08:02:39 dnsmasq[1007]: reading /etc/resclv.dnsmasq
14-Aug 17:59:20.63 <30>Jan 1 08:02:39 dnsmasq(1007]: using nameserver 192.166.10.1#53
14-Aug 17:59:2063 <30sJan 1 08:02:39 dnsmasq[1007]: using nameserver 114.114.114.114#53
14-Aug 17:59:20.64 <30>Jan 1 08:02:39 dnsmasq[1007}: using nameserver B.8.8.8¢53
14-Aug 17:59:20.64 <30>Jan 1 08:02:39 dnsmasq[1007): reading /etc/resolv.dnsmasq
14-Aug 17:50:20.64 <30>Jan 1 08:02:39 dnsmasq[1007): using nameserver 192.168.10.1#53
14-Aug 17:58:20.64 <30Jan 1 08:02:39 dnsmasq[1007]: using nameserver 114,114,114.114#53
14-Aug 17:58:20.64 <30sJan 1 08:02:39 dnsmasq[1007]: using nameserver B.8.8.8#53
14-Aug 17:58:20.64 <30>Jan 1 08:02:39 dnsmasq[1007): exiting on receipt of SIGTERM
14-Aug 17:59:20.67 <30>Jan 1 08:02:39 dnsmasq[2214]: started, version (HEAD -> master) cachesize 1500
14-Aug 17:50:2068 <305Jan 1 08:02:39 dnsmasq[2214): compile time options: IPv6 GNU-getopt no-RTC no-DBus no-UBus no-ildn
14-Aug 17:5%:20.68 <30sJan 1 08:02:39 dnsmasq[2214): asynchronous lagging enabled, queue limit is 5 messages
14-Aug 17:59:20.68 <30>Jan 1 08:02:39 dnsmasq-dhcp[2214): DHCP, IP range 192.168.1.2 - 192.168.1.51, lease time 1d
14-Aug 17:59:20.68 <30>Jan 1 08:02:40 dnsmasq[2214]: reading fetc/resclv.dnsmasq
14-Aug 17:58:20.68 <30>Jan 1 08:02:40 dnsmasq[2214]: using nameserver 192.168.10.1#53
> £ /hone/mobaxterm 4 14-dun 175020 68 “INulan 1 MANRN Ancmacal?21d1 icinn namacanis 114114 114 114282

Figure 7-74 Replug the WAN port back into the main device

7.14. Static DHCP

Dynamic Host Configuration Protocol (DHCP) is a network protocol for local area networks. After the DHCP function is
enabled, the lower computer can automatically obtain the dynamic IP.

Step 1: Select "Advanced Network > Static DHCP" in the navigation bar. On the page that opens, you can modify the
parameters for configuring the static DHCP function.

HOMTEy = Tools 4 Bandwidth & 1P Traffic a4 System

You haven't changed the default password for this router. To change router password_ciick here.

1Pv4 Port Forwarding

1PV6 Port Forwarding Static DHCP

Port Redirecting MAC Address 1P Address Hostname ~ Descipion
pmz

Port Mirror O EOO0 0000

1P Passthrough _——

Triggered

Captive Portal
GPS

Serial App2.

AT overt®

UPnP/NAT-PMP

Figure 7-75

Step 2: Configure "DHCP Server Settings" The DHCP server settings parameters are shown in the table
The name of the
paramet er meaning How to configure

button to select Settings:
DHCP DHCP Service Enable button to enable/disable DHCP Service | Enabled
services Disable

Configure the MAC address of the DHCP client that needs to | WORD TYPE MAC FORMAT
MAC specify the IP address of the DHCP acquisition IP For example,
00:1A:4D:34:B1:8E

Table 7-6 DHCP Server Settings

Step 3: Once the configuration is complete, click the "Save Settings" button for the configuration to take effect.

Static DHCP configuration example:

Step 1:
Open the administrator: Command prompt (shortcut key win+R), enter cmd; Then enter ipconfig/all to find the MAC
address of the local connection



1 C:\Windows\system32\cmd.e: X

LLA RIS Ao g LA -

EBEEN DNS 58
R

¥ 18 ith bt

DHCP B3

B mBEESR
AtbghiE IPve M4t
IPvd 1B it

TS
RSAA KN E

<t HA () A (8]

"

S8

DHCPv6 IAID
DHCPv6 Z i DUID
DNS R %5 588
TCPIP L[ NetBIOS

MBS B ML

¥
DHCP BE A
B REESA

C:\Users\u48809>

: Realtek PCIe GbE Family Controller
1 [C4-C6-E6-20-CC-E6

=

=1

2
: fe80::e07:17cc:e873:62fa%11(H %)

: 192.168.1.6(HE i)

: 255.255.255.0

: 20244-8H 15H 9:43:17

: 20245-8H 16H 9:43:17

= 19216811

=192 1681001

: 130336486

: 00-01-00-01-2D-D6-1B-U4D-CH-C6-E6-20-CC-E6
: 192.168.1.1

: Bluetooth Device (Personal Area Network)
: €0-35-32-14-EE-AA
. B

Figure 7-76 Administrator
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Step 3:

i, FRENR
% Internet BIFHER & Realtek PCle GBE Family Controller
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00:07:32 |
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=
113,005,409
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Figure 7-77 Automatic DHCP is enabled on the PC

Open the routing web interface, select static DHCP in the advanced network, and configure the MAC address (Note: the
MAC address filled in here is the MAC address queried in step 1), the first of the two MAC address items can be set, and
the second can be left unset, save the settings after the addition is completed

Tools 5¢ Bandwidth & P Traffic

@ Basic Network ’ You haven't changed the default password for this router. To change router password_dick here,
2 WLAN >
Static DHCP
MAC Address IP Address Hostname ~ Description
1Pv4 Port Forwarding
C4:C6E6:20:CCEE 192.168.1.6

IPV6 Port Forwarding
Port Redirecting
Mz

1P Passthrough
Triggered

Captive Portal

Serial App.

AT over IP
UPnP/NAT-PMP
Bandwidth Control

VRRP

& Firewall >

@ VPN Tunnel >

Step 4:

Open the network and sharing center of the PC to view the details, and the IP address of the PC is the

Savev Cancel X

Figure 7-78 Static DHCP settings

same as the



statically bound address (Note: If multiple PCs are bound, follow the method in step 1 to add the MAC address).

= /home/mobaxterm 1fcontig

Software Loopback Interface 1
Link encap: Local loopback
inet addr Mask: 255.0.0.0
MTU: 1500 Speed:1073.74 Mbps
Admin status:UP Oper status:OPERATIONAL
RX packets:@ dropg arr 0 unkown:@

TX packets:0 dropped: 0 txqueuelen:@

RTL8852BE WiFL 6 802.1lax PCIe Adapter

Link encap: TEEE 862.11 HWaddr: 35-32

inet addr ) Mask: 255.255.255.0

MTU: 1500 Speed:1201.00 Mbps

Admin status:UP Oper status:OPERATIONAL

RX packets:819364 dropped 0rs:0 unkown:@

TX packets:81267 dropped:® 0 txqueuelen:®

PCIe GbE Family Controller

Link encap: Ethernet HWaddr

inet addr 5 Mask:

MTU: 1500 Speed:100.00 Mbps

Admin status:UP Oper status:0PERATIONAL

RX packets:169204 dropped:® errors:0 unkown:0

TX packets:133974 dropped:0 ¢ 148 txqueuelen:0@

Figure 7-79 Binding static DHCP

8. Firewall

A firewall refers to a method of separating an intranet from a public access network, such as the Internet, and is an
isolation technique. A firewall is an access control that is performed when two networks are in communication, allowing
you to "consent" to data entering your network while keeping out data that you "deny", preventing hackers from accessing
your network to the greatest extent.

8.1. IP/URL Filtering

The IP filtering module filters the incoming and outgoing IP packets based on the source address, destination address, port
number, and other information in the headers of the IP packets, and allows or disables access to certain IP addresses. .

_ = ool ®, penduen = e s yetem 8

You haven't changed the default password for this router. To change router password _clic

© Basic Network >
IP/MAC/Port Filtering
T WLAN >
Network
e o e Src MAC Src 1P Dst 1P Protocol  Src Part Dst Port Policy  Description
@ Advanced Netwer Protoco :

Domain Filtering

& VPN Tunnel L
Key Word Filtering
A Administration »
On Key Word Description
URL Filtering
on URL Description
@ Mor
Figure 8-1

Example 1: Only one IP address is prohibited from accessing the Internet, and other IP addresses are allowed



IP/MAC/Port Filtering

Network : s i
On Src MAC SrcIP Dst IP Protocol  Src Port Dst Port Policy Description

Protocol

v 1Pv4 - 192.168.1.6 any/0 - = = Drop

1Pvd v NONI v

Figure 8-2

As shown in Figure 8-2, if you configure a source IP address and select Discard as a policy, the IP address cannot access the
Internet and other IP addresses can access the Internet normally
Example 2: Only one IP address is allowed to access the Internet, and others are prohibited

IP/MAC/Port Filtering

Network

On Protacs] Src MAC SrcIP Dst IP Protocol  Src Port Dst Port Policy Description
v 1Pv4 - any/0 any/0 = 5 = Drop
v iPvd - 192.168.1.6 any/0 - = - Accept
v IPv4 = any/0 192.168.1.6 = < N Accept
o % NONI v Ko
Figure 8-3

As shown in Figure 8-3, discard all IP addresses and MAC addresses, and then accept the source and destination of the
specified IP address
Example 3: Only one MAC address is prohibited from accessing the Internet, and other addresses are allowed

IP/MAC/Port Filtering

Network
Oon SRR Src MAC SrcIP DstIP Protocol  Src Port Dst Port Policy Description

Protocol

v 1Pv4 C4:.C6:E6:20:.CC:E6 any/Q any/0 = = = Drop

1Pv4 v NONI v

Figure 8-4

As shown in Figure 8-4, configure a source MAC address and select Discard as the policy
Example 4: Only one MAC address is allowed to access the Internet, and others are prohibited

IP/MAC/Port Filtering

Network

On T Src MAC Src IP Dst IP Protocol  Src Port Dst Port Policy Description
v P = any/0 any/0 = 5 e Drop
v 1Pv4 C4:Ce:E6:20:CCE6 any/0 any/0 5 o i Accept
4 1Pv4 = any/0 192.168.1.6 = = o Accept
1Pv4 v NONI v Accej v
Figure 8-5

As shown in Figure 8-5, the first one discards all IP addresses and MAC addresses, the second one accepts the specified
MAC address, and the third one accepts the specified destination IP range
Example 5: Only one IP address is allowed, but others are forbidden



IP/MAC/Port Filtering

Network

On Protocol Src MAC SrcIP Dst IP Protocol  Src Port Dst Port Policy Description
v 1Pv4 - any/0 any/0 = = = Drop
M 1Pv4 - any/0 192.168.1.6 = z = Accept
i 1Pv4 - 192.168.1.6 any/0 = = = Accept
Pv4 v NONI v Accer v
Figure 8-6

As shown in Figure 8-6, the first new source IP address and destination IP address can be discarded without entering the
default IP address. Article 2 adds a designated destination IP for policy reception; Article 3 adds a designated source IP, and
the policy selects to receive; After the configuration is saved, only 120.78.189.220 is allowed to be accessed, and other IP
addresses cannot be accessed.

Example 6: Only one IP address is disallowed and others can be accessed
IP/MAC/Port Filtering

Network % &
On twor Src MAC srcIP Dst IP Protocol  Src Port Dst Port Policy Description

Protocol

v 1Pvd - any/0 192.168.1.10 - = = Drop

IPv4 b NONI v Accep ¥

Figure 8-7

As shown in Figure 8-7, the specified destination IP address is added and the policy is Discarded.

8.2. Keyword Filtering Settings / URL Filtering Settings / Access Filtering

1. Keyword filtering: Judge and filter the incoming and outgoing data of the keyword information configured by the user

URL filtering needs to filter the visited URLs according to the URLs and other information configured by the user

3.  Access filtering needs to filter MAC, source IP, destination IP, port number and other information according to the user,
and allow or prohibit access to certain IPs.

.

MdM'TEy

= Tools & Bandwidth # 1P Traffic a8 System £¢
e a
© status > Key Word Filtering
@ Basic Network > On Key Word Description
2 WLAN >
@ Advanced Network >
URL Filtering
Domain Filtering
On URL Description
€D VPN Tunnel >
B Administration >
Access Filtering
On  Src MAC SrcIP Dst IP Protocol Src Port Dst Port Policy Description
NONE v Accep v
@ More Info
L [ ——— b/

Figure 8-8

Example 1:



Key Word Filtering
On Key Word Description

v baidu

Figure 8-9

Keyword filtering intercepts and discards the set content, does not support Chinese, spaces, numbers, English letters and
symbols.
Example 2:
URL Filtering
on URL Description
v www.jb1000.com/Article/Articleinfo.aspx?infoid=893923
v www.wifilu.com/1666.html

v hiwksls.bokee.com/507180743.html

Figure 8-10

URL filtering blocks and discards URLs and restricts only a URL address within a website.
Example 3:

Access filtering determines the IP protocol and port of the accessing router

Only certain IPs are allowed to access the device;

Access Filtering

On  Src MAC SrcipP DstIP Protocol Src Port Dst Port Policy Description
v - any/0 any/0 - - - Drop
L' - 192.168.1.1 any/0 TCP - 2323 Accept

192.168.1.6 any/0 TCP = 80 Accept

v - = 13.107.139.11 any/0 TCP = 80 Accept

&

Figure 8-11

8.3. Domain Filtering

Domain Filtering is a mechanism that allows certain domain names to be filtered for a specific range of domain names such
as .com, .cn, .net, etc., allowing these domains to pass or not to pass.

Domain Filtering

On

Default Policy Black List v

On Domain Description
v www.baidu.com

v www.csdn.net

Figure 8-12

For example, in Figure 8-12, configure blacklist domain name filtering, fill in www.qq.com and www.baidu.com respectively,
PC only access the Internet through the router, PC can not access QQ and Baidu when opening the browser, but can access



other websites, on the contrary, the default policy is whitelist, then only access QQ and Baidu are allowed, and other
websites cannot be accessed.

9. VPN configuration

Virtual Private Network (VPN) is a secure Internet-based local area network (LAN) that currently supports
Wireguard/L2TP/PPTP/GRE/openvpn/IPSEC/L2TP V3/DMVPN are used separately.

9.1. Wireguard

WireGuard is an easy-to-configurable, fast, and secure open-source VPN that leverages the latest encryption technology.
The goal is to provide a faster, simpler, and leaner general- purpose VPN that can be easily deployed on low-end devices
like Raspberry Pi to high-end servers.

Since most other solutions like IPsec and OpenVPN were developed decades ago, realize that they are slow and difficult to
configure and manage properly; Multi-platform support for Linux, Windows, macOS, BSD, iOS, and Android; Although
wireguard is simple, it supports all the latest encryption technologies, such as the Noise protocol framework, Curve25519,
ChaCha20, Poly1305, BLAKE2, SipHash24, HKDF, and secure trusted fabrics; And because WireGuard runs in kernel space, it
provides a secure network at high speeds.

Step 1: Select "VPN Tunnel >Wireguard" in the navigation bar as shown in the image, which contains both server and client
modes

~

""Mrfy = Tools 4¢ Bandwidth # 1P Traffic & System €2
a
@ status > . : i
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Wireguard
2 WILAN >
Enabled
& Advanced Network >
Firewall > Mode Server’ &
Bind Port
Zerotler Local Key test
GRE
OpenVPN Client Local IP/Mask 192.168.88.1/24
OpenVPN Server
Peer Subnet IP/Mask
PPTP/L2TP Server
PPTP/L2TP Client Allowd IPS Persistent Keepalive Peer Key
L2TP V3
IPSec 0.0.0.0/0
DMVPN
R Administration ?

@ More Info
P
A

Figure 9-1
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Tools 5¢ Bandwidth # 1P Traffic System 2

@ st ’ You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Wireguard
2 WLAN >
& Advanced Network > Enabled &
B Firewall > Mode ent v
S0 VPN Tungel N Peer IP/Port 192.168.1.2 51
Wireguard
Zerotier Local Key est
GRE
- Local IP/Mask 192.168.88.1/24
OpenVPN Client
OpenVPN Server
Peer Key test
PPTP/L2TP Server
PPTP/L2TP Client Preshared Key
L2TP V3 ]
isee Persistent Keepalive 25
DMVPN
R naminitrstion N Allowed 1PS 0000/0
Peer Subnet IP/Mask
@® More Info v
Figure 9-2
Step 2: Configure the wireguard parameter
Parameter Meaning How to configure
Enable Wireguard Enable/disable  the  Wireguard | Click Enable to enable the feature
feature

Network mode

There are two modes: server and
client

Select the appropriate mode for
each application

Local listening port

In server mode, the listening port of
the server

The default is 51820

Local key

In server mode, the private key of
the server

Default: test
The server's private key is paired
with the public key

Local address/mask

In server mode, one wireguardVPN
subnet and mask of the server are
supported

Format: A.B.C.D/M Default:

192.168.88.1/24

Peer subnet address/mask

In server mode, the clientcan have
multiple WireGuard VPN subnets
and masks

#:: A.B.C.D/M, E.F.G.H/N
Default is empty

Allowd IPS

In server mode, the local subnet
and mask of the client and the VPN
subnet and mask of the client

#%3: A.B.C.D/M, E.F.G.H/N
Default: 0.0.0.0/0

Stay alive time

Every once in a while, it will be
checked if the connection s
dropped

Default: 25 Unit: seconds

Peer key

In server mode, the client's public
key

Default is empty
The client's private key is paired
with the public key

Peer address/port

In client mode, the WAN port IP
address and port number of the
server

Port default: 192.168.1.2
Port default: 51821

Local key

In client mode, the private key of
the client

Default: test
It is paired with the public key set
by the server

Local address/mask

In client mode, the VPN address and
subnet of the client

Default: 192.168.88.1/24

The VPN address must be on the
same network segment as the VPN
address of the server, but the IP
address is different

Peer key

In client mode, the server matches
the public key

Default: test




Pre-shared key

The password of the client

Default is empty

Allowd IPS

In client mode, you can allow other
IP addresses to access or connect to
the device

Default: 0.0.0.0/0
The default setting means that all
devices can access or connect

Peer subnet address/mask

In client mode, the local IP address
of the server or the local IP address
and subnet of other clients

Default is empty
Format: A.B.C.D/M, E. F.G.H/N

Table 9-1 WireGuard parameters

Step 3: Set other parameters for server mode

WAN / Internet

Type

IP Address

Subnet Mask

Gateway

Primary DNS

Secondary DNS

LAN

Bridge ~

br0

DNS

Use Custom DNS

Static Address v
192.168.10.155
255.255.255.0

192.168.10.1

192.168.10.1

114.114.114.114

Figure 9-3

IP Address Subnet Mask DHCP Server 1P Pool
192.168.1.1 255.255.255.0 v 192.168.1.2 - 51
Figure 9-4

Step 4: Configure the wireguard parameter in server mode

@ Status >
@ sasic Networ

T WIAN >
@ Advanced Network >

B Firewall td

@ ver

- Wireguard
Zerotier
GRE
OpenVPN Client
~ OpanVPN Sarver

- PPTP/L2TP Server

VPR tURRef dddress of Clie

L2TP va
IPSec

DMVPN

A Administration >

public key of Client 1

@ More info

1 Allowd IPS

TUU HAGVET L UHAHYEU UIE USIauiL pas>wuiu 1Ul Ui TUULET. 1U CHANYE TUULET Pas>swulu_ik rere,

Lease(minutes) DHCP Relay DHCP Server Address

1440 X

Toals ¢ Bandwidth # System €8

You haven't changed the default password for this router. To change router password_ciick here.

Wireguard
Enabled
Mode Server v

Bind Port

Local Key I INFyuzEVSnNEKGOTYaPSmy1UPDBcSALTACSBPEIGY I

Local IP/Mask

Peer Subnet IP/Mask I 192.168.3.0/24, 192.168.4.0/24 I

subnet of Client 1

Persistent Keepalive Peer Key

Server private key

Server VPN tunnel address (note: cannot be
the same as LAN pdrt address)

192.168.88.2/32,192.168.3.0/24 25 !\l"

msyu]pub\ic key of Client 1

| T

192.168.88.4/32,192.168.40/24 25

k= Ipub\ic key of Clientigl

Dz+F5AGRRUNG

oneop subnet of Client 2

Figure 9-5




Step 5: Set other parameters in client mode
Route Client 1:

WAN / Internet

Static Address v

Type
IP Address 192.168.10.125
Subnet Mask 255.255.255.0
Gateway 192.168.10.1
MTU 0
Primary DNS 192.168.10.1
Secondary DNS 114.114.114.114
Figure 9-6
LAN v
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address
bro 192.168.3.1 255.255.255.0 i 192.168.3.2 - 254 1440 X
1 v
Add+
DNS v
Use Custom DNS
Figure 9-7
Routing Client 2:
‘WAN / Internet
Type Static Address v
IP Address 192.168.10.127
Subnet Mask 255.255.255.0
Gateway 192.168.10.1
MTU 0 or defa
Primary DNS 192.168.10.1
Secondary DNS 114.114.114.114
Figure 9-8
LAN
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address
bro 192.1684.1 255.255.255.0 ~ 192.168.4.2 - 254 1440 X
1 v
Add+
DNs

Use Custom DNS



Figure 9-9

Step 6: Configure the wireguard parameter of the client (the mask of the client must be set to /24, which cannot be in the
same subnet range as /32 set by the server).

Route Client 1:

1]
5
g
I
\

3
[ 3

@ status > :
You haven't changed the default password for this router. To change router password_c
@ Basic Network >
Wireguard
T WLAN >
Enabled
@ Advanced Network >
B Firewall > Mode
Peer IP/Port | 101 1820 I Server WAN port IP/port
Zarotier Local key [ . ' - ] Client 1 Private Key
GRE I I .
e Local IP/Mask VPN tunnel address for client 1

OpenvPN server i
Reer Key | Kt — b+ UFGHACS0GZAGE= | Server public key
PPTP/L2TP Server

PPTP/L2TP Client
Preshared Key

L2TP V3
Irsed Persistent Keepalive
DMVPN
A Administration > Allowed IPS ¢ ik
Service terminal network __subnet of Client 2
Peer Subnet IP/Mask 19216840724 /[
@ More Info

Figure 9-10

Routing Client 2:

_ N e g ¢ i e

@ Status 2
You haven't changed the default password for this router. To change router password_dick here.
@ Basic Network >
Wireguard
F WLAN >
Enabled
® Advanced Network  »
B Firewall > Mode
Peer IP/Port | I Server WAN port IP/port
Local Key | ctesigayrumni syl voMRoonUsks2y | Client 2 Private Key
GRE -
Creitich Local IPMask VPN tunnel address for client 2
pen ient

ERTPSNE R Saaar Peer Key I s o l Server public key

PPTR/L2TP Server

PPTP/L2TP Client
Preshared Key

127P V3
R Persistent Keepalive
DMVPN
B Administration > Allowed IPS
Service terminal network Subnet of Client 2
Peer Subnet IP/Mask 'h"l- 165.1.0/24 192,165 R __-—-r"'
@ More Info

Figure 9-11

Step 7: The connection is as follows
The telnet of the server enters the background and yo
telnet 192

u can view the connection status and route table information

150 2

scape character 1s
outer login: root
Password:

root@Router:/tmp/home/root# wg
7 public key: 6KVbpd/0z90D12Q70g58trVFmdbjh+UFGX4c50GZ4Gc=

private key: (hidden)
listening port: 51820

allowed 1ps: 192.1 - .
latest handshake : ds ago
transfer: 3.55 received, 2.48 sent
persistent keepalive: every 25

er: Mzto

endpoint:

allowed ips:

latest handshake t

transfer: 69.77 KiB received, 26.40
persistent keepalive: every 25

Figure 9-12



root@Router:/tmp/home/root# route -n
Kernel IP routing table

Destination Genmask Flags Metric Ref Use

In server mode, you can ping the vpn addresses, gateways, and subnet IPs of both clients on the PC side

0.0.0.0 UG
255.255. - U
255.255. : UH
255.0.0.
255,255,
25D.255.
255.255.
255,255,
255.255.

oo OO
cCooT DD O
cooooOO@
coocococO OO &
cooocoOoOO®

root@R uter /tmp/home/root# ping 192.16

56.2): 56 data bytes
seq—e ttl=64 tume=1.

2: seg=1l ttl=64 time=1
1 seg=2 ttl=64 time=0.
: seg=3 ttl=64 time=0.
: seg=4 ttl=64 time=0.
2: seg=5 ttl=64 time=1.

2 ping statistics ---

§ packets transmltted 6 packets received, 0% packet loss
round-trip mtn/avg/max = 0.963/1.026/1. 243 ms

root@Router /tmp/home/root# ping 192.168.3.1

4 by%és from
H4 bytes from
64 bytes from

64 bytes from 1
64 bytes from 1

IyT 5o data pytes
1: seq-ﬁ ttl=64 time=1.17%
1: seg=1 tt1=64 time=0.975
: seq=2 ttl=64 time=0.942
1: seg=3 ttl=64 time=0.943
: seq=4 ttl=64 time=0.977

1 plng statistics ---

round-trip mln/avg/max = 0.942/1.001/1. 171 ms

G4 bytes from
b4 bytes from
64 bytes from

H4 bytes from 1¢

/tmp/home/root# p1ng 192.168.3.195
(1 )

J5)% Sb data Dytes
seq =0 ttl=127 tume=1.
seg=1 ttl=127 tume=1.
seqg=2 ttl=127 tume=1.

¢ seqg=3 ttl=127 time=1.

58.4): 56 data bytes

seq=0 ttl=64 time=1.103 ms
seq=1 ttl=64 time=0.984 ms
seq=2 ttl=64 time=0.992 ms
seq=3 ttl=64 tume=0.988 ms

ping statistics ---

(o} ol (ol o) (ol oloRoNo]

Figure 9-13

Figure 9-14

d packets transmltted 4 packets received, 0% packet loss

ound-trip mwn/avg/max = 0.984/1.016/1.

oot@Router /tmp/home/root# ping 192.16

1 1 { 8.4.T): 50 data
seq=0 ttl=64
seq=1 ttl=64
seq=2 ttl=64
seq=3 ttl=64
seq=4 ttl=64

64 bytes
b4 bytes
64 bytes

103 ms

bytes

time=1.17%
tume=2.672
time=0.919
time=0.973
time=0.950

ooloolocooo O

,_pmgsmtwtus-"
ound-trip mln/avg/max = 0.919/1.338/2. 6?2 ms

oot@Router /tmp/home/root# ping 192.168.4.195
192.1 419577750 data Dytes
2 seq—O ttl=127 time=1.
: seg=1 ttl=127 time=1.
: seg=2 ttl=127 time=1.
seq=3 til=127 time=1.

168.4.195 ping statistics ---
g packets transmitted, 4 packets received, 0% packet loss

Figure 9-15

The telnet client enters the background and can view the connection status and route table information
Client 1:




root@outer:/tmp/home/root# wg show

interface:
public key: aQWzk3nq9vUeqpkmdiNzyFkip/SbeIbBhXHoc1F78yc=
private key: (hidden)
listening port: 26277

peer: 6KVbpd/0z90D1z070g58trVFmdbjh+UFGX4c506Z4Gc=
endpoint: 192. .10.155:51820
allowed ips: 0.0. 0 0/0
latest handshake: 1 minute, 36 seconds ago
transfer: 4.43 KiB received, 6.20 KiB sent
persistent keepalive: every 25 seconds
root@outer:/tmp/home/root#

Figure 9-16

root@Router:/tmp/home/root# route -n

Kernel IP routing table

Dest ination Genmask Flags Metric

0.0.0.0 192.168.10.1 0.0.0.0

1 ). 0 255.08.0.
255.255.
255.255.
255.255.
255.255.
255.255.
255.255.

[cRololoNoNoNoNol

Figure 9-17

Client 1 can ping the VPN address, gateway and subnet IP address of the server (including the ping packet on the PC)
oot@R uter /tmp/hom /root# pmg 192. 1
(1 .00, L)+ 50 Udta Uytes
: 1: seq=0 ttl=64 time=1.288
seg=1 ttl=64 time=0.958
seq=2 ttl=64 time=1.016
: seq=4 ttl=64 time=1.079
.1: seg=b ttl=64 time=0.997

ping statistics ---
b packets transmltted 5 packets received, 16% packet loss
ound-trip min/avg/max = 0.958/1.067/1.288 ms

oot@Rou‘ter /tmp/home/root# plng '_-ZZ*;‘.;S'-“.

4] . d Lodl]e o L } UG LG
from : seg=0 ttl=64 tume=1.156
from .1: seg=1 ttl=64 time=1.000
from ] 1: seg=2 ttl=64 time=0.933
from 1: seq=3 ttl=64 time=0.966
from .1: seq=4 ttl=64 time=0.935

168.1.1 pmq statistics ---

ound-trip mln/avg/max = 0.933/0.998/1. 156 ms

;J_YL!'_':!

time=1.415
tume=1.301
time=1.247
tume=1.285
tume=1.302

Figure 9-18

Client 2:
root@Router:/tmp/home/root# wg

publlc key: Mz to7A2ShKys1nNFDz+FsA6RRUNg9cI8Jqis lmwWkGFk=
private key: (hidden)
listening port: 47384

peer: 6KVbpd/o0z968D1zQ70g58trVFmdb]jh+UFGX4c506Z4Gc=
endpoint: 192 10.155:51820
allowed ips: 0.0.0.0/0
latest handshake: 1 minute, 22 seconds ago
transfer: 9.18 KiB received, 34.87 K1B sent
persistent keepalive: every 25 seconds
root@outer:/tmp/home/root#

Figure 9-19




root@outer:/tmp/home/root# route -n

Kernel IP routing table

i i Genmask Flags Metric Ref Use Iface
8.0.8.0 UG vlan2
255.08.60. u lo
255955, 0 wgo
255.255. [¢] wgl
255.255. .0 bre
255. 255, 0 lan
255.255. 2

255. 255, 0

.255

SRR NNl
COCOOO N
coooOO D

u
u
u
u
U
U

Figure 9-20

Client 2 can ping the VPN address gateway and subnet IP address of the server (including the ping packet on the PC).
oot@Router /tmp/home/root 1 o
( « OO0, ] « JU UGIL(J Uth‘,b
: tt1=64 time=1.288
tt1=64 time=0.958
tt1=64 time=1.016
tt1=64 time=1.079
tt1=64 time=0.997

02. 16 .1 ping statistics ---
b packets transmltted 5 packets received, 16% packet loss
ound-trip min/avg/max = 0.958/1.067/1.288 ms

__JCJ UGLG .l.)yL!Z.‘O
seq=0 ttl=64 time=1.156
seg=1l ttl=64 time=1.000

: seq=2 ttl=64 tume=0.933
: seq=3 ttl=64 time=0.966
seq=4 ttl=64 time=0.935

ound-trip mln/avg/max 0.933/0.998/1. 156 ms

oot@R uter: /tmp/home/root# plng 192.168.1.37
( J5-data ;J_yi_!::a
tt1=127 tune=1.415
tt1=127 tume=1.301
ttl=127 time=1.247
tt1=127 tume=1.285
tt1=127 tume=1.302

Figure 9-21

Client 1 or Client 2pings the peer (including the PC side).
Client 1:
PING 192.1 192 ): 56 data bytes

U";' .UyL\:‘D T . DUq—U L\.L—UJ \.U\I\:‘,—-J.

64 bytes : seg=1 ttl=63 time=1.

64 bytes : seq=2 ttl=63 time=1.

64 bytes 168.88.4: seq=3 ttl=63 time=1.

o

--- 192.168.88.4 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.549/1.642/1.852 ms

root@Router'/tmp/home/rnot# ping 192.168.4.1

PING 19 . 1 .1): Db aata bytes

64 bytes from 1 seq=0 ttl=63 tume=1.987 s

64 bytes from seq=1 ttl=63 tume=1.638 ms

64 bytes from .1: seq=2 ttl=63 time=1.587 ms

(%)

--- 192.168.4 ping statistics ---

3 packets transmltted 3 packets recelved, 0% packet loss
round-trip min/avg/max = 1.587/1.737/1.987 ms

root@Router /tmp/home/root# ptnq 192.168 195

PING 192 8 )i 56 data bytes

64 bytes seq—O ttl=126 time=2.

64 bytes seq=1 ttl=126 time=2.

64 bytes seq=2 ttl=126 time=2.

64 bytes 5: seq=3 ttl=126 time=2.

o

--- 192.168.4 5 ping statistics ---

4 packe‘ts transml‘t‘ted 4 packets received, 0% packet loss
round-trip min/avg/max = 2.082/2.327/2. 962 ms

Figure 9-22




Client 2:

ping

.901 ms
.591 ms
.667 ms
.657 ms

ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.591/1.704/1.901 ms

root@Router:/tmp/home/root# ping

PING TD0 Gdid DyC
64 bytes from 1 seq=0 ttl=63 tim
64 bytes from 1

64 bytes from 1

~C
--- .1 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.705/1. : ms

root@outer:/tmp/home/root# ping

PING ( Jo-data bytes

64 bytes from 1 ttl=126 tim 461 ms
64 bytes from 1 ttl=126 time=2.211 ms
64 bytes from 1 =2 ttl=126 time= 8 ms
AC

--- 5 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 2.028/2.233/2.461 ms

root@Router: /tmp/home/root# [J

Figure 9-23

9.2. Zerotier

ZeroTier is a software-defined networking (SDN) solution that enables users to create and manage virtual networks across
physical devices and locations. It enables seamless connection of devices on the Internet, suitable for remote work,
Internet of Things and other scenarios, providing secure and efficient network connectivity.

Step 1: Select "VPN Tunnel >Zerotier" in the navigation bar

1]

Tools & Bandwidth # 1P Traffic a8 System £¢

© status >
Zerotier
@ Basic Network >
S Zerotier Client
= WLAN >
@ Advanced Network > Zerotier World Network ID 681ece122
3 > .
Frewall Zerotier Moon Network ID
Allowed NAT
Wireguard
GRE Zerotier Moon

OpenVPN Client

OpenVPN Server Zerotier Moon IP

PPTP/L2TP Server
i Zerotier Moon ID

PPTP/L2TP Client

L2TP V3

IPSec Custom Planet

DMVPN

AR Administration >
Upload Planet File

® More Info No file chosen Choose File Upload S
L

Figure 9-24
Zerotier Parameter Description:
The name of the parameter
meaning How to configure
Enable/disable the Zerotier feature Click ‘Enable’ to enable the feature
Enable Zerotier save to
The network ID of the root node of
Zerotier World Network ID the ZeroTier
This is the network ID of the
Zerotier Moon Network ID ZeroTier proxy node
To enable this function, you need to
use it in conjunction with the IP




Automatically allow client NAT

management table of ZeroTier to
allow access to other ZeroTier
clients, and the IP address is the
LAN CIDR block address of other
ZeroTier clients. The gateway is the
vpn address of the other ZeroTier
client, and the IP address and
gateway must correspond to the
same route.

Enable the ZeroTier Moon server

Enable/disable the Zerotier Moon
server feature

Click ‘Enable’
save to

to enable the feature

ZeroTier Moon Server IP

Enter the I[P address of the

Moonnode

ZeroTier Moon server ID

Enter the ID of the Megaonnode

Customize Planet

Enable/Disable indicates whether or
not to use the custom Planet service

Click Enable to save to enable the
feature

Upload the Planet file

Uploading a Planet file means
uploading a Planet file on a custom
server, and not uploading a file
means that the official root node is

used by default

Example of using a custom Planet:

Table 9-2

Step 1: The first time you use a custom Planet, you need to import the Planet file, and you need to enable the custom
Planet function, after importing the file, you need to re-save the settings to make the Planet file take effect, after the first
import is successful, enter the background cd /tmp/etc/storage directory, you can view the Planet file, after the power is
off and restarted, the Planet file has been written into the nvram parameter.

ﬁ)MTECS = Tools ¢ Bandwidth ~ IP Traffic s System £
© status 2
Zerotier
@ Basic Network > Q a7 X
~ s Zerotier Client
T ¢ v A « VP > Bz v G| Eamrotie plant . P
@ Advanced Network > Zerotier World Network ID 561 ece12209def29 —
|8~ s =- 11 0
i e 2 = - i e
B firewal Zerotier Moon Network ID Firewall i sEn =z
Allowed NAT
Wireguard
> b WPSEE
GRE Zerotier Moon
v M i
- OpenVPN Client )
OpenVPN Server Zerotier Moon [P > &5 Windows-SSI
PPTP/L2TP Server > = Data (D3)
PPTP/L2TP Client zemtieiMoon 1D 5 o TS
L2TP V3
1
1PSec Custom Planet ;
DMVPN RN | ~| A e s
R Administration > WERIRE LT FI7FQ) B
Upload Planet File 1 4 3

| No file chosen

Cancelx
® More Info

Figure 9-25

root@Router:/tmp/home/root#
root@Router:/tmp/home/root# cd /tmp/etc/
root@Router:/tmp/etc# 1s

174 dnsmasq
Wireless dnsmasq.conf
cli.conf ethertypes
detran.cfg fstab
root@Router:/tmp/etc#

igmp.conf
iproute2
ipsec.conf motd
ipsec.secrets mtab

shadow swanctl
storage vpn
strongswan.conf wg_cli_pub.key
strongswan.d wg_svr_pri.key

resolv.conf
resolv.dnsmasq
ripd.conf
services

group
gshadow

hosts
hotplug2.rules

iptables
1d.so.conf

openssl.cnf
passwd
profile
protocols

zebra.conf

root@Router:/tmp/etc#
root@Router:/tmp/etc# cd storage/
root@Router:/tmp/etc/storage# 1s

planet zerotier-one

ruot@Ruuter:/tmp/etc/storage#

root@Router:/tmp/etc/storage#
Roytor. o groged

@aRo mo g

Figure 9-26

Step 2: Use two routers, Routerl and Router2. Two PCs, PC1 and PC2;
Routerl is connected to PC1, and Router2 is connected to PC2.



Routerl is configured as follows: the subnet address of PC1 is 192.168.1.25/24, and the gateway is 192.168.1.1

= Tools & Bandwidth #¢ 1P Traffic a8 System £¢
© status > . = .
You haven't changed the default password for this router. To change router password_ciick here.

® Basic Network v

AN LAN v

Cellular DHCP Server

Bridge ~ IP Address SubnetMask  DHCP Server IP Pool Lease(minutes) DHCP Relay Primary DNS  Secondary DNS

LAN Address

U br0 192.168.1.1 255.255.255.0 v 192.168.1.2-51 1440 x

VLAN

Schedule

1 v

DDNS

Routing
7 WLAN > 2dE
@ Advanced Network >
@ Fi " 5 Internet DNS v

rewal
& VPN Tunnel > Use Custom DNS
R Administration ?

Figure

9-27

ﬁ”’Mrfy = Tools 4¢ Bandwidth & 1P Traffic o System 1%
© Status > . . &
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Zerotier
7 WLAN >
Zerotier Client
@ Advanced Network >
@ Firewall > Zerotier World Network ID 68Tece12 Customize planet server ID
& VPN Tunnel = Zerotier Moon Network ID
Wireguard
e Allowed NAT
GRE
OEsuvEnS e Zerotier Moon
OpenVPN Server
PERE/LZER Secver Zerotier Moon 1P
PPTP/L2TP Client
L2TP V3 Zerotier Moon ID
1PSec
DMVPN
Custom Planet
R Administration > ,
Enable » router2 subnet address Gateway router2 zerotier address
192.168.2.0/24 10.11.12.189
@ More Info -
L f

Figure 9-28

Router2 is configured as follows: PC2 has a subnet address of 192.168.2.35/24 and a gateway of 192.168.2.1
ﬁ'w'fy

Tools ¢ Bandwidth # 1P Traffic System £

@ Sstatus >

You haven't changed the default password for this router. To change router password_click here.

sic Network &
LAN v
WAN

Cellular DHCP Server

Bridge ~ IP Address Subnet Mask DHCP Server 1P Pool Lease(minutes) DHCP Relay Al Primary DNS Secondary DNS

IS bro 19216821 255.255.255.0 v 19216822 -51 1440 x

Schedule
DDNS

Routing

wian >

)

@ Advanced Network >
Internet DNS )
63 Firewall >
€ VPN Tunnel > Use Custom DNS
A& Administration >

Figure 9-29



%Mrey

Tools ¢ Bandwidth # 1P Traffic System £

@ Sstatus > 2
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Zerotier
7 WIAN >
Zerotier Client
@ Advanced Network >
B Firewall > Zerotier World Network ID 68Tece12209def29 Customize planet server ID

Zerotier Moon Network ID
Wireguard
7 Allowed NAT
GRE
OpenVEN Clint Zerotier Moon
OpenVPN Server
PPTP/L2TP Server Zarotier MGGH 1P
PPTP/L2TP Client
L2TP V3 Zerotier Moon ID
IPSec

DMVPN
Custom Planet

M Administration > .
Enable P router subnet address, Gateway router zerotier address

v 192.168.1.0/24 10.11.12.37

@ More Info

Figure 9-30

Step 3: Check the connection status
Enter the backend of Routerl and Router2 respectively, and ifconfig can also view and obtain the address

Link encap:Ethernet HWaddr DE:07:B4:3D:02:30

inet addr:10.66.55 Mask:255.255.255.192

UP RUNNING NOARP MULTICAST MTU:1400 Metric:1

RX packets:78290 © dropped:0 overruns:0 frame:0
TX packets:60320 0@ dropped:0 overruns:0 carrier:0
collisions:0Q txqueuelen:1000

RX bytes:92205309 (87.9 MiB) TX bytes:6437284 (6.1 MiB)

Link encap:Ethernet HWaddr 34:0A:5 -

UP BROADCAST RUNNING ALLMULTI MULTICAST MTU:1500 Metric:
RX packets:217012 :0 dropped:0 overruns:@ frame:0
TX packets:21416 0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:17288035 (16.4 MiB) TX bytes:7244639 (6.9 MiB)

ztp17th71) Link encap: Ethernet HWaddr 2A: f :B8
inet addr:10.11.12.3 1 Mask:255.255.255.0
upP BROADCAST RUNNING MULTICAST MTU:2800 Metric:1
RX packets:1468 e 0 dropped:0 overruns:0 frame:0
TX packets:1084 erro 0 dropped:0 overruns:0Q carrier:0
collisions:0 txqueuelen 500
RX bytes:1553048 (1.4 MiB) TX bytes:125833 (122.8 KiB)

root@Router:/tmp/home/root# [

Figure 9-31

Link encap:Ethernet HWwaddr © 7

inet addr:10. 4 Bcast: Mask 255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU 1500 Metric:1

RX packets:7794 dropped:0 overruns:0 frame:0

TX packets:18027 0 dropped:0 overruns:0Q carrier:0
collisions:0 txqueuelen:10600

RX bytes:2393128 (2.2 MiB) TX bytes:4498395 (4.2 MiB)

Link encap:Ethernet HWaddr 30:3D:51 32
UP BROADCAST RUNNING ALLMULTI MULTICAST MTU 1500 Metric:1
RX packets:32689 0 dropped:0 overruns:0 frame:0

TX packets:13317 erro 0 dropped:0 overruns:0Q carrier:0
collisions:0 txqueuelen:0
RX bytes:3351346 (3.1 MiB) TX bytes:3530408 (3.3 MiB)

ztpi7fth71j Link encap: Ethernet HWaddr 2 } }: 9
inet addr:10.11 ask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:2800 Metric:i
RX packets:1147 dropped:@ overruns:0 frame:0
TX packets:1466 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:132091 (128.9 KiB) TX bytes:1568220 (1.4 MiB)

root@Router:/tmp/home/root#

Figure 9-32

After NAT is configured, both devices can ping the peer gateway and subnet addresses on the PC and the router




Routerl, PC1 ping:

root@ro y

root@Router: /tmp/home/root#

root@Router:/tmp/home/root#

root@Router:/tmp/home/root# ping 19

PING 1 1): 56 data

64 bytes 3 seq—G tt1=64 time=118.049 ms

64 bytes 1 .1: seq=1 tt1=64 time=115.918 ms

: seg=2 ttl=64 time=157.476 ms

seq=3 tt1=64 time=97.071 ms
seq=4 ttl=64 time=95.434 ms

ping statistics ---
5 packets transmltted 5 packets received, 0% packet loss
round-trip mln/avg/max = 95.434/116.789/157.476 ms

root@Router

PING 19 5%

164 bytes : Z time=131.753 ms
164 bytes : seg=1 tt1=127 time=89.171 ms

64 bytes 192. seq=2 ttl=127 time=69.050 ms

|64 bytes - seq=3 tt1=127 time=115.275 ms
64 bytes : seq=4 tt1=127 time=112.699 ms
e

» ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip mln/avg/max = 69.050/103. 589/131 753 ms

root@Router:/tmp/home/root# [J

Figure 9-33
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Figure 9-34

Router2, PC2 ping:

root@Router:/tmp/home/root#

root@Router:/tmp/home/root# ping 19: 1.1

PING 19: (192 1.1): 56 data bytes

64 bytes from : seq=0 ttl=64 time=95.862 ms
64 bytes from 192.1 1.1: seg=1 ttl=64 time=72.544 ms
64 bytes from 19: : : seq=2 ttl=64 time=122.445 ms
64 bytes from 19: : seq=3 ttl=64 time=58.510 ms
iy &

--- 1 ping statistics ---

4 packpts transmitted, 4 packets recetved, 0% packet loss
round-trip min/avg/max = 58.510/87.340/122.445 ms

root@Router:/tmp/home/root# ping 19:

PING 192 ( ): 56 data bytes

64 bytes from 19: 25: seq=0 ttl=127 time=152.327 ms

64 bytes from 192 : seq=1 ttl=127 time=142.216 ms

64 bytes from : : seq=2 ttl=127 time=76.966 ms

64 bytes from 192.1 : seq=3 ttl=127 time=111.470 ms
from 192 2 5: seq=4 ttl=127 time=698.566 ms

ping statistics ---
5 pa(kets transmitted, 5 packets received, 0% packet loss
round- trip min/avg/max = 76.966/236.309/698.566 ms

root@Router: /tmp/home/root# I
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9.3. GRE
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Figure 9-36

Tunneling technology is a way of passing data between networks through an interconnected network infrastructure. The
logical path that the encapsulated packet travels through as it travels over the public Internet throughout the delivery
process is called a tunnel. GRE (Generic Routing Encapsulation) specifies how one network protocol is used to encapsulate
another. There are two main uses of the GRE protocol: internal protocol encapsulation and private address encapsulation.

Step 1: Select "VPN Tunnel >GRE" in the navigation bar, as shown in Figure 9-37

M)Mffy =
@ Sstatus >
@ Basic Network >
GRE Tunnel
= WLAN >

on ldx ~
@ Advanced Network >
(2]

Firewall >

Wireguard
Zerotier
GRE Route
OpenVPN Client on Tunnel Index ~
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TPV3
IPSec
AR Administration >

Step 2: GRE Mode Parameters

Tunnel Address

Tools 4& Bandwidth 2 1P Traffic a4 System

You haven't changed the default password for this router. To change router password_click here.

Tunnel Source Tunnel Destination

Destination Address

Figure 9-37

Keepalive Interval Retries

Default Route

Description

Description

Parameter

Meaning

How to configure

Enable GRE

Enable/disable the IP Tunnel Service

Click Enable to enable the tunnel
rule

Tunnel address

The virtual IP address of the local
tunnel

Enter the virtual IP address of the
local GRE tunnel.
Format: Interface A.B.C.D

The source address of the tunnel

Set the IP address of the public
network or WAN port of the
machine

Enter the IP address of the external
interface of the local network of the
tunnel. Format: A.B.C.D

The external interface IP address of

Enter the IP address of the external




The destination address of the
tunnel

the tunnel peer network is usually
the public IP (Internet) address, but
it can also be the internal IP address
of the enterprise

interface  of the tunnel

network
Format: A.B.C.D. interface type

peer

Destination address

Set the destination address of the
peer

Format: A.B.C.D/M

Table 9-3 GRE Mode Parameter Configuration

Step 3: Once the configuration is complete, click the "Save Settings" button for the configuration to take effect.

Example:

PC1
192.168.1.2

Routerl configuration:

GRE Tunnel

On Idx ~ Tunnel Address Tunnel Source

192.168.1.1 192.168.10.69

GRE Route

On Tunnel Index ~ Destination Address

e 3

1 .

Add+

192.168.2.0/24

Router2 configuration:
GRE Tunnel
On ldx ~

Tunnel Address Tunnel Source

192.168.2.1 192.168.10.67

GRE Route
On Tunnel Index ~

192.168.1.0/24

Routerl can be pinged from PC2

Router 1
192.168.1.1

Destination Address

192.168.10.133

Router 2
192.16.1.1

Figure 9-38

Tunnel Destination Keepalive Interval Retries

192.168.10.67 v 3 10

Default Route Description

o 0

Figure 9-39

Tunnel Destination Keepalive Interval Retries

192.168.10.69 v 3 10

Description

Figure 9-40

e

PC2
192.16.1.2

Description

Description




L: /tmp/home/root# pwng 192
1 2.168.1.1): 56 data byt
seq=0 ttl=64 time=0.

bytes
bytes
64 bytes

Figure 9-42

9.4. OpenVPN Client

OpenVPN is an application-layer VPN implementation based on the OpenSSL library, which is a virtual private tunnel that
provides a secure data transmission between enterprises or between individuals and companies. OpenVPN allows a single
point of participation in the establishment of a VPN using a shared key, e-certificate, or username/password for
authentication.

Step 1: Select "VPN Tunnel > OpenVPN Client" in the navigation bar.
Step 2: Openvpn configuration is divided into four configurations
Basic settings

ﬂ;mrfy

= Tools ¢ Bandwidth # 1P Traffic & System %2
@ status > OpenVPN Client =
® Basic Network >
7 WLAN >
C Advanced Key Si
@ Advanced Network >
Firewall > VPN Client #1 (stopped) 4
Start with WAN
Wireguard
Zerotier Interface Type TUN v
GRE
Protocol .4
OpenVPN Server A
Server Address 194
PPTP/L2TP Server
PPTP/L2TP Client Avtoamat
Firewall Automatic v
L2TP V3
Ui Authorization Mode TS v
DMVPN
2 Administration > Username/Password Authentication
HMAC authorization Disabled v
® More Info o
Figure 9-43
Basic Parameter Configuration Description:
Parameter Meaning How to configure
via the Internet Whether the network is over a WAN port

Turn on or off

The difference between TUN and TAP is that
a TUN device is a point-to-point virtual | Drop-down to select TAP mode or
appliance at the network layer, while TAP is | TUN mode

a virtual appliance at the Ethernet link layer.

Interface type




TAP mode: Openvpn bridging mode
TUN mode: openvpn tunnel mode

agreement

TCP mode or UDP mode

Select TCP mode or UDP mode from
the drop-down list

Server address/port

Server subnet configuration, including IP
address and port

You need to fill in the subnet
address and port of the server.
Format: A.B.C.D; port number

Firewall modes, including automatic and

Select Automatic or Custom from

fi Il
rewa custom the drop-down list
P The authentication types include TLS, static | Select TLS, static key, or custom
Type of Certification
key, and custom from the drop-down drop-down
Username/password Whether to enable username/password

authentication

authentication

Enabled or not enabled

Appears when the username/password

Enter the username configured on

Username .

feature is enabled the server

Appears when the username/password | Enter the password configured on
password .

feature is enabled the server

If the server does not have a password, it
Only the username is | can be enabled without entering the | Enable or disable

authenticated

password

HMAC Certified

Hash message authentication: Default:
Disabled, Bi- directional
Incoming

Outgoing

Enable or select one of the modes

The services are on the
same subnet

Appears when TAP is selected for Interface
Type

Enable or disable

Tunnel NAT is allowed

When the interface type is selected as TUN,
click the toggle button to enable/disable
the NAT (Network Address Translation)
feature. When enabled, the host IP address
behind the router will be encapsulated.

Enable or disable

Advanced settings:

Table 9-4 OpenVPN parameter configuration

m)MTEy

Status 2

8 0

Basic Network >

)

WLAN >

Advanced Network >

8 ©®

Firewall >
N Tunne v

Wireguard
Zerotier

GRE

OpenVPN Client
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

IPSec

DMVPN

AR Administration >

Poll Interval

Accept DNS configuration

Compression

OpenVPN Client

VPN Client #1 (stopped)

Redirect Internet traffic

Encryption cipher Use Default v

TLS Renegotiation Time

‘Connection retry 30

Verify server certificate (tls-remote)

Tools & Bandwidth # 1P Traffic a8 System £¢

@ More Info y
Figure 9-44
Advanced Setup Instructions:
Parameter Meaning How to configure

Polling interval

0 is not disabled and is in minutes

0is not enabled, and
0 is enabled

Allowed is the default route

Whether to allow OpenVPN as the default route

Enable or disable




Receives the peer DNS

configuration

4 M X ¥ DNS W OB

disabled,relaxed,strict,exclusive

Select any one of the four
modes from the drop down
menu

Encryption algorithms

Choose from "BF", "DES", "DES-EDE3",

"AES128", "AES192", and "AES256".

BF:128-bit encryption algorithm using BF in CBC
mode

DES: Use DES's 64-bit encryption algorithm in
CBC mode

DES-EDE3: 192-bit encryption algorithm using
3DES in CBC mode

AES128: Use AES's 128-bit encryption algorithm
in CBC mode

AES192: Use AES's 192-bit encryption algorithm
in CBC mode

AES256: Uses AES's 256-bit encryption algorithm
in CBC mode

Select any one from the

drop-down list

compress

4 Fh 45 A% 5 ; disabled, none, enabled,
adaptive

TLS
renegotiation time

-1is the default in seconds

-1is the default
Enter O or higher to enable

Number of reconnections

Set the number of reconnections of OpenVPN, -1
is an unlimited number of reconnections

-1is an unlimited

number of times, fill in the
number above 0 as the number
of

reconnections, and the

default is 30

Authentication
certificate

server

After checking the box, the common name input
box appears

Enable or disable

Customization options

Reservation settings

Table 9-5
Key Settings:
ucwrrfy = Tools 4¢ Bandwidth # 1P Traffic System &t
@ status > OpenVPN Client i
@ Basic Network >
2 WLAN >
Basic  Advanced  Keys  Status
@ Advanced Network > -
B Firewall > VPN Client #1 (stopped) >
@ VPN Tunnel - For help generating keys, refer to the OpenVPN HOWTO.
Wireguard
5 Certificate Authority
Zerotier
GRE
“
OpenVPN Client
Openvbl Senver Client Certificate
PPTP/L2TP Server
PPTP/L2TP Client 4%
L2TP V3
IPSec Client Key
DMVPN
AR Administration b4 ’
@® More Info StartNow i
Figure 9-45
Key Setup Instructions:
Parameter Meaning How to configure
- . Configure the correspondin Enter the correspondin
Certificate Authority . g - P & - . P &
certificate authorization authorization certificate
. - Configure the corresponding client | Enter the correspondin client
Client certificate . g P & o P 8
certificate certificate
Client Secret Configure the corresponding client | Enter the corresponding client




secret

secret

State:

Table 9-6

HOMTEy

OpenVPN Client

OpenVPN Server

Start Now

PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

IPSec

DMVPN

R Administration 2

Status Description:

Figure 9-46

Tools & Bandwidth # 1P Traffic a8 System £

© Sstatus 4 2
You haven't changed the default password for this router. To change router password_ciick here.
@ Basic Network >
OpenVPN Client
7 WLAN >
& Advanced Network >
B Firewall 2 Basic Advanced Keys Status
& VPN Tunnel ¥
VPN Client #1 (stopped)
Wireguard
gsiatsy Client i not running or status could not be read.
GRE

Refresh Status

The name of the parameter

meaning

How to configure

Start now

Launch OpenVPN now

Enable or disable

Refresh the state

Manually refresh the OpenVPN link

To click or not to click

status

Table 9-7

9.5. OpenVPN Server

OpenVPN is an application-layer VPN implementation based on the OpenSSL library, which is a virtual private tunnel that
provides a secure data transmission between enterprises or between individuals and companies. OpenVPN allows a single
point of participation in the establishment of a VPN using a shared key, e-certificate, or username/password for
authentication.

Step 1: Select "VPN Tunnel > OpenVPN Server" in the navigation bar.

Step 2: Openvpn configuration is divided into four configurations

Basic setting

”0’""79 = Tools 4¢ Bandwidth # 1P Traffic ot System €2
a
@ status > . : i
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
OpenVPN Server Configuration
2 WLAN >
@ Advanced Network >
8 Firewall 2 Basic  Advanced  Keys  Status
€ VPN Tunnel v
VPN Server #1 (Stopped) »

Wireguard

s Start with WAN

GRE

OpenVPN Client Interface Type TUN v

OpenVPN Server

PPTP/L2TP Server Protocol upp v

PPTP/L2TP Client

L2TP V3 Port e

IPSec

DMVPN Firewall Automatic v

— 5 ~
A Administration Authorization Mode Ls 8
® More Info Extra HMAC authorization (tls-auth) Disabled v




Figure 9-47

Basic Parameter Configuration Description:

Parameter

Meaning

How to configure

via the Internet

Whether the network is over a WAN port

Turn on or off

Interface type

The difference between TUN and TAP is that a
TUN device is a point-to-point virtual
appliance at the network layer, while TAP is a
virtual appliance at the Ethernet link layer.
TAP mode: Openvpn bridging mode

TUN mode: openvpn tunnel mode

Drop-down to select TAP mode or
TUN mode

agreement

TCP mode or UDP mode

Select TCP mode or UDP mode
from the
drop-down list

Server port

Server port configuration

The default port is 1194

Firewall modes, including automatic, External

Select automatic, External Only,
or custom from the drop-down

fi Il Onl d cust
irewa nly, and custom drop- down
I The authentication types include TLS, static | Select TLS, static key, or custom
Type of Certification
key, and custom from the drop- down drop-down
Hash message authentication: Default:
Additional Disabled, Bi- directional Enable or select one of the
HMAC certification Incoming (0)

Outgoing (1)

modes

Format: A.B.C.D/M Default:
VPN subnet/netmask Server subnet address and mask assighnment
/ & 10.8.0.0/24
Table 9-8 OpenVPN parameter configuration
Advanced settings:
= Tools ¢ Bandwidth # 1P Traffic o System %2

Status >

B 0

Basic Network >

)

WLAN >

Advanced Network 3

8 ©®

Firewall 2

Wireguard
Zerotier

GRE

OpenVPN Client
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

IPSec

DMVPN

R Administration ?

@® More Info

OpenVPN Server Configuration

VPN Server #1

Poll Interval

Push LAN to clien

Stopped)

ts =

Direct clients to redirect Internet traffic

Respond to DNS

Encryption cipher

Compression

TLS Renegotiation Time -1

Meanage Client-Specific Options

Advanced Setup Instructions:

Figure 9-48

Parameter

Mea

ning

How to configure

Polling interval

0 is not disabled and is in minutes

0 is disabled, and O or greater is
enabled

Push the LAN to the
client

Push the LAN port route of the server to the client

Enable or disable Enabled by
default

Direct the client to
redirect network
traffic

The server responds to the DNS to the client

Enable or disable Not enabled
by default

Respond to DNS

Whether the server will respond to DNS

Enable or disable
Not enabled by default

Enable or disable




Advertise DNS to
clients

The server sends DNS to the client

Not enabled by default

Choose from "BF", "DES", "DES-EDE3",

"AES128", "AES192", and "AES256". BF:

128-bit encryption algorithm using BF in CBC mode

DES: Use DES's 64-bit encryption algorithm in CBC mode
DES-EDE3: uses the 192-bit encryption algorithm of
3DES in CBC mode

Encryption AES128: Use AES's 128-bit encryption algorithm in CBC | Select any one from the
algorithms mode drop-down list
AES192: Use AES's 192-bit encryption algorithm in CBC
mode
AES256: Uses AES's 256-bit encryption algorithm in CBC
mode
compress 4 PRt 50; disabled, none, enabled, adaptive | Adaptive by default
TLS -1is the default

renegotiation time

-1 is the default in seconds

Enter O or higher
to enable

Manage client-
specific options

After enabled, you can configure whether clients or
clients communicate with each other

Enable or disable Not enabled

by default

Allow Client <
-> Client

Whether client-to-client communication is allowed

Enable or disable Not enabled

by default

Clients are allowed

configure which clients the server is allowed to push;
Configurations include CommonName, subnet, netmask,
and push

Enable or disable Not enabled

by default

Allow
user/authentic ation

When enabled, you can configure which users require
authentication,
The configuration includes a username and password

Enable or disable Not enabled

by default

Customization
options

Reservation settings

Default is empty

Table 9-9
Key Settings:
uomrfy = Tools 4¢ Bandwidth # 1P Traffic System &t
© status % OpenVPN Server Configuration
@ Basic Network >
7 WLAN >
@ Advanced Network > Aaned b e
8 Firewal z VPN Server #1 (stopped) >
PHTLODe N For help generating keys, refer to the OpenVPN HOWTO.
Wireguard
Zerotier Certificate Authority
GRE
OpenVPN Client =
uenVa s Server Certificate
PPTP/L2TP Server
PPTP/L2TP Client P
L2TP V3
IPSec Server Key
DMVPN
R Administration ? £
Diffie Hellman parameters
@® More Info
Figure 9-49
Key Setup Instructions:
Parameter Meaning How to configure
Certificate Authority Configure certificate authority Fill in the authorization certificate

Server-side certificates

Configure a server-side certificate

Enter the server certificate

Server key

Configure a server key

Enter the server key

Diffie Hellman parameters

Configure the DH parameter of the
server

Enter the DH parameter of
the server




Table 9-10

State:
ﬁ"'""' fy = Tools 4 Bandwidth # 1P Traffic ad System 2
@ status > . : .
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
OpenVPN Server Configuration
2 WLAN >
@ Advanced Network > RS
@ Firewall 4 Basic  Advanced  Keys  Status
€D VPN Tunnel v,
VPN Server #1 (Stopped) »
Wireguard
Asimict Server is not running or status could not be read.
GRE

Refresh Status
OpenVPN Client

OpenVPN Server

Save v Cancel x
PPTP/L2TP Server
PPTP/L2TP Client

L2TP V3

IPSec

DMVPN

R Administration 4

@® More Info

Figure 9-50

Status Description:

Parameter Meaning How to configure
Start now Launch OpenVPN now Enable or disable
Refresh the state Manually refresh the OpenVPN link | To click or not to click
status
Table 9-11

Example 1:
Example configuration of TUN-TCP

PC1 client server PC2
192.168.1.2 19216811 192.16.1.54 192.16.1.55

Figure 9-51

Server configuration:

OpenVPN Server Configuration

Basit Advanced  Key

VPN Server #1 (Running) .
Start with WAN
Interface Type N v
Protocol
Port
Firewall iitdatic.
Authorization Mode v
Extra HMAC authorization (ts-auth) Dissbled v

VPN subnet/netmask




Figure 9-52

Basic Advanced Keys Status
VPN Server #1 (Running)
Poll Interval 0
Push LAN to clients
Direct clients to redirect Internet traffic
Respond to DNS
Encryption cipher Use Default v
Compression Adaptive v
TLS Renegotiation Time
Manage Client-Specific Options
Allow User/Pass Auth

Custom Configuration
Figure 9-53

Client Configuration (check Allow Tunnel NAT):

OpenVPN Client

Basic  Advanced  Keys  Status

VPN Client #1 (Running)

Start with WAN

Interface Type TUN v

Protocol uoP v

Server Address 192.168.10.69 1194
Firewall Automatic v

Authorization Mode s v
UsernamePassword Authentication

HMAC authorization Disabled L

Figure 9-54

After the link is successful:

OpenVPN Server Configuration

[ st | ez |

Basic  Advanced  Keys  Status

VPN Server #1 (Running)

Data current as of Tue Sep 3 11:19:15 2024.
Client List

Common Name Real Address Virtual Address Virtual IPv6 Address Bytes Received Bytes Sent Connected Since Connected Since (time_t) Username Client ID
client 192.168.10.70:50908 10.8.0.6 29301 29060 Tue Sep 3 09:11:22 2024 1725325882 UNDEF 0

Routing Table

Virtual Address Common Name Real Address Last Ref
10.8.06 client 192.168.10.70:50908 Tue Sep 3 09:11:24 2024

General Statistics

Name Value

Max beast/mcast queue length 0

Refresh Status

Figure 9-55

Select Allow tunnel NAT, which can ping the same server IP address, but cannot ping the subnet IP address



= /home/mobaxterm JMvRiils]

Figure 9-56

Client configuration (uncheck Allow Tunnel NAT):

VPN Client #1 (Running)

Start with WAN

Interface Type TUN ~

Protocol UDP v

Server Address 192.168.10.95 1194
Firewall Automatic v

Authorization Mode TLS v
Username/Password Authentication

HMAC authorization

Create NAT on tunnel Routes must be configured manually.

Figure 9-57
If you do not select Allow tunnel NAT, you can ping the server IP address and the subnet IP address

TAP-TCP configuration example:
Server:

VPN Server #1 (Running)

Start with WAN

Interface Type TAP v

Bridge TAP with LAN (br0' v
Protocol UDP ~

Port 1194

Firewall Aut v

Authorization Mode TS v
Extra HMAC authorization (tls-auth) Disabled v

Client address pool [~ [alleld



Figure 9-58

Client Configuration:

VPN Client #1 (Running) (]

Start with WAN

Interface Type TAP v

Protocol UDP v

Server Address 192.168.10.95 94
Firewall Automatic v

Authorization Mode TLS v
Username/Password Authentication

HMAC authorization Disabled v

Server is on the same subnet

Figure 9-59

After the link is successful, PC1 can ping the server gateway

= /home/mobaxterm el

s TTL=64
s TTL=64
s TTL=64
3ms TTL=64

s TTL=64
s TTL=64
ms TTL=64
s TTL=64

Figure 9-60

9.6. PPTP/L2TP server

PPTP is an extension of the End-to-End Protocol (PPP) that uses the authentication, compression, and encryption
mechanisms provided by PPP, and PPTP can be automatically installed along with the TCP/IP protocol. PPTP and Microsoft
End-to-End Encryption (MPPE) technology provide VPN services for encapsulating and encrypting confidential data. MPPE
encrypts PPP frames with encryption keys generated by the MS-CHAP and MS-CHAP v2 authentication processes. In order
to encrypt valid data contained in PPP frames, the VPN client must use the MS-CHAP, MS-CHAP v2 authentication protocol.

Step 1: Select "VPN Tunnel >PPTP/L2TP Server" in the navigation bar. The specific page is as follows:



m:,mrry

= Tools 4¢ Bandwidth # 1P Traffic System 2
= e S e e e LSS
a
© Sstatus >
PPTP/L2TP Server v
@ Basic Network >
= RNIAR 5 Enable
& Advanced Network > Local IP Address/Netmask 192.168.1.1 / 255.255.255.0
& Firewall 2 Remote IP Address Range
) VPN Tunnel v
Broadcast Relay Mode Enabling this may cause HIGH CPU usage
Wireguard
Zerotier Protocol Type
GRE
OpenVPN Client Encryption
OpenVPN Server
PPTP/L2TP Server DNS Servers
PPTP/L2TP Client
L2TP V3
IPSec
WINS Servers
DMVPN
R Administration ?
@® More Info il
v
L 1
Figure 9-61
= 2
”‘)M"'—y = Tools & Bandwidth #¢ 1P Traffic a8 System £¢
© status N WINS Servers &
@ Basic Network >
2 WLAN >
MTU
@ Advanced Network >
MRU
B Firewall >
&) VPN Tunnel v foptop.
Custom configuration
Wireguard
Zerotier
GRE

OpenVPN Client
OpenVPN Server

PPTP/L2TP Server

PPTP/L2TP User List

Username Password Static IP Address Client Subnet Address Client Subnet Mask
PPTP/L2TP Client
e
AR Administration >
@ More Info Y
Figure 9-62
Step 2: PPTP/L2TP Server parameters
Parameters Meaning How to configure
Enable Click Enable enable
The LAN port IP address and subnet of the | Varies based on router LAN
Local IP address/mask
router parameters
The default value is
Remote IP address/mask | The VPN address of the server 172.19.0.1-172.19.0.6
The default value is Disabled
Broadcast relay mode Trunk mode configuration Disabled, LAN to VPN client, VPN
clientto LAN, Both
Protocol Type Protocol type Default PTP PPTP/L2TP optional
Encrvotion Default MPPE-128 Optional
P Data is encrypted against the VPN MPPE-128/NONE
The d i luti tti f
DNS server € domain hame resolution server settings o Default 0.0.0.0, 0.0.0.0
the VPN
The VPN's domain name resolution server
tti k based th ter'
WINS server SETiNgs - work based on the  COMPUTErs | hofault 0.0.0.0,0.0.0.0

NetBIOS name




The maximum transmission unit of data, which

MTU . ) . Default 1450
represents the outgoing traffic processing
MRU The maximum Fransr’ryssmn u.nlt of data, which Default 1450
represents the incoming traffic processed
Poptop .
Defaul
Customize the settings User-defined efault Is empty

List of PPTP/L2TP users / /

Username Username configuration for the server Default is empty

password Password configuration for the server Default is empty

The VPN address assigned by the server to the

client (within the range of remote IP

Static IP address The default value is 172.19.0

addresses)
The client subnet address | Subnet IP configuration of the client Default is empty
Client subnet mask The mask IP configuration of the client Default is empty

Table 9-12 PPTP/L2TP server parameters

Step 3: Set the parameters as follows:

= Tools & Bandwidth #¢ 1P Traffic a8 System £¢
a
© status > . . i
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network 4
PPTP/L2TP Server v
2 WLAN >
Enable
@ Advanced Network > .
B Firewall > Local IP Address/Netmask 192.166.1.1/ 255.255.255.0
€D VPN Tunnel 7 Remote IP Address Range 172.19.01 172.19.0.6
Wireguard
- e Broadcast Relay Mode Disabled v Enabling this may cause HIGH CPU usage
erotier
GRE
Protocol Type PPTP v
OpenVPN Client
OpenVPN Server Encryption WPl U
PPTP/L2TP Server
PPTP/L2TP Client DNS Servers 0.00.0
L2TP V3
IPSec 0.0.00
DMVPN
00.
B Admivistration > WINS Servers 0.0.00
0.0.00
@ More Info y
L /]
Figure 9-63
a
© Status > 000
@ Basic Network >
MTU
F WLAN >
MRU
@ Advanced Network >
Poptop
3 Fire >
Heait Custom configuration
@ P
Wireguard
Zerotier
GRE PPTP/L2TP User List
OpenVPN Client
OpenVPN Server Username ~ Password Static IP Address Client Subnet Address Client Subnet Mask
PPTR/L2TP Server homtecs123 Secret 172.19.0.2 192.168.1.50 255.255.255.0 n
PPTP/L2TP Client
L2TP V3
DMVPN
A2 Administration >
@ Mere Info

Figure 9-64

Step 4: After the client is successfully connected, you can click the PPTP/L2TP online page at the bottom of the server
configuration page to view the connection status



=) ols Bandwidth » 1P Traffic a8

You haven't changed the default password for this router. To change router password_dick here.
@ BasicN i *
PPTP Users Online
LAN >
Interface Username Online Since VPN IP Address Source IP Address Action
& Ad fy >
Ppppd homtecs123 2024-09-09 14:26 1721902 192.168.10.94

3 F >

— kg 3
i Zerotier

GRE

OpenVPN Client
I~ OpenVPN Server

PPTP/L2TP Server

PPTP/L2TP Client

L2TP V3

IPSec

DMVPN
R Administration >

Figure 9-65
You haven't changed the default password for this router. To change router password_click here.

Current Routing Table v
Destination Gateway / Next Hop Subnet Mask Metric Interface
default 192.168.10.1 0.0.00 0 wan
127.0.00 * 255.00.0 0 lo
172.19.02 * 255.255.255.255 0 ppp4
192.168.10.0 * 255.255.255.0 0 wan
192.168.10.1 5 255.255.255.255 0 wan
192.168.11.0 * 255.255.255.0 0 lan

Figure 9-66

telnet enters the backend of the server and can ping the VPN address of the client
0

P
root@Router /tmp/home/root# ping 1 ).0.2
PING 172.19.0.3 ).3): 56 data bytes
64 bytes 172.19 seq=0 tt1=64 time=1.669
64 bytes 1 9.0 seq=1 tt1=64 time=1.442
bytes 1 ) € seq=2 ttl=64 time=1.439
bytes 1 ) seq=3 tt1=64 time=1.444

bytes S [ 4 0.3: seq=4 tt1=64 time=1.449

9 3 ping statistics ---
5 packets transmltted 5 packets received, 0% packet loss
round-trip mln/aug/max - 1.439/1.488/1.669 ms

Figure 9-67

The client page is connected to the following link, and you can ping the IP address of the server

VPN Status o v

Name 666
Protocol PPTP
Connection Status Connected
IP Address 172.19.0.2

Gateway 192.168.11.1



Figure 9-68

= /home/mobaxterm JEeRLT

= =0 (0% E£%&),

e

Efl8l=1ms TTL=63
32 FflEl=ims TTL=63
32 FIEl=1ms TTL=63
32 BfiEl=1ms TTL=63

= =0 (0% =5=),

o

Figure 9-69

9.7. L2TP/PPTP client

PPTP(Point to Point Tunneling Protocol) is a network technology that supports multi-protocol virtual private networks, and
it is also a layer 2 protocol. Through this protocol, remote users can securely access the corporate network through the
mainstream Windows operating system and other systems with point-to-point protocols, and can dial up to the local ISP to
securely connect to the corporate network over the Internet.

L2TP (Layer Two Tunneling Protocol) is an abbreviation for Layer 2 Tunneling Protocol, which is a type of VPDN (Virtual
Private Dial-up Network) technology, which is specially used for Layer 2 data channel transmission. L2TP provides a means
of remote access access control, and its typical application scenario is that an employee of a company dials in to the
company's local network access server (NAS) through PPP to access the company's internal network and obtain an
IPaddress and access the network resources with the appropriate permissions. The employee dials in to the corporate
network as securely and conveniently as they would on the corporate LAN.

L2TP protocol configuration:

Step 1: Select "VPN Tunnel >PPTP/L2TP Client" in the navigation bar. In the page that opens, you can select an L2TP client
from the drop-down list and modify the relevant parameters.

= Tools ¢ Bandwidth & IP Traffic st System €3

@ stat > :
e You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
L2TP/PPTP Basic v
2 WLAN >

On Protocol ~ Name Server Username Password Firewall Default Route Local IP
@ Advanced Network >

B Firewall >
Wireguard
Zerotier
L2TP Advanced v
GRE
OpenVPN Client on Name ~ Accept DNS MTU MRU Tunnel Auth Tunnel Password Custom Options
OpenVPN Server
PPTP/L2TP Server 1
L2TP V3
1PSec
DMVPN
PPTP Advanced v
R Administration >
on Name ~ Accept DNS MTU MRU MPPE MPPE Stateful Custom Options
@® More Info

Figure 9-70



Step 2: L2TP description

Parameter Meaning How to configure
Enable Click Enable enable
Agreement Select the client mode Select L2TP/PPTP
name Set the name of the client Null

Server address

The IP address or domain name of the server
used for access.

Fill in the IP address or domain
name of the server

Username A legitimate user who has been authorized to | Fill in the username that the server
access the access server. has authorized

Password The access server has authorized a valid user | Fill in the password that the server
password. has authorized

Firewall Set up a firewall Tick/Unchecked

Default route Set the default route Tick/Unchecked

Local IP Set the local IP address Null

Receives the peer DNS Accept L2TP Server to assign DNS addresses YES/NO

MTU Set the MTU parameters 1500

MRU Set MRU parameters 1500

Tunnel authentication Configure tunnel authentication Tick/Unchecked

Tunnel password Set a tunnel password Null

Customize dialing options | Set up custom dialing content Null

Table 9-13 L2TP configuration

PPTP protocol configuration:

Step 1: Select "VPN Tunnel >PPTP Client" in the navigation bar. In the page that opens, you can select an PPTP client from

the drop-down list and modify the relevant parameters.

© status

@ Basic Network

7 WLAN

@ Advanced Network
8 Firewall

€ VPN Tunne
Wireguard
Zerotier

GRE

OpenVPN Client
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

IPSec

DMVPN

R Administration

@® More Info

Step 2: PPTP parameters.

>

>

>

You haven't changed the default password for this router. To change router password_click here.

L2TP/PPTP Basic

on Protocol ~ Name Server Username

on Name ~ Accept DNS

NO v

MTU

PPTP Advanced

on Name ~ Accept DNS MTU

NO v

Figure 9-71

Password

Tools & Bandwidth & 1P Traffic st System &%

a

Firewall Default Route  Local IP

Tunnel Auth Tunnel Password Custom Options

MPPE MPPE Stateful Custom Options

Parameter

Meaning

How to configure

Client-side mode

Select the client mode

L2TP or PPTP

Name

Set the name of the client

Null

Service address

The IP address or domain name of the
server used for access.

Fill in the IP address or domain

name of the server

A legitimate user who has been authorized

Username to access the access server. Fill in the username that the server
has authorized
The access server has authorized a valid | Fill in the password that the server
Password user password. has authorized
Set up a firewall to allow the VPN to
Firewall channel the NAT Tick/unchecked
Set the default route for all data to go
Default route through VPN Tick/Unchecked




Set the local IP address of the specified V
Local IP PN client Null
Accept the peer DNS | Accept the DNS Server Address assigned by
configuration the PPTP Server Disable or enable
MTU Set the MTU parameters 1500
MRU Set MRU parameters 1500
MPPE encryption mode Encryption options Tick/Unchecked
MPPE connection status Set the MPPE connection status Tick/Unchecked
Customize dialing options Set custom dialing options If you need this option, you must
contact our technical support

Table 9-14 VPN PPTP Parameter Configuration

Step 3: Save the settings and complete the VPN rule settings.
Example:

PC1 client VPN server
192.168.1.50 192.168.1.1 192.168.11.1

Figure 9-72

Configure PPTP, bring the router 4G/5G online, and link to the PPTP server

= Tools $¢ Bandwidth # 1P Traffic System ¥
a
© status . ; i
You haven't changed the default password for this router. To change router password_click here.
© Basic Network >
L2TP/PPTP Basic According to the network environment configuration v
T WLAN >
On Pratocol ~ Name Server Usemame Password Firewall Default Route Local IP
& Advanced Network >
¥ PPTP 666 192.168.10.95 homtecsi23 1234 v - [ x|
Firewall >
&0 ven
.
Zerotier
GRE
OpenVPN Client L2TP Advanced ¥
|- OpenVPN Server
an Name ~ Accept DNS MTU MRU Tunnel Auth  Tunnel Password Custom Options
PPTP/L2TP Sarver
= PPTP/LZTP Cliemt ,V .
L27P V3
DMVPN
B Administration 1]
PPTP Advanced v
@ More Info on Name ~ Accept DNS MU MRU MPPE MPPE Stateful Custom Options =

Configure PPTP, bring the router 4G/5G online, and link to the PPTP server

VPN Status s v
Name 666

Protocol PPTP

Connection Status Connected

IP Address 172.19.0.2

Gateway 192.168.11.1

Figure 9-74




The PC can ping the PPTP server gateway through the router Internet access
' = /home/mobaxterm JEeRLT 13

= =0 (0% E£%&),

e

F4),

o

Figure 9-75
Example 2: Uncheck Default Route
L2TP/PPTP Basic
on Protocol ~ Name Server Username Password Firewall Default Route Local IP
N PPTP 666 192.168.10.95 homtecs123 1234 v X
L2TP v
Figure 9-76

9.8. L2TPv3

L2TPv3 (Layer Two Tunneling Protocol - Version 3) is a Layer 2 tunneling technology that transparently transmits multiple
Layer 2 packets (such as PPP, Ethernet, HDLC, and ATM) and transparently transmits Layer 2 access links on the user side in
packet-switched networks. L2TPv3 is an L2VPN solution for IP-based networking. L2TPv3 is formerly Cisco's proprietary

protocol, --- Universal Transport Protocol (UTI).

Step 1: Select "VPN Tunnel > L2TPv3" in the navigation bar.

= ools $¢ Bandwidth
You haven't changed the default password for this router. To change router password_click here.
@ Basic N i »
Tunnel Setting
LAN >
O Local T Al R ts Server Adds
@ Advanced Net >
B Firewall »

Session Setting

OpenVPN Client

on Index Tunnel ID Local Session ID Local Address And Mask

Remoate Session
= Remote Address And Mask

OpenVPN Server
PPTP/L2TP Server

PPTP/L2TP Client

IPSec

DMVPN

o

R Administration >

@ More Info

Work Made



Step 2: L2TPv3 parameters

Figure 9-77

Parameter

Meaning

How to configure

Local tunnel ID

Local tunnel ID

Default is empty

ID of the peer tunnel

ID of the peer tunnel

Default is empty

Server address

The address of the peer WAN
port

Default is empty
Format: A.B.C.D,

Session setting sequence number

serial number

Default is empty

Session Setup Tunnel ID

Tunnel ID

Default is empty

Local session ID

Local session ID

Default is empty

The ID of the peer session

The ID of the peer session

Default is empty

Local tunnel address and mask

Local tunnel address and
subnet

Format: A.B.C.D/M
Default is empty

Peer tunnel address and mask

The address and subnet of the
peer tunnel

Format: A.B.C.D/M Default is empty

Working mode

It is divided into routing,
gateway and bridging

The route mode is selected by default

Table 9-15 L2TP V3 parameters

Step 3: Set the parameters as follows:
R1: local IP address 192.168.1.1/32, WAN port IP address 192.168.10.77

Tools 5¢ Bandwidth # 1P Traffic System 2

© Sstatus > 3
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Tunnel Setting v
2 WILAN >
On Local Tunnel ID Remote Tunnel ID Server Address
& Advanced Network >
v 1 1 192.168.10.95
B Firewall 2
v |
€0 VPN Tunnel ¥
Wireguard
Zerotier
GRE
OpenVPN Client Session Setting v
OpenVPN Server
. Rs te Sessi
PPTP/L2TP Server on Index Tunnel ID Local Session ID ”Jemo € SESSION | ocal Address And Mask Remote Address And Mask Work Mode
PPTP/L2TP Client H
v 1 1 i " 10.5.1.1/32 10.5.1.2/32 ROUTER
L2TP V3
IPSec ROUTER ;1
DMVPN
R Administration ? m
L
Figure 9-78

R2: local IP address 192.168.2.1/32, WAN port IP address 192.168.10.169




""Mrfy = Tools 4¢ Bandwidth # 1P Traffic & System €2
a
@ status > . : i
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Tunnel Setting v
2 WILAN >
On Local Tunnel ID Remote Tunnel ID Server Address
& Advanced Network >
v 1 1 192.168.10.94
Firewall 2
Wireguard
Zerotier
GRE
OpenVPN Client Session Setting v
OpenVPN Server
. Rs te Sessi
PPTP/L2TP Server on Index Tunnel ID Local Session ID ‘Demo € SESSION | ocal Address And Mask Remote Address And Mask Work Mode
PPTP/L2TP Client
v 1 1 i " 10.5.1.2/32 10.5.1.1/32 ROUTER
IPSec e
RO v
DMVPN
R Administration ?
T Info Savev | Cancelx
hitps://192.168.10.95/# v,

Figure 9-79

After the connection is established, you can view the information through the route tables of R 1 and R 2, and ping the
tunnel address and gateway IP address of the peer end

R1:

Current Routing Table v
Destination Gateway / Next Hop Subnet Mask Metric Interface
default 192.168.10.1 0.0.0.0 0 wan
10.4.168.0 *‘ 255.255.255.0 4] modem
10.5.1.2 " 255.255.255.255 0 12tpeth1
127.0.00 * 255.00.0 0 lo
192.168.1.0 % 255.255.255.0 0 lan
192.168.2.0 £ 255.255.255.255 0 12tpeth1
192.168.10.0 " 255.255.255.0 0 wan
192.168.10.1 * 255.255.255.255 0 wan

Figure 9-80

from
from
from
from
from

5 packets transmitted,
round-trip min/favg/max =

uter:/tmp/home/r
£
from
from
from
from
from

5 packets transmitted, 5 pack receilved, |
round-trip munfavg/max = 0.2 .282/0.324 ms

Figure 9-81



R2:

Current Routing Table v
Destination Gateway / Next Hop Subnet Mask Metric Interface

default 192.168.10.1 0.0.0.0 0 wan

10.5.1.1 * 255.255.255.255 0 [2tpeth1

127.0.0.0 x 255.0.0.0 0 lo

192.168.1.0 = 255.255.255.0 0 [2tpeth1

192.168.2.0 * 255.255.255.0 0 lan

192.168.10.0 * 255.255.255.0 0 wan

192.168.10.1 X 255.255.255.255 0 wan

Figure 9-82

root@outer:/tmp/home/root# ping

PING ( ): 56 data bytes
64 bytes from : seq=0 ttl=64

64 bytes from : seg=1 ttl=64

64 bytes from : seqg=2 ttl=64

64 bytes from l: seg=3 ttl=64

64 bytes from : seg=4 ttl=64

AC

— pung statistics

5 packets transmitted, 5 0% packet loss
round-trip min/ f

root@outer:/tmp/home/root# ping
PING (192 Ji 5€
64 bytes from f 1 seq
from : C
from
from

a8

Wowmowmn

ping statistic
4 packets transmitted, 4
round-trip min/avg/max

Figure 9-83

9.9. IPSec

IPSec is a protocol built on top of the Internet Protocol (IP) layer that enables two or more hosts to communicate in a
secure manner. IPSec is the long-term direction for secure networking. It provides proactive protection against attacks on
private networks and the Internet through end-to-end security.

Step 1: Select "VPN Tunnel >IPSec" in the navigation bar.



m:,mrry

= Tools 4¢ Bandwidth # 1P Traffic System 2
a
© Sstatus >
IPSec
@ Basic Network >
2 WILAN >
@ Advanced Network > GroupSetup  BasicSetup  Advanced Setup
B Firewall 2
Enable IPSec
€D VPN Tunnel 4
Wireguard IPSec Mode
Zerotier
IPSec Extensions
GRE
OpenVPN Client
Local Security Gateway Interface
OpenVPN Server
PPTP/L2TP Server
Local Security Group Subnet/Netmask
PPTP/L2TP Client
LZiEes Local Security Firewalling
IPSec
DMVPN Remote Security Gateway IP/Domain
R Administration ?
Remote Security Group Subnet/Netmask
L ® More info Remote Security Firewalling v,
Figure 9-85
Step 2: This IPSec page is divided into two phases of configuration.
1. The first stage parameter configuration interface is shown in the following figure:
5
”‘)M"'—y = Tools & Bandwidth #¢ 1P Traffic a8 System £¢
a
© status >
IPSec
@ Basic Network >
2 WLAN >
@ Advanced Network > Group Setup Basic Setup Advanced Setup
B Firewall >
Enable IPSec
) VPN Tunnel >
Wireguard IPSec Mode
Zerotier
IPSec Extensions
GRE
OpenVPN Client
Local Security Gateway Interface
OpenVPN Server
PPTP/L2TP Server
Local Security Group Subnet/Netmask
PPTP/L2TP Client
LRTRN Local Security Firewalling
IPSec
DMVPN Remote Security Gateway IP/Domain
AR Administration >
Remote Security Group Subnet/Netmask
@ wore Info Remote Security Firewalling v

IPSec description of the first stage:

Figure 9-86

Parameter

Meaning

How to configure

Enable IPsec

Specifies whether to enable IPsec
configuration

Enabled or not enabled

IPSec extension

Three IPsec networking methods:
Normal IPsec/GRE Over IPsec/L2TP
Over IPsec

Configure the networking mode of
the server corresponding to the Yess

Local security group subnet

Local subnet configuration

You do not need to configure
subnets in transmission mode, but
you need to configure them in
automatic and tunnel modes. Enter
the local subnet address. Format:
A.B.C.D/M,

On-premise security firewall

Whether the firewall is enabled

Enabled or not enabled

IP address/domain name of the
remote security gateway

IPsec server IPO or domain name




You do not need to configure
subnets in transmission mode, but
you need to configure them in
Remote security group subnet Remote subnet configuration automatic and tunnel modes. Enter
the remote subnet address. Format:
A.B.C.D/M,

Whether the firewall is enabled
Remote Security Firewall Enabled or not enabled

Table 9-16 IPSec Phase 1 Parameter Configuration

After the configuration is complete, click the Save Settings button for the configuration to take effect.
2. Figure 9-30 shows the parameters in the second stage.

MOMTFy = Tools & Bandwidth # 1P Traffic & System ¥

O stanis 5 Group Setup  BasicSetup  Advanced Setup
i >
@ Basic Network Keying Mode
2 WLAN >
Auth Mode Preshared Key v
@ Advanced Network >
Phase 1 DH Group
B Firewall >
0 VPN Tunnel v Phase 1 Encryption
Wireguard i
Phase 1 Authentication
Zerotier
GRE Phase 1 SA Life Time
OpenVPN Client
OpenVPN Server
PPTP/L2TP Server Ehase; 2 DHGIoup
PPTP/L2TP Client
Phase 2 Encryption
L2TP V3 i
IPSec
Phase 2 Authentication
DMVPN
AR Administration 2 Phase 2 SA Life Time
® More Info Preshared Key
L

Figure 9-87

IPSec description of the second stage:

Parameter Meaning How to configure

Select from the drop-down column Table
Use this setting when enabling perfect forward

DH Group encryption. This setting is configured for the | Select the appropriate group name from the

key length of the IPSec phase Il SA negotiation drop-down column Table

Select the drop-down column Table

Encryption Supports three encryption methods: des, 3des | seject the appropriate group name from the
and aes
drop-down column Table

Fill in the appropriate key life cycle

SA Life Time IPSec SA (IPSec Security Association) Value range: 120~86400
encryption lifetime
Unit: seconds

Table 9-17 IPSet Phase Il parameters
Configuration example:




Note: Set the public IP address according
to the network environment

192.168.100.69

192.168.100.6

Fammeesss e |
>
R
PC1 client IPsec server
10.10.4.12 10.10.41 192.168.1.1
Figure 9-88
Group Setup:
IPSec
o s | o |
Group Setup Basic Setup Advanced Setup
Enable IPSec
IPSec Mode Server v
IPSec Extensions Normal v
Local Security Gateway Interface Cellular v
Local Security Group Subnet/Netmask 192.168.1.0/24 ex. 192.168.1.0/24 Local LAN port IP
Local Security Firewalling
Remote Security Gateway IP/Domain 0.0.00
llemote Security Group Subnet/Netmask 10.10.4.0/24 ex. 192.168.88.0/24 LAN IP of the remote device
Remote Security Firewalling

Figure 9-89

Basic Setup:

Default parameters

Group Setup. Basic Setup Advanced Setup

<

Keying Mode

Auth Mode Preshared Key v

Phase 1 DH Group

Phase 1 Encryption

Phase 1 Authentication

seconds

Phase 1 SA Life Time

Phase 2 DH Group

Phase 2 Encryption

Phase 2 Authentication
Phase 2 SA Life Time 3600 seconds

Preshared Key

Figure 9-90



IPSec client:
Group Setup:

IPSec

[ Lo

Group Setup Basic Setup Advanced Setup

Enable IPSec

IPSec Extensions Normal v

Local Security Gateway Interface 3G Cellular v

Local Security Group Subnet/Netmask 10.10.4.0/24 ex

Local Security Firewalling

Remote Security Gateway IP/Domain 192.168.10.69 WAN port IP of remote device

Remote Security Group Subnet/Netmask

Remote Security Firewalling

Note: The public IP address shown in the figure is set based on the current network environment
Basic Setup:

Default parameters

Group Setup Basic Setup Advanced Setup

Keying Mode IKE with Preshared Key v
Phase 1 DH Group Group 2 - modp1024 v

Phase 1 Encryption 3DES (168-bit) v

Phase 1 Authentication MD5 HMAC (96-bit) v
Phase 1 SA Life Time 28800 seconds

Phase 2 DH Group Group 2 - modp1024 v

Phase 2 Encryption 3DES (168-bit) v

Phase 2 Authentication MD5 HMAC (96-bit) v
Phase 2 SA Life Time 3600 seconds

Preshared Key

Advanced Setup:

Default parameters



Advanced Setup

Aggressive Mode

Compress(IP Payload Compression)
Dead Peer Detection(DPD)

ICMP Check

IPSec Custom Options 1

IPSec Custom Options 2

IPSec Custom Options 3

IPSec Custom Options 4

After the configuration is completed and the connection is successful, the IP addresses of the client and server can ping
each other, increasing the amount of incoming and outgoing traffic through Ipsec.

Client ping sever:

VPN Status -3 v
VPN Mode Openvpn Client1
Local IP Address 0.0.00
A lEl=2ms TTL=127
At lE=1ms TTL=127 Remote IP Address 0000
Connection Status Disconnected
S5 A =2h VPN Mode Openvpn Client2
Local IP Address 0000
Remote IP Address 0000
Connection Status Disconnected
ms TTL=127 IPSec 1 Connected
e Et:i;; Phase 1 Status 11 seconds
R I Phase 1 IKE 3DES_CBC/HMAC_MDS5_96/PRF_HMAC_MDS/MODP_1024
Phase 2 Status TUNNEL
Phase 2 ESP 3DES_CBC/HMAC_MD5_96
IPSec Recv. 780 Bytes
1 IPSec Send. 780 Bytes

Sever ping client:

VPN Status a v
IPSec 1 Connected

4 ims TTL=127
Phase 1 Status 3 minutes g 1ims TTL=127
Phase 1 IKE 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024 !
Phase 2 Status TUNNEL
Phase 2 ESP 3DES_CBC/HMAC_MD5_96/MODP_1024
IPSec Recv. 113782 Bytes
IPSec Send. 22207 Bytes

UNREGISTERED VERSION -

Note: The usage of IPSec server is based on data transmission between clients with limited access.

9.10. DMVPN

DMVPN is a highly scalable IPSec VPN solution, and the so-called high scalability refers to the solution suitable for
large-scale deployment at the enterprise level, for example, for a network environment where an enterprise has hundreds
of branch offices. Due to the limitations of the traditional IPSec VPN star network topology, the central site configuration is
large, the traffic delay between branch sites is large, the maintenance cost is too large, and each branch site requires a
fixed IP address, so the traditional IPSec is no longer applicable. DMVPN has simple configuration, good performance,
supports dynamic IP addresses, provides a fully interconnected topology, zero packet loss, and supports multicast from
branch structure to center. It consists of four basic components, namely mGRE, NHRP, Dynamic Routing Protocol, and
IPSec.



Step 1: Select "VPN Tunnel>DMVPN" in the navigation bar.

romn

= Tools ¢ Bandwidth o 1P Traffic
@ Sstatus 4 A - .
You haven't changed the default password for this router. To change router password_click here.
® Basic Network >
DMVPN
= WLAN >
Enable DMVPN
@ Advanced Network >
@ Firewall > Tunnel Address
A i Tunnel Netmask
Wireguard
Zerotier Tunnel MTU
GRE
OpenVEN Client Tunnet Key
OpenVPN Server
Tunnel Source
PPTP/L2TP Server
PPTP/LZTP Client
’ e NHRP Server Address
L2TP V3
i NHRP Tunnel Address
M Administration > NHRP Server Address 2
NHRP Tunnel Address 2
© More Info
-
(("‘" Tools ¢ Bandwidth o IP Traffic af
@ Status * S
NHRP Key
® Basic Network >
Keying Mode
= WLAN >
Phase 1 DH Group
@ Advanced Network >
B Firewall » Phase 1 Encryption
e Phase 1 Authentication
Wireguard
R Phase 1 SA Life Time
GRE
Phase 2 DH Grou;
OpenVPN Client P
OpenVPN Server
Phase 2 Encryption
PPTP/L2TP Server
PPTP/LZTP Client s el
L2TP V3
e Phase 2 SA Life Time
R Administration » Preshered:Key.
Dead Peer Detection(DPD)
© More Info
-
- o .
@ Sstatus 4 5 i
Keying Mode KE with Preshared Key v
® Basic Network >
Phase 1 DH Group P 2 - mod ~
= WLAN >
& Advanced Network > PrEsKVTRAon okt
@ Firewall > Phase 1 Authentication MD5 HMAC (96-bit v
£ VPN Tunne
Phase 1 SA Life Time
Wireguard
Zerotier Phase 2 DH Group oup 2 - modp1024 v
GRE
OpenVPN Client Phase 2 Encryption 3DES (168-t v
OpenVPN Server
S Phase 2 Authentication MDS HMAC (96-t -
erver
PPTP/LZTP Client
Phase 2 SA Life Time
L2TP V3
1PSec
Preshared Key
R Administration > Dead Peer Detection(DPD)
IPSec Custom Options 1
© More Info ’

Step 2: The DMVPN parameters page is divided into two pages: DMVPN and BGP configuration:

DMVPN parameters are described as follows:

Parameter

Meaning

How to configure

Enable DMVPN

D Enabling and disabling MVPN

The default is disabled

Tunnel address

The tunnel address of the GRE

Default is empty; Format: A. B.C.D/M




Tunnel mask

Tunnel mask for GRE

Default is empty; Format: A. B.C.D/M

Tunnel MTU

GRE tunnel MTU value

The default is 0; Range: 0-2000

Tunnel key

GRE tunnel key

Default is empty;

The source address of
the tunnel

Contains modem, wan, sta, sta2

Default: modem

Key mode

| KE/IKE v2 is supported

Default IKE

Stage 1/Stage 2 DH
group

Group 1, Group2, Group5 are supported

Default Group2

Phase 1/Phase 2
Encryption
Methods

Supports 3DES,AS-128, AES-192, AES-256

Default 3DES

Phase 1/Phase 2
Certification
Methodology

Support NONE, MD5, SHA1, SHA2

Default MD5

Phase 1 SA is in force

The duration of the SA in Phase 1

The default is 28800 Unit: seconds
Range: 1-86400

Phase 2 SA effective
time

The duration of the SA in Phase 2

The default is 28800 Unit: seconds
Range: 1-86400

Pre-shared key

The key of the IPSec must be the same as
that of the server

Default is empty

DPD
function

Enabling and disabling digital distortion
detection

Default: Disabled

Detection cycle

The interval between the tests once

Default: 30 Unit: seconds Range: 1-86400

Detect timeout

intervals

IPSec detection timeout period

Default: 150 Unit: seconds Range: 1-86400

IPSec Custom Options
1-4

IPSec custom content

Default is empty

Step 3:D configure the parameters on the MVPN page (including the BGP parameters on the Route Table Settings page).

Table 9-18 DMVPN parameters




CHomTE cs)

@ status

@ Basic Network

@ Advanced Network

Firewall

& VPN Tunnel

I~ Wireguard
Zerotier
GRE

|~ OpenVPN Client

i~ OpenVPN server
PPTP/LITP Server
PPTP/L2TP Client
L2TP V3
1PSec

DMVPN

R Administration

@ More info

CHomTE cs)

@ status

@ Basic Network

@ Advanced Network

Firewall

& VPN Tunnel

I~ Wireguard
Zerotier
GRE

|~ OpenVPN Client

i~ OpenVPN server
PPTP/LITP Server
PPTP/L2TP Client
L2TP V3
1PSec

DMVPN

R Administration

@ More info

H
H

Schedule
i~ DDNS

Routing

a)

WLAN

@ Advanced Network

Firewall
& VPN Tunnel

B Administration

© More Info

DMVPN

Enable DMVPN

Tunnel Address

Tunnel Netmask

Tunnel MTU

Tunnel Key

Tunne! Source

NHRP Server Address

NHRP Tunnel Address

NHRP Server Address 2

NHRP Tunnel Address 2

Tools ¢ Bandwidth & System £

You haven't changed the default password for this router. To change router password_click here.

Figure 9-94

NHRP Tunnel Address 2

NHRP Key

Keying Mode

Phase 1 DH Group

Phase 1 Encryption

Phase 1 Authentication

ase 1 SA Life Time

Phase 2 DH Group

Phase 2 Encryption

Phase 2 Authentication

Phase 2 SA Life Time

Preshared Key

P

KEwith Preshared Key ~ ~

2- modp1024

MDS HMAS

MD5 HMAC

ES (168-bit)

96-bit

Tools ¢ Bandwidth & System £

Figure 9-95

BGP

Enable BGP

Custom Configuration

BGP Instance

On AS

v 65000

BGP Network
on AS

@ 65000

Router ID

172.16.1.1

Network

192.168.1.0

Tools & Bandwidth 1P Traffic s System €2

Description

Description

Figure 9-96



- o e )

&
BGP Redistribute a
@ status >
on AS Descriptior
WAN
Cellular
LAN
1Pvé
AL BGP Peer
Schedule
e on AS peer Remote AS Description
v 65000 1721612 65000
S Vi N >
= LA v 65000 1721618 65000
@ Advanced Network >
B3 Firewall >
& VPN Tunnel >
M Administration 2 BGP Custom Configuration
on AS Custom Configuration Description

@ More Info

Figure 9-97

Step 4: After the configuration is complete, view the information about the route table, as follows:

R1

root@Router: /tmp/etc# route -n
Kernel IP routing table
Destination Gatewa Flags Metric Ref Use
0.0.0.0 b 8 .0.0. uG 0
) p u 0 ¢} B lo
uG (6] dmvpn
(0] 0 dmvpn
[¢] bre
(¢] ® dmvpn
0 1
(¢}
root@outer
PING 19
from
s from
from .
64 bytes from seq=3 ttl=64

1 ping statistics ---

4 pagketr transmitted, 4 packets received, 0%
round-trip min/avg/max = 1.144/1.396/1.748 ms

root@Router:/tmp/etc# p1i
PING 1 1 ( 6 data bytes
64 byt 27 tum
64 bytes 1 1 1 2 i
64 bytes
64 bytes
64 bytes from 192.1
1 )ing statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.383/1.511/1.615 ms

root@Router: /tmp/etc# I

Figure 9-98

R2



root@outer:/tmp/home/root#

root@outer:/tmp/home/root# route -n

Kernel IP routing tabl

Destination ay Genmask Flags Metric Ref Use Iface

1€ 10.1 0.0.0.0 uG (¢] 0 0 v

255.0.0. u 0 ¢ 01
255.255.255. uG (0] O 0 dmvpn
255.255.2 UH O @ dmvpn
255 .255. uG O 0 dmvpn
255.255.255. u 0 0 bre
255.2 255.0 u 0 0 (]
255 -255 UH 0 0 v

64 bytes C 6 1 .268
64 bytes from g=1 tt1=64 ti .156
64 bytes from 2q=2 ttl1=64 ti .476
64 bytes from : seq=3 ttl=64 ti .344
64 bytes from 1 .1: seq=4 ttl=64 ti .226
A0

1.1 ping statistics ---
ransmitted, 5 packets received, 0% packet loss

bytes
time=1.625
time=1.568
time=1.544
.554
727

p ived, 0% packet loss
round-trip min/avg/max = 1.544/1.803/2.727 ms

Figure 9-99

10. Administration

10.1. Identification

In the navigation bar, select “Administration > ldentification”. On the page, you can modify the parameters of the
identification. Identify the router, host name, and domain. If there are many network devices in the LAN, you can set the
name of the router to distinguish it from other devices.

You haven't changed the default password for this router. To change router password _click hen

Router Identification

Router Name
@ Advanced Network >

S o > Hostname
/PN Tunnel ’
& VPN Tunn Domain Name
ks

Time

Figure 10-1

Description of Identification

Parameter Description

The default value is Router, which can contain up to 32
The name of the router | English characters, and is displayed on the system status page after setting.

The default value is Router, with a maximum of 32 English

The name of the host characters, and the user-set name is displayed in the Windows LAN after setting.
The default value is empty, with a maximum of 32 English characters, and the domain
Domain name here is the domain of the WAN port, which is not required for general users.

Table 10-1 System Identity configuration parameters

After the configuration is complete, click the Save Settings button for the configuration to take effect.

10.2. Time



The G51 Router supports Network Time Protocol (NTP). When the NTP network is matched, the system time of the router
corresponds to the actual time, and the functions such as task management are executed at the correct time. The specific
steps are as follows.

Step 1: Select "Administration > Time" in the navigation bar.

_ = s % S 4 Pafics  Setem &

a

© status >
You haven't changed the default password for this router. To change router password_click here.

@ Basic Network >

Time
7 WLAN >
@ Adwncedbiivok Router Time Mon, 19 Aug 2024 14:44:27 +0800 (GOSN
B3 Firewall >

Time Zone UTC+08:00 China, Hong Kong, Western Australia, Singapore, Taiwan v
€ VPN Tunnel >

Auto Daylight Savings Time

Identification
Auto Update Time Every 4 Hours v

Admin Access

HTTPS Certificate Trigger Connect On Demand

Scheduled Reboot
NTP Time Server Asia v
SNMP

Storage Settings

M2M Settings

TR-069

Configuration
Savev’ Cancel X
Logging

Upgrade

Figure 10-2 Screenshot of system time configuration

Step 2: Configure the system time parameters:

Parameter Meaning How to configure

time zone The type of time synchronization for system | drop-down list box selection
time verification

Automatic Set the time for automatic syncing Select from the list box

time synchronization

Sync when needed Sync time only when needed Enabled or not enabled

NTP Network Time Server NTP clock server Select Default or ASIA

Table 10-2 Configure system time parameters
Step 3: Click Save to complete the system log parameter configuration.

A\

WARNING

If you have internet access but the time update fails, try to select a different NTP time server.

10.3. Admin Access

In the navigation bar, select "Administration > Admin Access". On the page, you can modify the parameters related to the
access settings.

On this page, you can configure some basic web access settings for your convenience.
The password setting option is to change the password of the system account admin.

Remote Access: Enable remote access, open the corresponding port, and save it.



a

© status >
@ Basic Network >
% WLAN >
@ Advanced Network >
B Firewall >
€ VPN Tunnel >
Identification
Time
Admin Access
HTTPS Certificate
Scheduled Reboot
SNMP
- Storage Settings
M2M Settings
TR-069
Configuration
Logging
Upgrade ,

Tools &¢ Bandwidth & 1P Traffic o System %

You haven't changed the default password for this router. To change router password_ciick here.

WebAccess

Local Access {TTP v
HTTP Access Port

Remote Access Disabled v
Allow Wireless Access

Block WAN Ping

SSH Enable at Startup

Allow Telnet Remote Access

Allow HomePlug AV MME

Password

Figure 10-3 Screenshot of the configuration management configuration

Admin Access description

Parameter

Meaning

How to configure

Local access

SET LAN/HTTPS/HTTP&HTTPS TO LAN WEB
ACCESS PROTOCOL

drop-down list box selection

HTTP access port

Default is 80

Remote access

BY DEFAULT, HTTP/HTTPS/HTTP&HTTPS IS
SELECTED FOR REMOTE WEB ACCESS
PROTOCOLS SUCH AS WAN/MODEM/VPN

drop-down list box selection

Allow wireless access

WIFI CLIENT DEVICES ARE ALLOWED

Select Default or ASIA

WAN port is not pinged

EXTERNAL PINGS ARE TACITLY PROHIBITED

TICK: BAN PING; UNCHECKED: PING
IS ALLOWED

SSH boot starts

SSH is not enabled by default

Check: On; Uncheck: Off

Enable Telnet remote access

Remote telnet access is not enabled by
default

Check: On; Uncheck: Off

Table 10-3

After the configuration is complete, click the Save Settings button for the configuration to take effect.

10.4. HTTPS Certificate

In the navigation bar, select “Administration >HTTPS Certificate”. On the page, you can import and export HTTPS
certificates and keys. As shown in the figure below 10-4

_ - Tools 5 Bandwidth #  PTofice  System @
8 state 2 You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
% WLAN > Generate Certificate
@ Advanced Network > Common Name (CN)
63 Firewall >
& VPN Tunnel >
® . Import Certificate
‘ Certificate + Private Key (PEM Format):
No fle chosen
Admin Access Download Certificate
HTTPS Certificate
SNMP
Storage Settings
Figure 10-4
HTTPS Certificate parameters
Parameter Meaning How to configure
Generic name The name of the generated certificate Configure the name and click
Generate

Import the certificate and
private key

Import of certificates and keys

Put the certificate and key in one
formatpem file and select the file to
import




You need to import the certificate
Certificate Download the certificate and key before you can download
the certificate

You need to import the certificate
Keys Download the key and key before you can download
the key

Table 10-4 HTTPS Certificate parameters

10.5. Scheduled Reboot

In the navigation bar, select “Administration > Scheduled Reboot”. On the page, you can modify the parameters of the
Scheduled reboot function.

_ = Tools §¢  Bandwidth #  IPTaffcat  System @

I S T T ST M TS ST T SIS T T ST T T T g T v
@ Basic Network >
Scheduled Reboot v
% WLAN >
Enabled
@ Advanced Network >
B Firewall > Time
& VPN Tunnel g Days sun Mon Tue Wed Thu Fri Sat Everyday
Time

Figure 10-6

After the configuration is complete, click the Save Settings button for the configuration to take effect.

Example:
_ = Tods K Bandvidth 4 PTaffca Sstem @

T YT ¥ T T ST W TS [ VYT T S TS T ST T T S T

@ Basic Network >
Scheduled Reboot v

7 WLAN >
Enabled
@ Advanced Network >

B Firewall > Time 100 i

& VPN Tunnel 2 Days B sun [ von [ Tue [ wed [ Thu [:%;;\ Fi [ sat [ Everyday

dentification Cancelx

Time
Admin Access

= HTTPS Certificate

fuled Reboot
SNMP

- Storage Settings
M2M Settings

TR-069

Configuration
Logging

Upgrade v

Figure 10-7

Tick "On" and set the drop-down time to 16:00
After synchronizing the device time, the device will automatically restart when it reaches 16:00

10.6. SNMP

After the Simple Network Management Protocol (SNMP) function is enabled, you can use SNMP management tools to
remotely monitor devices and view their running status.

Stepl: select “Administration > SNMP”. On the page, you can modify the parameters of the SNMP function. As shown in
figure 10-8



© status >
@ Basic Network >
7 WLAN >
@ Advanced Network >
B Firewall >
€ VPN Tunnel >
R Administration v

Identification
Time

Admin Access
HTTPS Certificate

Scheduled Reboot

Tools & Bandwidth & IP Traffic st System €2

You haven't changed the default password for this router. To change router password_click here.

SNMP Settings

Enable SNMP

Port

Remote Access

Allowed Remote
IP Address

System Name

SNMP Location

Storage Settings

M2M Settings Contact

TR-069

Configuration RO Communty.

e RW Community

Upgrade =

Figure 10-8
Step 2: SNMP parameters
Parameter
Meaning How to configure

SNMP service

Use SNMP services

Radio button selection
Enabled Disable

Service port

It is recommended that you configure the
SNMP service listening port to 161 as the
default end

Value range: 1~65535
Default: 161

Allows remote management
of IPs

The server address reported by the router
link status

Format: A.B.C.D. interface type

Table 10-5 SNMP parameter configuration

- ——
® Basic Network >
Enable SNMP
T WLAN >
@ Advanced Network > Port
@ Firewall >
Remote Access
& VPN Tunnel ¥
Allowed Remote
R istrat 1P Address
identification
Time System Name
Admin Access
HTTPS Certificate Location
Scheduled Reboot
SNMP Contact
Storage Settings
. RO Commurity
M2M Settings
TR-069
RW Community
Configuration
Loggin:
i SNMPY3 Authentication Type NONE ~
Upgrade
@ More Info i SNMPv3 Privacy Type NONE
L

Figure 10-9

You can use the MIB tool to query device data through SNMP




®& MIB Browser - [im] e
File Search View Help
B-& iso
=& og
B8 dod
E-& intemet
-0 directory
00 expenimental
E-& private
“~[1] enterprises
SNMP GET X

[Agent (addi) [192.168.1.1 v| | Timeout |2om Z| Get |

[Community | rocommunity v| | Reties | 1 [%]

[1361.21.1.1.0 v

[1.36.1.21.2.21.28] = vian2
[1.36.1.21.221.29) = b0
[1.361.21.221.210] = ral
[1.361.21.221.211] = a2
[1.361.21221.212] = a3
[1.36.1.21.221.213] = wds0

| |11.3.6.1.21.1.1.0] = Linux Router 3.4.113 #2 Thu Jul 4 16:29:24 HKT 2024 mip Goto | |
Mig r';
| Close | | —
op [T :
SYNTAX | -
ACCESS |
_STATUS_|
'Mem: 56 KB Files: 5 Nodes: 9
NMINFE %7 g
Figure 10-10

10.7. M2M Settings

Router communicates with the M2M (Machine-to-Machine) platform through the D&Com proprietary platform
management protocol, which enables remote maintenance management and on-site network status monitoring and
management, such as viewing device information, patch upgrades, firmware upgrades, Configure parameters to view the
network signal strength, latency, and traffic of the device. The specific settings are as follows:

Step 1: Select "Administration>M2M Settings" in the navigation bar. On the page, you can modify the relevant parameters
of the M2M platform management function to connect it with the management platform.

-

= Tools & Bandwidth ¢ 1P Traffic a4 System £¢

asic Networl

You haven't changed the default password for this router. To change router password_ciick here.

Z WLAN >
& Advanced Network > m2m
8 Firewall 2 M2M Enabled
€} VPN Tunnel >
Fail Action Restart M2M w
AR Administration v
Device ID
Identification
Time
Admin Access M2M Server/Port detranxicp.net 6000
HTTPS Certificate
Scheduled Reboot Heartbeat Interval 3600
SNMP
Storage Settings Heartbeat Retry 10
M2M Settings
Device List Report
TR-069
DI/DO Setting
Configuration
Logging
Upgrade
:
@ More Info

Figure 10-11



Step 2: M2M Settings description:

Parameter

Meaning

How to configure

Enable M2M
platform management

To use M2M services, this function
needs to be used with our M2M terminal
management platform

Enabled or not enabled

Product ID

The device ID number, which can be
edited into an easy-to-remember ID, so
that the platform can see which terminal
it corresponds to at a glance

WORD type, up to 64 bytes

Service port

The port number used by the WMMP
service of the M2M platform server can
be matched with the server

Value range: 1765535

Heartbeat reporting frequency

In addition to the sending interval
between the router and the M2M
platform to maintain the connection, the
heartbeat packet also contains the
network status data of the router to
update the real- time network status
data of the M2M platform

Value range: 1~65535
Unit: seconds
The default value is 60S

The number of heartbeat

packet failures

The number of heartbeats that are
retried after a heartbeat is sent

Default: 10 times

Device list reporting is enabled

Enable and disable the device list

escalation feature

Disabled by default

Escalation mode

New Reports: Onlythe new device
information is reported

All Reports: Reports information about
all devices

Default: Added escalation

The escalation interval of the
device list

Escalation interval

Default: 0; Unit:
seconds; Range: 0-3600

Table 10-6 M2M parameter configuration

Step 3: Once the configuration is complete, click the "Save" button for the configuration to take effect.

Example:

m2Zm

M2M Enabled
Fail Action

Device ID

M2M Server/Port

detran.xicp.net

Restart M2M v

homtecs-G51

Heartbeat Interval 3600

Heartbeat Retry

Device List Report

Figure 10-12

Log in to the platform to see the device information and operate on the device




A Device cloud platform = @ Platform overview r": test v

@ Platform overview

910/13661 912.19GB 40.63TB

& Device management
Online devices / Total Daily data Data in month

& Data acquisition

Detail © . Dewi® 4 Refresh &
|2 Task management

f R)
& System management Online trend Data trend(GB)
2000 2000
1500 1500
1000 1000
500 500
0 0
May 20 May 21 May 22 May 23 May 24 May 25 May 26 May 20 May 21 May 22 May 23 May 24 May 25 May 26
Daily number of new equipment Firmware
15 2000
1500

https://detran.xicp.net/m2m/index php/Term/jkib html

>

1000
Figure 10-13
A  Device cloud platform <% Device management > Device monitor S test v
@ Platform overview 1 ' 0
Total devices Online rates Day task ‘ Added devices...
o
& Device management 11 100.0% 3 25

> Device monitor

Device list

(& Device edit £ Parameter 4] Remote control |~ Statistical report i Refresh homtecs-G51 Q Configure Columns @ Task

0 status SN Devicetype  Description Network  Network(Chami Network(Chant signal Current main li ®
@ Data acqui 1 O = online G51 FDD-LTE FDD-LTE NONE wll27 wan 113.87.82.21
| Task management
% System management

4 3

Page |1 of 1 View 1-10f 1
opyrif rights reserved. ‘ersion: Version 3.7 -
[ ht © 2025 Al right: d. Vi Ve 374

Figure 10-14

10.8. DI/DO Settings

Select “Administration > DI/DOutput” to use the 10 port control function.



! iasnc ieioi |
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=
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©]
@2

E|

= WLAN

Advanced Network
Firewall

VPN Tunnel
Administration
Identification
Time

Admin Access
HTTPS Certificate
Scheduled Reboot
SNMP

Storage Settings
M2M Settings
TR-069

DI/DO Setting
Configuration
Logging

Upgrade

@ More Info

>

>

>

v

Tools 5¢ Bandwidth & 1P Traffic System €2
You haven't changed the default password for this router. To change router password_click here.
DI Setting v
Enabled Port1 Port2
DO Setting v
Enabled Port1 Port2
Alarm Source DI Control SMS Control
Alarm Action ON v
Power On Status OFF v
Keep On 1
Figure 10-15
Configure the input pins, and the configuration page is as follows:
= Tools & Bandwidth #¢ 1P Traffic a8 System £¢

7

@
3]
1]

S8

;lémrry

Basic Networl

= WLAN

Advanced Network
Firewall

VPN Tunnel
Administration
Identification
Time

Admin Access
HTTPS Certificate
Scheduled Reboot
SNMP

Storage Settings
M2M Settings
TR-069

DI/DO Setting
Configuration
Logging

Upgrade

@ More Info

You haven't changed the default password for this router. To change router password_click here.

DI Setting
Enabled Port1 Port2
Port1Mode
Filter 1
SMS Alarm
DO Setting
Enabled rortt [ Port2
Alarm Source DI Control SMS Control
Alarm Action ON v
Power On Status O »

Figure 10-16

Description of the Input Management Configuration parameter:

parameter

illustrate

Default value

enable

With this pin, port 1 corresponds to 101 on
the appearance diagram, and port 2 corresponds to 102 on the
fagade schematic.

Disable

Port mode

Three options:‘OFF’, ‘ON’, ‘EVENT_COUNTER’

OFF: Triggers an event when connected to GND, and the external
input is low;

ON: Triggers an event when disconnected from GND, and the
external input is high;

EVENT_COUNTER: Enter the event counting mode.

OFF

Filter

Control switch jitter (1~100)*100ms

For OFF and ON mode, the first and last detection are twice, and
if both are at the same level, the alarm will be triggered.

For EVENT_COUNTER mode, if the first and last values are not
connected, a rising/falling




edge is determined.

Count triggering

The event count pattern works

When the count reaches the specified value, an event alarm is
triggered, and when the alarm event is triggered, the count
continues, but no more alarms are triggered. Count does not
begin until the set recovery time has elapsed.

Input range: 0~100, 0 means that the alarm will not be triggered.

Count periods

The count should be valid for this period, after which it clears to 0
Input range: 0~30000, (O=means that the period is permanent,
and any event triggered at any

time can be effectively counted.) )

Recovery count

The event count pattern works

After the alarm is triggered by the counter, when to resume the
recounting

Input valid range: 0~30000 (*100ms) (0=no recovery count)

Trigger an event

The event count pattern works

Two options: 'HI_TO_LO' and 'LO_TO_HI', the LO_TO_HI option
means that when the connected 10 port is pulled up, the trigger
event count will be increased by one, and the HI_TO_LO option
means that when the connected 10 port is pulled up and
released, the trigger event

count will be increased by one.

LO_TO_HI

Counting begins

The event count pattern works.

Currently, only the option 'POWER_ON' is supported.
POWER_ON: This option means that the event

count will start counting as soon as the feature is activated.

POWER_ON

SMS alerts

If this option is selected, an SMS message will be sent every time
an alarm is triggered.

Use this option with caution in the ON and OFF

states. The persistent state is prone to trigger a large number of
alarms.

The content of the text
message

Enter the content of the SMS to be sent when the alarm is
triggered, which is defined by the user.

Maximum length: 70 ASCII visible characters

Note: Since there may be sudden continuous alarm states in
actual use, we have defined an SMS queue with a maximum
length of 10, which means that if too many SMS sending requests
are generated at the same time, we will only

cache the first 10 SMS sending requests.

NULL

SMS receiving number 1

Phone number, SMS recipient

NULL

SMS receiving number 2

Phone number, SMS recipient

NULL

Table 10-7 Input Management Parameter Configuration

Configure the output pins on the following page:
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‘Output Management’ Confi

Tools ¢

a
% WLAN >
& Advanced Network > .
DO Setting
8 Firewall > -
Enabled rortt [ Port2
& vPN Tunnel 4
Alarm Source DI control [ sms Control [
Idessiieanion Alarm Action ON v
Time
Admin Access Power On Status OFF ~
HTTPS Certificate
Scheduled Reboot Keep On 1
SNMP
Stornge Settings SMS Trigger Content
M2M Settings
LHLE SMS Reply Content
DI/DO Setting
Configuration
v SMS admin Num?1
°gging
Upgrade
SMS admin Num2
| ® More Info o
Figure 10-17

guration parameter description:

Bandwidth &

1P Traffic

System 2

project description Default value
enable Enable the pin Disable
It supports input pins, SMS control, and M2M platform alarm
sources.
When an alarm source is selected on the input pin, the alarm
source port 1 and port 2 will output the corresponding
waveform according to the user's selection.
Alarm source . . BY Alarm
SMS controls the alarm source, triggers the output pin output
when receiving a text message with specific content, and after
the output pin output is completed, it replies to the previous
SMS sender to specify the content.
The M2M alarm source is not supported yet.
There are three options for the output pin to output when the
alarm source triggers an event, 'OFF', 'ON', and 'Pulse’.
OFF: Rising edge, output from low to high
ON: Falling edge, output from high to low
Trigger an action Pulse: When triggered, a pulse signal is generated, when the | ON

default state is ON, the pulse signal generated is a low level +
high level continuous waveform, and when the default state is
OFF, the generated pulse signal is a high level + low level
continuous waveform.

Default state

Specify the output status of the output pin when powering up,
'OFF', 'ON'

OFF: logical 0.

ON: logical 1.

duration

When the trigger action option ON or OFF of the output pin is
active, the input and output pins remain in this state for the
length of time.

When the default state is OFF and the trigger action is OFF, the
output pin outputs one [ Square wave, the duration value is
the duration of the high level.

When the default state is ON and the trigger action is ON,

The output pin outputs one \—1 Square wave, the duration
value is the duration of the low level.




When the default state is OFF and the trigger action is ON,

The output pin outputs one square wave with a duration
of high duration.
When the default state is ON and the trigger action is OFF,

The output pin outputs one \—1 Square wave, which lasts for
a low duration.

The input range is 0~2550 (*100ms), (0 means always in a state
state, use with caution).

Valid when the Trigger Action option of the output pin is Pulse.
After delaying the input time, the first square wave is generated

Delay Input valid range is 0~300(*100ms)

Valid when the Trigger Action option of the output pin is Pulse.
Specifies the width of the square wave low level of 0

Low level

Input range: 1~300 (*100ms)

10

Valid when the Trigger Action option of the output pin is Pulse.
Specifies the width of the square wave high

High level Input range: 1~300 (*100ms)

10

Valid when the Trigger Action option of the output pin is Pulse.
Specifies the number of pulses to be generated

Number of outputs The input range is: 1~1000

Triggers the output pin to output the content of the SMS
waveform. The sender is one of the two numbers in the
following options. NULL
Maximum length, 70 ASCII visible characters

SMS alert content

When the output pin outputs a waveform, it replies to the

The content of the text oo .
specified sender's content.

message reply

Maximum length, 70 ASCII visible characters NULL
SMS Manager Number 1 The number of the SMS sender NULL
SMS Manager Number 2 The number of the SMS sender NULL

Table 10-8 Output Management Parameter Configuration

Example:
Step 1: Enable the input and output pin configuration; If you select Open Port 1 for the input pin configuration, the
network mode will be locked to "ON" by default, and the filter image will be filled in "10"x100ms.

Step 2: Select Enable and Input Pin Control for the output pin configuration, select "ON" for alarm action, select "OFF" for
default status, and set "10" x 100ms for duration.



:

= DI Setting - -
% WLAN >
Enabled Port1 Port2
@ Advanced Network >
B Firewall > Boitiiliode
& vPN Tunnel >
Filter 10
R Administration >
Identification SMS Alarm
Time
Admin Access
HTTPS Certificate .
DO Setting B
Scheduled Reboot
SHmE Enabled Port1 Portz
Storage Settings
M2M Settings Alarm Source DI Control SMS Control
TR-069
DI/DO Setting Alarm Action ON v
Configuration
. Power On Status OFF v
Logging
Upgrade
Keep On 10
® More info i )
k /)

Step 3: If a low level is inserted between the DI1 interface and the GND interface, the DI will not trigger an alarm and will
not trigger the DO, and the DO will be in a low state at this time

Step 4: The DI1 interface and GND interface incoming change from low to high for 1 second, DI triggers an alarm and
triggers DO for 1 time, and the DO is in a high state at this time, and the high state of DO lasts for 1 second each time, and
then becomes low until the next time the DO is triggered

Step 5: If the DI1 interface and GND interface change from high to low, the DI will not trigger an alarm or DO, and the DO
will be in a low state

10.9. Configuration

In the navigation bar, select “Administration > Configuration”. You can back up the configuration of the current router,
restore the configuration of the router that was previously backed up, and restore to the factory settings.



:

a

AN N You haven't changed the default password for this router. To change router password _click here.

Advanced Network >
Backup Configuration

@

3 >
8 Firewal router_027_m241036 «fg
@0

VPN Tunnel ’

Save As Default Configuration

Save
Identification
Time Restore Configuration
Admin Access Select the configuration file to restore:

HTTPS Certificate No file chosen Choose File

Scheduled Reboot
SNMP Restore Default Configuration

Storage Settings Select. o
M2M Settings

TR-069
Total / Free NVRAM: 64.00 k8 / 36.50 kB (57.03%)

DI/DO Setting

Logging

Upgrade

@ More Info

Figure 10-18

AN\

WARNING

Please choose carefully to back up and restore factory settings, once restored, all previous configurations will be invalid.

After the configuration is complete, click the “Save” button for the configuration to take effect.

Example:

To export the configuration file, click the backup button, and the browser can download the configuration file of the device
at this time

e
ﬁOMTE 9 = I & router 027_m241036.cfg | System ¥
s
$¥ BasiC Networl 7y 1
EHES

2 WLAN > You haven't changed the default password for this router. To char

Advanced Network >
Backup Configuration

(=)
Fi 1] >
a

VPN Tunnel >
Save As Default Configuration
AR Administration w2
Save
Identification

Time Restore Configuration

Admin Access Select the configuration file to restore:

HTTPS Certificate No file chosen
Scheduled Reboot
SNMP Restore Default Configuration

Storage Settings Select - “
M2M Settings
TR-069

Total / Free NVRAM: 64.00 k8 / 36.50 K8 (57.03%)
DI/DO Setting

Configuration

Logging

Upgrade

@® More Info

Figure 10-19

To import a profile:
Click "Select File" and go to the PC folder to select the configuration file you want to import



You haven't changed the default passwor © o7 x

&« D> v 4 « Router{Z# > ¥ v C Y RiER R
Backup Configuration |- EEves =- 1 0
router 027 m241036 g 7628 el _ Ll ==
RouterThgé 6] G5.0.2.3-240326-151558.cfg 2024/9/6 10:40 cohfi
Save As Default Configuration
Save > i WPSTi2
v I e

Restore Configuration

Select the configuration file to restore: > m Windows-SST

No file chosen Restored > = Data (D3)

> === stone(S:)

Restore Default Configuration > G RE

Select- "n STEE(N): | B ) v
IS HE B

Total / Free NVRAM: B4.uu R 7 VY RS (B TUSTY)

Figure 10-20
Click "Restore" and the system will automatically apply the profile and restart automatically
10.10.Logging

Local logs allow you to view system running and operation configurations on the Administration page. With this
information, it is possible to find system anomalies and accurately locate problem:s.

Select "Administration > Logging" in the navigation bar as shown in figure 10-21:

MOMrry

= Tools & Bandwidth & 1P Traffic s System €&
@ Basic Networt -
T N You haven't changed the default password for this router. To change router password_click here.
@ Advanced Network > Syslog v
8 Firewall > Log Internally
€ VPN Tunnel >
Log To Remote System
R Administratior v
Generate Marker Every 1 Hour v
Identification
Time
Limit

Admin Access
HTTPS Certificate
Scheduled Reboot
SNMP

Storage Settings
M2M Settings
TR-069

DI/DO Setting
Configuration

Logging

Upgrade

@ More Info

Figure 10-21

On the log configuration page, select the path (local or remote server) and the time when the logs are generated. Click
Save Settings to take effect.

Configuration example:



Syslog
Log Internally ,

Log To Remote System

Host or IP Address / Port 514
Generate Marker v
Limit 6l
Figure 10-22
Select Record to remote system and enter the IP address and port
B MikroTik Syslog Daemon
File Options Help
Time Message P
27-May 17:55:20.66 <4>Jan 1 08:00:05 kernel: rai0: ===> main_virtual_if open 192.168.1.1
27-May 17:55:20.66 <4=Jan 1 08:00:05 kernel: get wdev_by idx: invalid idx(0) 192.168.1.1
27-May 17:55:20.66 <4=Jan 1 08:00:05 kernel: get wdev_by_idx: invalid idx(0) 192.168.1.1
27-May 17:55:20.66 <d>Jan 108:00:05 kernel: get wdev_by idx: invalid idx(0) 192.168.1.1
27-May 17:55:20.70 <d>Jan 108:00:05 kernel: get wdev_by idx: invalid idx(0) 192.168.1.1
> 27-May 17:55:20.71 <4>Jan 1 08:00:05 kernel: RtmpOSFileOpen(): Error 2 opening fetc/wireless/I1profile.dat 192.168.1.1
= M"i’l‘,i‘f“ 27-May 17:55:20.71 <d>Jan 108:00:05 kernel: load [profile succeed! 192.168.1.1
I/00 27-May 17:55:20.71 <4>Jan 1 08:00:05 kernel: get wdev_by_idx: invalid idx(0) 192.168.1.1
niZm 27-May 17:55:20.71 <4=Jan 1 08:00:05 kernel: get wdev_by idx: invalid idx(0) 192.168.1.1
27-May 17:55:20.71 <4>Jan 108:00:05 kernel: driver_own(:Try to Clear FW Own... 192.168.1.1
27-May 17:55:21.39 <13=Jan 1 08:00:06 modem watchdog[758]: Check Modem 1 USIM(1) Status (6/60) 192.168.1.1
27-May 17:55:22.18 <6=Jan 1 08:00:06 kernel: usb 1-1: new full-speed USB device number 2 using xhci-hed 192.168.1.1
27-May 17:55:22.20 <B>Jan 1 08:00:06 kernel: usb 1-1: not running at top speed; connect to a high speed hub 192.168.1.1
27-May 17:55:22.21 <15=Jan 1 08:00:06 hotplug[1040]: Attached USB device 1-1 [INTERFACE=(null) PRODUCT=1782/4d00/2430] 192.168.1.1
27-May 17:55:22.22 <15=Jan 1 08:00:06 hotplug[1044]: Attached USB device 1-1:1.0 [INTERFACE=255/0/0 PRODUCT=1782/4d00/2430] 192.168.1.1
27-May 17:55:22.24 <6>Jan 1 08:00:06 kernel: usb 1-1: New USB device found, idVendor=1782, idProduct=4d00 192.168.1.1
27-May 17:55:22.25 <G=Jan 108:00:06 kernel: usb 1-1: Product: Gadget Serial 192.168.1.1
27-May 17:55:22.25 <6=Jan 108:00:06 kernel: usb 1-1: Manufacturer: spreadtrum with dwe3-gadget 192.168.1.1
27-May 17:55:22.38 <13>Jan 1 08:00:07 modem_watchdog[758]: Check Modem 1 USIM(1) Status (7/60) 192.168.1.1
27-May 17:55:23.38 <13=Jan 1 08:00:08 modem_watchdog[758]: Check Modem 1 USIM(1) Status (8/60) 192.168.1.1
27-May 17:55:23.68 <4=Jan 1 08:00:08 kernel: driver_ own()::Success to clear FW Own 192.168.1.1
27-May 17:55:23.68 <4>Jan 108:00:08 kernel: APWdsInitialize 0:WdsEntry[0] 192.168.1.1
27-May 17:55:23.68 <4=Jan 1 08:00:08 kernel: APWdslnitialize ):WdsEntry[1] 192.168.1.1
27-May 17:55:23.68 <4>Jan 108:00:08 kernel: APWdsInitialize(0:WdsEntry[2] 192.168.1.1
27-May 17:55:23.69 <4>Jan 1 08:00:08 kernel: APWdsl|nitialize 0:WdsEntry[3] 192.168.1.1
27-May 17:55:23.74 <4>Jan 108:00:08 kernel: RtmpOSFileOpen(): Error 2 opening /etc/Wireless/RT2860/RT2860_2G.dat 192.168.1.1
27-May 17:55:23.74 <4>Jan 108:00:08 kernel: Open file "/etc/Wireless/RT2860/RT2860_2G.dat" failed! 192.168.1.1
27-May 17:55:23.74 <4=Jan 1 08:00:08 kernel: E2pAccessMode=2 192.168.1.1
27-May 17:55:23.74 <4>Jan 1 08:00:08 kernel: SSID[0]=router_wifi_5.8G, Edcaldx=0 192.168.1.1
27-May 17:55:23.75 <4xJan 1 08:00:08 kernel: SSID[1]=router-wifid, Edcaldx=0 192.168.1.1

Figure 10-23

Open the remote log tool on the PC, and the tool automatically receives the log information sent by the device.

10.11.Upgrade

The Router supports local network system file upgrades, please make sure that you have obtained the target file for the
system update and store the update file on the computer on the local area network.

In the navigation bar, select “Administration > Upgrade”. Click “Choose File” and select the upgrade package that needs to
be updated, check “After flashing, erase all data in NVRAM memory”, and then click “Upgrade”. Do not power off during
the upgrade process, do not disconnect the network cable, the upgrade can be completed in about 3 minutes. Wait
patiently, and observe the RUN indicator of the device. If the RUN indicator is on, the program upgrade is successful. It is
also possible to ping the address of the router on the PC at the same time (for example: ping 192.1681.1 -t) If pinging is
possible, the upgrade is successful, as shown in Figure 10-24.



ﬂ;)m'fy

= Tools & Bandwidth » IP Traffic o System £
§¥ DBasiC NETWOTK 4
2 WLAN s You haven't changed the default password for this router. To change router password_click here.

Advanced Network > [ Upgrade Firmware

Select the file to use:

()
63 Firewall >

No file chosen Choose File
@

>
ER LD After flashing, erase all data in NVRAM memory

Identification Current Version: Gm.0.2.7-250207-135951
Time

Admin Access
HTTPS Certificate
Scheduled Reboot
SNMP

Storage Settings
M2M Settings
TR-069

DI/DO Setting
Configuration

Logging

@ More Info

(0]

Figure 10-24 System Upgrad

| CA\WINDOWS\system32\cmd.

Microsoft Windows [hR4< 10.0.26100.4061]
P (c) Microsoft Corporation, {REEFrERF,

C:\Users\uUg8809>ping 192.168.1.1 -t

Ping 192.168.1.1 BH 32 FHHHIE:
1681 b jal =6ms TTL=6U4
.168.1. i TTL=64
.168.1.1 [ : i TTL=64
.168.1. - i
.168.1. i TTL=6U4
.168.1. TTL=64

192.168.1.1 Y

HiEw: B =0 (8% L),

I 6, Bl =
FIRITEMNETTE B (LLEf 8 5A0)
R®£5E = 1ns, |E = éms, FEB

C:\Users\u8809>|

Figure 10-25 ping detection
10.12.Reboot

In the navigation bar, select “System > Reboot”. The Reboot dialog box pops up. If you don't want to reboot, you can select
Cancel. If you select OK, the system will reboot, and the relevant update configurations made before will take effect after

the restart.

y Reboot?
@Mrfy etiog Tools & Bandwidth » 1P Traffic o System £

$¥ BasiC NETWOrK ” . B

YOU naverrtchanygeu tie ugtauit passwora o uns router; 10 change router passv
% WLAN L4 Hardware Reboot ©
Advanced Network > f Upgrade Firmware Logout &

@
@ Select the file to use:
@0

Firewall 2
No file chosen Choose File

>
R e After flashing, erase all data in NVRAM memory

Figure 10-26



10.13.Logout

In the navigation bar, select “System > Logout”. The system will log you out directly, and then the system login screen will

appear.
5
= Tools ¢ Bandwidth & IP Traffic o System %2
asic NETWOrK A
= WiAn N You haven't changed the default password for this router. To change router passv
& Advanced Network > Upgrade Firmware
@ Firewall 5 Select the file to use:
No file chosen
&) VPN Tunnel >

After flashing, erase all data in NVRAM memory

Figure 10-27

11. Tools

11.1. System log

System log is information that records hardware, software, and system problems in a system, while also monitoring events
that occur in the system. It allows users to check why an error occurred or to look for traces left by the attacker when
attacked. System logs include system logs, application logs, and security logs.

In the navigation bar, select “Tool > Log”, as shown in Figure 11-1

*

%Mrsy

1]
=

= Bandwidth # IP Traffic st System £

You haven't changed the default password for this router. To change router password_click here.

2 WLAN >
@ Advanced Network > 2 Ping  (# Trace & Capture
B3 Firewall >
Logs
€} VPN Tunnel > View

wnload Log File

Identification
Time

Admin Access
» Logging Configuration
HTTPS Certificate -

Scheduled Reboot

Figure 11-1

Step 1: Click View to observe the system log of the current router, as shown in the figure:

4COPS: WOOE 0

Now 30 11:01:06 Router user notice moden_checkdial[15642]: Modem Control Port:~3["W 0,0, “CNCC”, 7'M “W OK'M "W +C5Q: 14,99°N ‘M OK'M "W ‘SYSINFOEX: 2,3,0,1,,8, "LTEY, 101, "LTE"*N 4COPS: 0,0, "CHCC”, T°M !

OK'M “M +C5Q: 14,99°M "W OK'W "M “SYSINFOEK: 2,3,0,1,,8, "LTE*, 101, “LTE™H "i OK'M ]

Now 30 11:01:06 Router user notice modem_checkdial[15642]: ——--——3»["LTE*]

Hov 30 11:01:08 Router user.notice moden_checkdial[15642]: Modem Control Port:=»["N +COPS: 0,0, "CNCC”, 7'M "M OK'M "M +C5Q: 14,99°M "M OK'M "W "SISINFOEX: 2,3,0,1,,8 "LTE", 101, “LTE"*N "W OK'M ]

How 30 11:01:09 Router user.notice moden_checkdial[15642]: ——-——3["LTE"]

Hov 30 11:01:10 Router user.notice moden_checkdi=l[15642]: Modem Control Port:=3["N +COPS: 0,0, "CNCC”, 7'M "W OK'M "W +CSQ: 14,99°M ‘M OK'M "W °SISIHFOEX: 2,3,0,1,,8 "LTE", 101, "LTE"“N "N OK'M "W +COPS: 0,0, "CNCC”, 7'M ‘M
0K 1

How 30 11:01:11 Router user.notice moden_checkdial[15642]: ———-——>["LTE"]

Hov 30 11:01:13 Router user.notice moden_checkdial[15642]: Modem Control Port:-D["N +C5Q: 14,99°M "W OK'M "W “SYSINFOEX: 2,3,0,1,,6, “LTE", 101, "LTE"M "W OK'M "W 4COPS: 0,0, "CNCCY, 7'M "N OK'M "W +CSQ: 14,93°M W OK'M "W
“SYSINFOEE: 2,3,0,1,,6, “LTE", 101, “LTE™ N "W OK'M ]

How 30 11:01:13 Router user.notice moden_cheekdial[15642]; ———-——>["LTE"]

Hov 30 11:01:15 Router user.notice moden_checkdial[15642]: Modem Control Port:->["N +COPS: 0,0, "CNCC”, 7'M "M OK'M "M +C30: 14,99°M “M OK'M "W "SISIHFOEX: 2,3,0,1,,8, "LTEY, 101, “LTE"*N "W OE'M ]

Hov 30 11:01:15 Router user.notiee moden_checkdial[15642]: — SIULTE"]

Hov 30 11:01:17 Router user.notice moden_checkdial[15642]: Modem Control Port:-5["N +C0PS: 0,0, "CNCCY, 7'M "W OK'M "W +C3Q: 14,99°M "W OK'M "W ‘SYSINFOEX: 2,3,0,1,,8 "LTEY, 101, "LTE"“N "N OK'M "W +COPS: 0,0, "CNCC”, 7'M ‘M
QKM "M +CSQ: 14,99°M W OK'M M "SYSINFOEX: 2,3,0,1,,8, "LTE", 101, "LIE™ M "N QKM ]

How 30 11:01:17 Router user.notice moden_checkdial[15642]; ———-——>["LTE"]

Hov 30 11:01:19 Router user.notice moden_checkdial[15642]: Modem Control Port:->["N +COPS: 0,0, "CNCC”, 7'M "M OK'M "M +C30: 14,99°M "M OK'M "W "SISIHFOEX: 2,3,0,1,,8, "LTE", 101, "LTE""N "W OK'M ]

How 30 11:01:19 Router user.notice moden_checkdial[15642]; ———-——>["LTE"]

Hov 30 11:01:21 Router user.notice moden_checkdial[15642]: Modem Control Port:=>["N +COPS: 0,0, "CNCC”, 7'M "W OK'M "W +C3Q: 14,99°M "M OK'M "M "SISINFOEX: 2,3,0,1,,8, "LTE", 101, "LTE""N "N OK'M "W +COPS: 0,0, "CNCC”, 7'M "M
0N ]

How 30 11:01:21 Router user notice moden_checkdial [15642]: ———-——>["LTE"]

Hov 30 11:01:23 Router user.notice moden_checkdial[15642]: Modem Control Port:=>["W +C50: 13,98°M "W DK'M "W ~SYSINFOEX: 2,3,0,1,,6, “LTE", 101, "LTE""M "W OK'M "M 4COPS: 0,0, "CNCC™, 7'M "N OK'M "W +C3Q: 14,93°M "W OE'M "M
“SYSINFOEE: 2,3,0,1,,8, "LTE", 101, "LTE™ N "W OK'M ]

How 30 11:01:23 Router user notice moden_checkdial [15642]: ———-——>["LTE"]

Hov 30 11:01:25 Router user. notice modem_checkdial[15642]: Moden Control Port:=>["N +COPS: 0,0, "CNCC”, T'M "M OK'W "M 4C33: 14,99°M "W OK'W "M "SYSIHFOEX: 2,3,0,1,,8, "LTE", 101, “"LTE" "N "W OK'M ]

How 30 11:01:25 Router user notice moden_checkdial [15642]: —----—=>["LTE"]

Hov 30 11:01:27 Router user. notice moden_cheekdial[15642]: Moden Control Port:=>["N +00PS: 0,0, "CNCC”, 7'M "W OK'M "W 4CS3: 14,99°M "W OK'W "M "SYSIHFOEX: 2,3,0,1,,8, "LTE", 101, "LTE" "N "W OK'M "W +COPS: 0,0, "CHCC”, 7'M "M
OR'N M +CSQ: 14,53°0 "W OK'M ]

How 30 11:01:27 Router user notice moden_checkdial [15642]: —----—->["LTE"]

Nov 30 11:01:29 Router user.notice moden_checkdial[15642]: Moden Control Fort:=>["N "SISIHFOEX: 2,3,0,1,,8, "LTE", 101, “LTE™N "W OK'W "W +COPS: 0,0, "CMCC”, T'M “ OK'W M 4C30: 14,99°N "N OK'M "W "STSINFOEX

2,3,0,1,,8, "LTE", 101, "LTE™W "W OK'N ]

How 30 11:01:29 Router user notice moden_checkdial [15642]: —----—->["LTE"]

Wov 30 11:01:51 Router user. notice moden_cheekdial[15642]: Moden Control Fort:=>["N +00FS: 0,0, "CNCCT, 7'M "W DK'M "W +C33: 14,99°M W OK'W W "SYSINFOEX: 2,3,0,1,,8, "LTE", 101, "LTE""N "M OK'M "W +COPS: 0,0, "CNCCT, T°M "N
ax'N 1

Nov 30 11:01:51 Router user. notice moden_cheekdial[15642]: —=---——>["LTE"]

Mov 30 11:01:33 Router user. notice moden_cheekdial[15642]: Moden Contrel Fort:=>["N +C50: 13,99°N "W OK'M "W "SYSINFOEX: 2,3,0,1,,6, “LTE", 101, "LTE™"M "W OK'M W 4COFS: 0,0, "CHCC®, TN "M OK'M "W +CS0: 13,93°M "W OE'M "M
“SYSTNFOEK: 2,3,0,1,,8, "LTE", 101, "LTE™ N "N OK'M ]

Nov 30 11:01:33 Router user. noties modem_checkdial [15642]: - S["LTE"]

Nov 30 11:01:35 Router user. notics modem_checkdial[15642]: Modem Contrel Fort:=>["N +00FS: 0,0, "CNCCT, 7'M "M DR'W "M +C30: 13,99°M W OK'W M °SYSIHFOEX: 2,3,0,1,,8, "LTE", 101, "LTE"*N "N OK'M ]

Nov 30 11:01:35 Router user. notics moden_cheekdial[15642]: ——---—=>["LTE"]

Nov 30 11:01:37 Router user. motics moden_cheekdial[15642]: Modem Contrel Fort:=>["N +00FS: 0,0, "CNCCT, 7'M "W DK'W "W +C30: 13,99°M W OF'W W °SYSIHFORX: 2,3,0,1,,8, "LTE", 101, "LTE""N "M OK'M "W +COPS: 0,0, "CNCCT, T°M “W
OK°N M +CSQ: 13,93°0 "W OK'M ]

How 30 11:01:37 Router user.notice modem_checkdial[15642]: ———--—>["LTE"]

Mov 30 11:01:39 Router user notice modem_checkdial[15642]: Modem Control Port:->["N "SYSIHFOEX: 2,3,0,1,,8, "LTE", 101, “LTE™"M "M OK'W "W +COPS: 0,0, "CMOCT, T'W “M GE'W M 4050: 13,95°N "W OK'W "W “STSTHFDEX:




Figure 11-2 Log Status

Step 2: Download the log file to download the current log status to your computer.
Step 3: Click Log Settings and choose to log to the local system or the remote system.
Step 4: Once the configuration is complete, click the "Save" button for the configuration to take effect.

11.2. Ping

Ping is a command on Windows, Unix, and Linux. ping is also a communication protocol and is part of the TCP/IP protocol.
You can use the ping command to check whether the network is connected, which can help us analyze and determine
network faults.

In the navigation bar, select "Tool >Ping". On the page, enter the destination IP address to diagnose whether the router is
connected to the network.

~
m = Tools ¢ Bandwidth # 1P Traffic & System £¢
asiC NETworl

-

You haven't changed the default password for this router. To change router password_ciick here.

7 WLAN >
@ Adwnced Networe. V. APng  mTrace EWOL mlog @ Capture
B Firewall > .
Ping
€} VPN Tunnel >

IP Address ww

Identification Ping Count
Time -
Packet Size 56
Admin Access

HTTPS Certificate
Scheduled Reboot Seq Address o - . .
SNMP

Figure 11-3

Wait a few moments for the test to complete and the test result is returned. If the destination IP address can be pinged, all
packet loss indicates that the network is unreachable, and if the return is successful, the route is online.

11.3. Trace

Trace is a trace route utility that determines the path taken by an IP data gram to an access destination. The Trace
command uses the IP Time-to-Live (TTL) field and an ICMP error message to determine the route from one host to other

hosts on the network.

In the navigation bar, select "Tool > Trace". On the page, enter the destination IP address that the router is pursuing.
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Figure 11-4

Wait a few moments, and when the trace is complete, the tracking result will be returned.



11.4. WOL

In the navigation bar, select "Tool > WOL". In the page that opens, fill in the MAC address list with the wake-up PC-MAC
address to be used by the router to wake up the device.
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11.5. Bandwidth
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There are many areas of bandwidth application, which can be used to identify the data transmission capacity of signal

transmission, the amount of data passing through the link per unit time, and the display ability of the display.

1.

In analog signal systems, it is also known as bandwidth, which refers to the amount of data that can be transmitted at

a fixed time, that is, the ability to transmit data in the transmission pipeline. It is usually expressed in transmission

cycles per second or hertz (Hz).

In digital devices, bandwidth refers to the amount of data that can pass through a link per unit of time. It is usually

expressed in bps, which is the number of bits that can be transmitted per second.

In the navigation bar, select “Bandwidth”. On the page, the real- time/last 24 hours/daily/weekly/monthly bandwidth

information is displayed as shown in figure 11-7.
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11.6. Traffic FigureTable

Traffic is a digital record, and router traffic records the number of bytes consumed by a device, and the units are B, KB, MB,

and GB

Select "IP Traffic" in the navigation bar. In the page that opens, you can display real-time, last 24 hours, view graphs,
transfer rate, and daily/monthly traffic information.

@ status 24
® Basic Network >
2 WLAN >
@ Advanced Network >
B Firewall >
&) VPN Tunnel >

Identification

Time

Admin Access

HTTPS Certificate

Scheduled Reboot

SNMP

Storage Settings

M2M Settings

TR-069

DI/DO Setting

Configuration

Logging

Upgrade

® More Info
L

Real Time IP Traffic

146 kbit/s (0,18 KB/s)

Tools ¢

You haven't changed the default password for this router. To change router password_dick here

Bandwidth ~

<

1P Traffic st System €¢

(10 minute window, 2 second interval)

@ 0.00 kbit/s
- (0.00 k8/s)

0.30 kbit/s
(0.04 kers)

IPs currently on graphic

0.16 kbit's
(0.02 xe/s)

0.13 kbit/s
(0.02 es)

Figure 11-8

11.7. Factory reset via the RST button

Peak

Peak

0.66 kbit/s
(0.08 k8/s)

0.30 kbit/s
(0.04ke/5)

Total 239

Total 197

If you forget your address or password and cannot log in to the WEB and other problems that require a factory reset, you
can use the RST key to restore the factory settings.
1. RST button can be pressed and held with the tool for 30 seconds until the NET light stops flashing, and the system will

automatically reboot and restore the factory settings to take effect.

2. After saving the parameters as the default configuration, the RST button can be pressed and held for 10 seconds, and
the system will automatically restart and return to the saved default parameter values.

Default configuration of the system

Parameter Default settings

LAN IP address 192.168.1.1

LAN subnet mask 255.255.255.0

DHCP server function enable

Username admin

Password admin

Table 11-1 System Default Configuration

WARNING

When you do this, all configuration changes are cleared and you are restored to factory settings.




12. Issues handling

12.1. Hardware issues

12.1.1. None of the indicators are on

Problem phenomenon
None of the Router indicators are on.

Cause analysis
The possible causes are as follows:

The power supply does not meet the requirements
The power supply is not connected to the power port of the router

Solution

If the power supply does not meet the requirements, please make sure that the power supply range of the power supply is
5~36V.
If the power port of the router cannot be connected to the power supply, please plug the power cable into the power port.

12.1.2. SIM card connection issues

Problem phenomenon

The SIM card holder cannot be inserted properly.

Cause analysis

The possible causes are as follows:

The SIM card holder has been damaged

The SIM card is inserted in the wrong direction

Solution

If the SIM card holder is damaged, please contact our technical support engineer if you need to report for repair.

If the SIM card is inserted in the wrong direction, change and make sure that the SIM card is inserted into the card slot
correctly.

12.1.3. Network port connection issues

Problem phenomenon

The LAN port indicator is not lit and the router page cannot be accessed.
Cause analysis

The possible causes are as follows:

The network cable is not installed correctly

The network cable is damaged

The PC NIC is working abnormally

Solution

If the network cable is installed incorrectly, please reinstall the network cable.



If the network cable is damaged, please replace the network cable.

If the network card on the PC side is working abnormally, please replace the network card.

12.1.4. Antenna connection issues

Problem phenomenon

The antenna does not fit properly

Cause analysis

possible causes are as follows:

The antenna does not meet the requirements of the accessories

The antenna connection is incorrect

Solution

If the antenna is installed incorrectly, replace the antenna that meets the requirements.

If the antenna is not connected correctly, please reconnect the antenna.

12.2. Dial-up issues

12.2.1. Dial-up dropped

Problem phenomenon

The Router is interrupted during dialing and fails to dial.

Cause analysis

possible causes are as follows:

The SIM card network type does not meet the requirements

The SIM card is in arrears

The power supply does not meet the requirements

Modem dialing configuration is incorrect

Solution

If the SIM card network type is incorrect, please replace the corresponding type of SIM card according to the module.
If the SIM card is in arrears, please go to the designated ISP to top up the SIM card.

If the power supply does not meet the requirements, please replace the power supply that meets the requirements.

If the modem dial-up configuration is incorrect, please refer to "Mobile Network" for correct configuration.

12.2.2. No signal display issues

Problem phenomenon

The Router mobile network status page is not displayed.
Cause analysis

possible causes are as follows:

The antenna connection is not normal The modem is not dialed on the line Modem disconnected



Solution
Reconnect the antenna as per the correct operation.
If the modem does not dial the number, see "Mobile Network".

If the modem is disconnected, please check whether there is a process in the application of the router that causes the
router to go offline.

12.2.3. SIM/UIM card could not be found

Problem phenomenon

The Router mobile network status page shows that the SIM card could not be found.
Cause analysis

possible causes are as follows:

The SIM card is damaged

The SIM card is loose, the contact is not normal, or the installation is incorrect
Solution

If the SIM card is damaged or invalid, replace the SIM.

If the SIM card is loose, has abnormal contact, or is not installed correctly, please reinstall it.

12.2.4. Communication signal is weak

Problem phenomenon

The Router Mobile Network Status page shows no or poor signal.

Cause analysis

possible causes are as follows:

The antenna is not installed or damaged

The network coverage and signal strength of the area where the device is located are weak
Solution

Reconnect the antenna as per the correct operation.

If the antenna is damaged, replace the antenna.

If the network coverage and signal strength in the area where the device is located are weak, contact the network operator
for a reasonable solution.

12.3. VPN connection issues

12.3.1. VPN can't connect

Problem phenomenon
The status page shows that the VPN could not connect
Cause analysis

The possible causes are as follows:



The interface used by the VPN connection is not working properly

The VPN configuration parameters are incorrect

The VPN peer server is not working properly

Solution

If the interface used by the VPN connection is not working properly, reconfigure the interface used correctly.
If the modem interface is not working properly, see Mobile Network.

If the VPN interface is not working properly, see VPN Configuration.

If the VPN configuration parameters are incorrect, see VPN Configuration.

If the VPN peer server is not working properly, check the configuration and working status of the VPN peer server.

12.3.2. The VPN can't communicate

Problem phenomenon

The VPN page shows that it is connected, but it is unable to communicate

Cause analysis

possible causes are as follows:

The route information configured in the routing table is incorrect The VPN peer server is incorrectly configured
Solution

If the route is incorrect, add the correct route

If the VPN peer server is incorrectly configured, change the configuration of the VPN peer server.

12.4. WEB configuration operation issues

12.4.1. firmware upgrade failed

Problem phenomenon

The firmware upgrade found that the upgrade was not successful

Cause analysis

possible causes are as follows:

The router restarts due to other functions during the upgrade The power supply does not meet the requirements
The model and format of the upgraded firmware are incorrect

The router loses power during the upgrade

Solution

If the upgrade fails due to the restart due to other functions during the upgrade, please disable the other functions and
upgrade again.

If the power supply does not meet the requirements, replace the power supply that meets the requirements.
If the firmware version is incorrect, replace the firmware with the correct format and match the Router.

If the router is powered off during the upgrade, make sure that the router is powered normally during the upgrade.
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12.4.2. Forgot router password

Problem phenomenon

| forgot my password when logging in to the router page

Cause analysis

The user has changed the password on the user management page
Solution

Step 1: The router is powered on

Step 2: Press and hold the RST reset button for about 15 seconds for the system to reboot successfully, otherwise
try the operation again.

12.4.3. Frequent reboot issues

Check first:

Whether the module is normal.

Whether the Router is inserted into the SIM card.

Whether the SIM card is enabled for data service and whether it is shut down in arrears.
Whether the dialing parameter account/password is correct. Check if the signal is normal.

Check if the power supply voltage is normal.

12.5. Other issues

12.5.1. After modifying the IP address, | forgot to configure the Router and could

not set it

The router is powered on, and the REST settings button can be restored by pressing and holding the REST settings

button (until the system restarts).
12.5.2. Why is the network indicator not lit when connected to the PC after
powering on?

When the PC and Router are directly connected through a network cable, please check whether the PC and Router

are connected with a network crossover cable.Check if the network cable is normal.
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